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Abstract— Increasing number of  vehicles  in  utilize  has  conducted  in  the  service  to  supply human  and resource  security.  

The present  trend  calls  for the  application  of  technology to  automate safety  measures  in  road  traffic  and  since  has  

been  known  as  Intelligent  Transport System  (ITS).  Vehicular  Ad  hoc  Network  is  like  a  fork  to  Mobile  Ad  hoc  

Network, where  the  nodes  are  mobile  vehicles  moving  in  constrained  road  topology.  VANET networks  are visualized  

to  be  utilized  in  practical  ITS  systems  around  the  world.    A network  standard  has  been  grown  as  Wireless  Access  In  

Vehicular  Environment (IEEE 802.11p) to be utilized in VANET which is an alteration to IEEE 802.11 standard. With   each 

innovative technical applications particularly   computers   and   network appliances, come novel safety challenges. Each 

network in present time is vulnerable to safety attacks and VANET is not the exception. The most notorious attack among all is 

the  Distributed  Denial  of  Service  Attack  which  is  obvious as  unlike  other safety attacks  the  data  packets  utilized  in  it  

are genuine and authorized packets. In this paper, a novel offensive measure for detection and prevention has been proposed. 
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I.  INTRODUCTION [1-5]  

 

Vehicular ad hoc network is a communication network for 

vehicle to vehicle (V2V) and vehicle to infrastructure (V2I) 

communications developed mainly for establishing an 

Intelligent Transport System (ITS) in road traffic for the 

intention of avoidance of accident, post-accident inquiry, 

lessening of traffic jams and other non-security functions. 

There are three basic components of VANET communication 

i.e. On board unit (OBU), Road side unit (RSU) and 

Application unit (AU). 

 

The development of Intelligent Transportation System (ITS) 

has made a big step in recent years and shortly it has become 

very popular. The important application of (ITS) is called as 

VANET. To improve road safety and driving conditions, an 

unplanned network is formed by vehicles on the road 

spontaneously is called as Vehicular Ad-hoc Network 

(VANET). In VANET, driving safety is enhanced via inter-

vehicle communication or communication with roadside 

units. Hence it is also called as a vehicular sensor network. 

The main aim of VANET technologies is to improve safety 

on roads by serving real-time traffic information such as 

vehicle collisions, road condition, curve warnings, 

emergency breaking, and traffic updates etc. To share this 

information vehicle establishes a network and can 

communicate with each other.  

 

VANET are widely used to support the growing number of 

wireless product which can be used in vehicles. VANET is a 

special type of mobile ad-hoc network which is divided into 

V2I and V2V networks. To introduce this many researchers 

has introduced Media Access Control protocols to improve 

VANET working. VANET is self-organised network that can 

be formed by connecting vehicle aiming to improve driving 

safety and traffic management with internet access by drivers 

and programmers. 

 

The sections are organized as follows. The section II 

describes the various attacks present in VANET. In section 

III, the proposed heuristics for detection and prevention of 

various attacks in VANET are depicted. The section IV 

represents the result and discussion. The conclusion is 

depicted in section V. 

 

II. VARIOUS ATTACKS IN VANET 

 

There are many types of attacks are there in VANET. Some 

of them are briefly given below: 

1. Sybil Attack [2, 3]: The main aim of the attacker is to 

cheat other nodes after thinking that they got 

fewauthorizeddata and they should perform accordingly. One 

possible scenario is when a driver wants to clear a traffic it 

can launch attacking by sending multiple messages to other 

nodes each with a fabricated source that accident has 
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occurred in the road ahead. Sufferer nodes can hold back 

themselves from yielding that road path while the attacker 

node can drive in cleaned road without any difficulty. 

 

2. Node Impersonation [4, 5]: A vehicle node can send a 

modified message of a victim node claiming to be real 

originator. The information can be fake or which can create 

damage to victim node. This kind of attack can be resolved 

by adding uncommon ID number to nodes. Enclosure of ID 

can guide to an additional category of attack where sufferers 

are revealed of their identity where they needed so have few 

secrecy.  

 

3. Sending false information [6, 7]: This kind of attack is 

very common as attacker would want to disrupt the proper 

functioning of traffic by sending false information and 

bringing chaos on road.  

 

4. Distributed denial of service [8, 9, and 10]: It is the most 

infamous type of denial of service attack. In computer 

networks the attacker spoof network IP addresses and 

execute attack on a victim computer denying it resources and 

accessibility of network. The DDoS can be categorized as 

according to the layer it is attacking. In VANET context the 

layer I took for probing is transport layer and assumed 

existing TCP is used in it. In general DDoS attack is 

executed by sending redundant messages over time making 

the victim node unable to respond to other legitimate 

messages and thus suspending it to either provide service or 

receive service. The TCP DDoS attack is named as SYN 

flooding attack. Following is the description of SYN 

flooding attack. A TCP handshake for two nodes to 

communicate a TCP connection should be established. A 

TCP handshaking establishes this connection. It consists of 

three steps. In first step the packets which are numbered 

(SYN for synchronization packets) for flow control 

mechanism is send to the receiver. In the second step the 

receiver send back SYN-ACK (acknowledge packet). The 

connection is established when sender send ACK packet and 

receiver receives it. When only SYN command is sent from 

one node to another, the receiver saves the SYN message in a 

data structure. At this position, the connection is said to be 

partly open. Many nodes can send multiple SYN messages to 

a node. In DDoS attack the attacker along with compromised 

nodes (zombie nodes) send multiple SYN messages to 

victim. The victim node can be deficient of genuine needs by 

another node when the data structure to hold SYN 

information is saturated with excessive SYN messages. 

 

III. PROPOSED HEURISTIC 

 

A) Heuristic  for DETECTION 

The algorithm works as follows.  The detection scheme 

receives SYN, which is a datastructure holding SYN 

messages of a specific node recognized by synid, MEM 

which is the assigned memory of SYN database, synid and 

ACK data structure for a particular SYN. Our objective is to 

check whether the database to hold is filled or not. When a 

SYN message arrive line to check if it belongs to the same 

node or not and whether the MEM database is already 

filled.If  SYN  message  belongs  to  same  node  as  received 

previously then  a cookie  object is created by merging all 

SYN messages  of the same node and is send back along 

with ACK. The sender has two options to send back. The 

first one is it can transmit cookie with ACK or just transmit 

ACK. Sending of just ACK has no effect as it will not be 

acknowledged and the connection will be disconnected. If 

ACK with cookie is  received  then  sum  variable  is  

decremented  thus  maintaining  the  MEM  memory. 

Whenever  sum  equals  to  MEM  then  the  database  to  

hold  SYN  messages  is  filled  an attack  has  been  

detected.  The else condition passes control to recursive 

Detection program with different node id as determined by 

synid. 

 

B) Heuristic for DETECTION  

Input: SYN messages 

Output: Alert on datastructure full 

1          if (synid==SYN.ID&&i=! MEM.size) 

 

2                       cookie=merge (SYN) 

 

3                      send (cookie, ACK) 

 

4                      sum+=1 //global variable 

 

5                      if(ack()==ACK&&receive()!=cookie) 

 

6                      do nothing 

 

7                      elseif(ack()==ACK&&receive()==cookie) 

 

8                      sum-=1 //global variable 

 

9                      if(sum==MEM.size) 

 

10                                alert(“DDOS”) 

 

12                                break 

 

13        else 

 

14        Detection(SYN) 

 

15        end 

  
C)  Heuristic for PREVENTION 

Input: SYN messages 

Output: Alert on data structure full 

 1    Start the Process 
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2       H= Maintain the IP address History; 

 3       U=User enter into the website;  

4       I=Store the each Client IP Address; 

 5      Check each time U in server,  

 6   If (I==H)  

7 { 

8 Else 

 9 If(I<5) 

 10 { 

11 IP=Get IP address; 

12 MAC1=IP+MAC//Read previous MAC algorithm 

13 Server=MAC1; 

14 Client=MAC1; 

15 If(Server=Client) 

16 { 

 17 Accept the request from the client 

18 Send the response for the request 

19} 

20 Else 

21 { 

22 Add the User IP to the Attacker List, 

23 Print: “Access Denied” 

24} 

25} 

26} 

27 Else 

28 { 

29 Accept the request from the IP 

30 Send the response for the Request 

31} 

32 End 

 

IV. RESULTS AND DISCUSSION 

 

The experimental results of this paper are carried out by 

several attackers list and the website. The browser revises 

each time the history of the client and the data of the history 

are supplied with the message such as Mac address, Time, 

and IP Address contemporarily. Every time the client 

reached at the website is evaluated depending upon the IP 

address. When the new user enters into the site 

continuously, the new cracking algorithm determines 

whether the user is DDoS attacker or not. In that situation 

what is sate of web server is calculated. And also the 

attacker list is maintained and checked the user with the list. 

If the attacker is detected, the entry is declined by our 

proposed heuristic. In these circumstances, the web server 

status also measured. This is extremely helpful, for the 

clients to decide the effectiveness of our proposed heuristic. 

So in this proposed heuristic to utilize the DDoS to avoid 

the server from accessing the server and disruption of the 

performance in server is disperses favorably in this system. 

For the simulation results we have used windows 8, 64 bit 

operating system, 4 GB RAM and DEV C++ as 

programming purpose. 

Figure 1 and 2 shows simulation results for the detection 

and prevention of DDoS attacks in VANET. 

 

A) Output for detection of DDoS: 

 
Figure1. Output for detection of DDoS attack in VANET 

 
B) Output for Prevention: 

 
Figure2. Output for prevention of DDoS attack in VANET 

 
V. CONCLUSION 

 

The predicament of developing VANET protocols and 

standardization of them do not allow proper     

implementation of any solutions to security threats. For 

example there is a naming problem in VANET as existing IP 

protocol suite cannot be applied because of ad hoc nature of 

it. Flooding is the basic technique presently in use to carry 

message from one hop to another. In our proposed solution to 

DDoS we have assumed the sender node to have unique id 

throughout.  But unlike computer networks where nodes are 

identified with their IP addresses which are then address 

resolved to respective MAC address.  The   nodes   in   

VANET   are   dynamic   and   the   connection   is   mostly 

extemporaneous in nature.    Without a proper unique naming 

scheme the method described cannot be implemented. 
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