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Abstract: The major threat in data communication in present day is security. To reduce the threat caused in the communication 

channel quantum cryptography is emerging as a replacement to its classical counterpart. This paper focuses on a quantum key 

distribution protocol for the knapsack cryptosystem using a one-way trapdoor function by qubit rotation. The protocol exploits 

a qubit in superposition state for a single bit message communication. The security of the protocol is owing to the fact that any 

random quantum state cannot be replicated. 
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I. INTRODUCTION 

 

Security has become a foremost priority in data 

communication in this modern world. Quantum 

cryptography is emerging as a new direction in information 

security. A trapdoor one-way function is simple to compute 

but complicated to crack. This is because it offers the true 

user with a tractable problem and simultaneously any 

intruder has to face a computationally infeasible problem. 

This is why; asymmetric cryptography relies heavily on it. In 

the public-key cryptosystem, plain text is encoded by the 

public key and the decoding is done by the private key. Thus 

the generation and exchange of the pair of keys (public and 

private) is the most important part in the cryptosystem. This 

paper introduces the concept of key distribution among the 

authentic users based on the principles of quantum theory. A 

quantum bit or qubit is the unit of quantum information. A 

single qubit has two quantum polarization states namely 

vertical polarization of a photon and horizontal polarization 

of a photon. In case of classical computing a bit can be in 

one state or the other whereas in a quantum bit or qubit it 

can exist as the superposition of two quantum states namely 

|0> and |1>. The proposed algorithm first converts the plain 

text to an encoded binary message using the concept of 

super increasing Knapsack sequence and thereafter using the 

proposed quantum key distribution protocol with rotation 

like in one-way trapdoor function on the qubit to encrypt the 

message. Similarly, the qubit is inversely rotated and 

applying knapsack sequence the encrypted plain text is 

decrypted to get the original message. 

 

Rest of the paper is organised as follows. Section II gives a 

brief overview of the related works in the field of Quantum 

cryptography. Sections III and IV introduce the concepts of 

quantum cryptography and quantum session key distribution 

protocol respectively. Section V puts forward the proposed 

algorithm of encryption and decryption using Knapsack 

sequence and quantum key distribution protocol. Section VI 

mathematically illustrates the encryption and decryption of a 

plaintext message using the proposed protocol. Section VII 

focuses on the security issues of the protocol and finally 

Section VIII concludes the paper. 

 

II. RELATED WORK IN QUANTUM CRYPTOGRAPHY 

 

Bennett et al. [1] first introduced the concept of quantum 

cryptography and named them as “BB84” after their names 

Bennett and Brassard respectively. The background of the 

algorithm was that of the Principle of Uncertainty by 

Heisenberg. Bennett [2] later suggested a further 

enhancement to the basic version of “BB84” and named it as 

“B92”. Yang et al. [3] gave a modified form of quantum key 

exchange protocol using “BB84” and “B92” where they 

improved the efficiency of the algorithm to 42.9% and the 

average complexity obtained by them was O(n
2.86

). 

Houshmand et al. [4] proposed an updated version of 

Cabello’s definition of efficiency of quantum key 

distribution rules that was used to compare between their 

procedure and “BB84”. Odeh, et al. [5] proposed a modern 

concept for Quantum Key Distribution (QKD) between three 

parties in which there was a trusted centre to provide the 

clients with the vital information to securely transmit 

between each other. The performance was enhanced by 
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eliminating redundant rounds of checking the quantum bases 

and verification. Aldhaheri et al. [6] proposed a scheme that 

incapacitated the errors in “BB84” and “B92”. The session 

key was exchanged over the quantum channel in their 

algorithm. Also, the users’ verification and privacy was 

conserved by exchanging of the arbitrary basis and nonce. 

Gueddana et al. [7] compared BB84 Quantum Key 

Distribution (QKD) with the optimised version of Quantum 

Dense Coding. 

  

III. QUANTUM CRYPTOGRAPHY 

 

Quantum cryptography is the branch of cryptography that 

uses the basic knowledge of physics that is fully secure 

against being negotiated without the awareness of the 

sender’s or the receiver’s messages. The word quantum 

refers to the most basic comportment of the smallest 

particles of matter and energy. Based on the concept of 

quantum physics and the theory of classical information 

theory Quantum key distribution is built. The distributed key 

is both public and secret. Quantum key distribution 

guarantees secrecy of confidential data transmission.  

 

IV. QUANTUM SESSION KEY EXCHANGE PROTOCOL 

 

Here the Sender executes XOR operation on a plain text, say 

Q with his key αS and sends (Q αS) to Receiver. Here ‘’ 
signifies XOR operation. The Receiver then does XOR of (Q 

αS) with his key αR and sends (Q αS αR) to Sender. 

Sender on receiving the text performs XOR on (Q αS αR) 

with his key αS and sends the resulting message (Q αR) to 

the Receiver. Receiver computes XOR of (Q αR) with his 

key αR and gets Q from the Sender securely. This method 

facilitates secure communication among the Sender and the 

Receiver without sharing their secret keys. 

 

V. ENCRYPTION AND DECRYPTION ALGORITHM 

 

Step 1: Convert the Plain Text to its equivalent binary form, 

let it be PT. 

 

Step 2: Using the concept of Knapsack [8] sequence convert 

PT to its equivalent decimal form. 

 

Step 3: Convert the decimal form to binary form and apply 

1’s complement on it. 

 

Step 4: The Sender’s text say PQ has “k” bits that can be 

represented as an encoded quantum qubit which is defined as  

PQ = |i1>|i2>|i3>|ij>, where {ij | ij = {0 or 1}, j 

= 1,2, 3, …, k} and ‘’ represents a tensor product.  

 

Step 5: The k-bit message is encrypted into “k” qubits and 

the states of each qubit is rotated by an angle  (  )where 

   
 

     for any constant natural number “k” chosen 

arbitrarily for each qubit. The angle  (  ) is the encryption 

key. As every single qubit has a different angle, this 

encryption is like the one-time pad key but unlike it in the 

quantum session key exchange protocol the key is not shared 

between users. 

 

Step 6: The Sender (S) and the Receiver (R) generates their 

own secret keys let them be αS and αR respectively where  

α={ (  ) | 0≤ (  )  π ,i=1,2, ... ,k} for every individual 

session. The session keys are confidential and never 

disclosed to anyone. With the end of each session the old 

key gets invalid and a new one is generated to evade hackers 

from retrieving any information in terms of the session key 

and/or data. 

 

Step 7: The text will be a qubit and will be encoded as       

Q= |0>. S initiates a key distribution. Now both S and R will 

create their own session keys αS=   and αR=  . S encrypts 

PQ with his encryption key αS.  

 

Step 8: Now S will generate a superposition state and sends 

the subsequent qubit to R.  

 

Step 9: R will receive the qubit state and will encrypt it with 

his key αR. 

 

Step 10: R will now generate a subsequent superposition 

qubit state and sends it back to S. 

 

Step 11: S decrypts the qubit by inversely rotating it with an 

angle (   ) and sends the subsequent superposition state to 

R. 

 

Step 12: R will accepts and decrypts it by rotating it with the 

inverse angle (   ) to get Q. 

 

Step 13: R applies 1’s complement on Q and converts the 

subsequent text to its decimal form. 

 

Step 14: R again applies Knapsack sequence and gets the 

desired plain text PT. 

 

VI. MATHEMATICAL ANALYSIS OF THE ALGORITHM 

 

Let PT = 110011. 

Let {3, 5, 11, 23, 43, 87} be a super increasing knapsack 

sequence, and multiply all of the values by a number  

(n mod m).  

 

Let the modulus be 191 which is greater than the sum of all 

the numbers in the sequence. Let the multiplier be 53 as it 

has no factors in common with 191. Then the normal 

knapsack sequence will be 

3   * 53 mod 191 = 159 
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5   * 53 mod 191 = 74 

11 * 53 mod 191 = 10 

23 * 53 mod 191 = 73 

43 * 53 mod 191 = 178 

87 * 53 mod 191 = 27 

 

Therefore, the knapsack is {159, 74, 10, 73, 178, 27}. 

 

Hence, PT = 110011 = 159+74+178+27 = 438  

 

Now the binary form of 438 is 110110110. 

Perform 1’s complement of it to get 001001001. 

 

Let P = 001001001. Now the text is a qubit and let it be 

encoded as P = Q = |0>. 

 

Since each qubit is rotated by an angle  (  ), the rotation 

operation takes the form  

 

 ( (  ))   (
          

           
) 

 
Now,  

   
[Q]:  (  )     

                                = (
          

           
) (

 

 
) 

 

                                = (
     

      
) 

 

                     =                     
  

                                = |ρ′>, say 

 
S sends |ρ ′> to R.  

 

R receives the qubit in |ρ′> and encrypts it with his 

key αR. 
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       = |ρ ′′>, say 

 
R sends it back to S. S decrypts it by rotating it with an angle 

(   ). 

 

S sends this superposition state |ρ ′′′> to R.  

 

Now,  

 

   
[   

[   
  ]]]     

  ]: (   )    ′′   

 

       = (
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   (     )

    (     )
) 

 

       = (
     

      
) 

   

       =                      
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Here    
denotes decryption with αS  

 

Finally, R accepts and decrypts it by rotating it with (-αS) to 

get Q. 
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Perform 1’s complement on 001001001 to get 110110110. 

 

The decimal form of 110110110 is 438.  

 

Therefore, PT =438.  

 

As in this case (n
-1

) is equal to173. 

 

Therefore,  

438 * 173 mod 191 = 138 = 3+5+43+87=110011 

 

The recovered PT is 110011. 

 

VII.   SECURITY 

 

In the algorithm we have applied quantum superposition to 

avoid the hackers from tampering the text. Since it is 

difficult in a quantum system to duplicate any quantum state 

randomly [9] [10], it is impossible for an eavesdropper to 

break the encrypted data in this superposition states without 

any error. Eavesdroppers instead of copying the data may try 

to apply intercept-resend attack but the proposed method 

also negates that possibility.  

 

Hackers may intercept a qubit tuple in logic zero state before 

encryption.  

The state of the qubit received by him is  

  ′                       

but    will remain unknown to the hacker. 

As the probability frequency of the qubit are cos(φ) and 

sin(φ) respectively, therefore if the hacker tries to hack the 

data in this qubit, he will observe only 

 |0> with probability  (    )   and 

 |1> with probability  (    )  . 

 

The algorithm also guarantees the confidentiality of 

communication as it is tough for the eavesdropper to resend 

the intercepted data to the Receiver without errors because if 

he tries to interrupt a qubit in logic one state before it was 

encoded, the state of the photon received by him is 

 
                        

 

The probability of breaking the result by the eavesdropper 

will be then 

 
 

 
  (    )    (    )  ]  

 

 
 

 

for the qubits |0> and |1>. 

 

VIII. CONCLUSION 

 

The paper gives a concept of Quantum Session Key 

Distribution protocol for Knapsack cryptosystems. The 

paper combines the encryption technique used in Knapsack 

sequence with that of quantum key distribution protocol to 

enhance the security level of the proposed algorithm. The 

paper also focuses on the security of known and practically 

possible security breaches. The scope for further research is 

opened up by the application of quantum superposition of 

qubit during key distribution. 
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