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Abstract—Personal health record (PHR) is an emerging patient-centric model of health information exchange, which is often
outsourced to be stored at a third party, such as cloud providers. However, there have been wide privacy concerns
as personal health information could be exposed to those third party servers and to unauthorized parties. To assure the patients’
control over access to their own PHRs, it is a promising method to encrypt the PHRs before outsourcing. Yet, issues such as
risks of privacy exposure, scalability in key management, flexible access, and efficient user revocation, have remained the most
important challenges toward achieving fine-grained, cryptographically enforced data access control. In this proposal a novel
patient-centric framework and a suite of mechanisms for data access control to PHRs stored in semi trusted servers. To achieve
fine-grained and scalable data access control for PHRs, it leverages attribute-based encryption (ABE) techniques to encrypt
each patient's PHR file. Different from previous works in secure data outsourcing, we focus on the multiple data owner
scenario, and divide the users in the PHR system into multiple security domains that greatly reduces the key management
complexity for owners and users. A high degree of patient privacy is guaranteed simultaneously by exploiting multiauthority
ABE. This technique also enables dynamic modification of access policies or file attributes, supports efficient on-demand
user/attribute revocation and break glass access under emergency scenarios. Extensive analytical and experimental results are

presented which show the security, scalability, and efficiency of our proposed scheme.
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l. INTRODUCTION

The mobile Healthcare (m-Healthcare) system has been
envisioned as an important application of pervasive
computing to improve health care quality and save lives,
where miniaturized wearable and implantable body sensor
nodes and smart phones are utilized to provide remote
healthcare monitoring to people who have chronic medical
conditions such as diabetes and heart disease. Specifically, in
an m-Healthcare system, medical users are no longer needed
to be monitored within home or hospital environments.
Instead, after being equipped with smart phone and wireless
body sensor network (BSN) formed by body sensor nodes,
medical users can walk outside and receive the high-quality
healthcare monitoring from medical professionals anytime
and anywhere.

For example, each mobile medical user’s personal health
information (PHI) such as heart beat, blood sugar level,
blood pressure and temperature and others, can be first
collected by BSN, and then aggregated by smartphone.
Finally, they are further transmitted to the remote healthcare
center via 3G networks. Based on these collected PHI data,
medical professionals at healthcare center can continuously
monitor medical users’ health conditions and as well quickly
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react to users’ life-threatening situations and save their lives
by dispatching ambulance and medical personnel to an
emergency location in a timely fashion.

Although m-Healthcare system can benefit medical users by
providing high quality pervasive healthcare monitoring, the
flourish of m-Healthcare system still hinges upon how we
fully understand and manage the challenges facing in m-
Healthcare system, especially during a medical emergency.
To clearly illustrate the challenges in m-Healthcare
emergency, It consider the following scenario. In general, a
medical user’s PHI should be reported to the healthcare
center every 5 minutes for normal remote monitoring.

However, when he has an emergency medical condition, for
example, heart attack, his BSN becomes busy reading a
variety of medical measures, such as heart rate, blood
pressure, and as a result, a large amount of PHI data will be
generated in a very short period of time, and they further
should be reported every 10 seconds for high-intensive
monitoring before ambulance and medical personnel’s
arrival.

However, since smart phone is not only used for healthcare
monitoring, but also for other applications, i.e., phoning with
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friends, the Smartphone’s energy could be insufficient when
an emergency takes place. Although this kind of unexpected
event may happen with very low probability, i.e., 0.005, for a
medical emergency, when we take into 10,000 emergency
cases into consideration, the average event number will reach
50, which is not negligible and explicitly indicates the
reliability of m-Healthcare system is still challenging in
emergency.

Recently, opportunistic computing, as a new pervasive
computing paradigm, has received much attention.
Essentially, opportunistic computing is characterized by
exploiting all available computing resources in an
opportunistic environment to provide a platform for the
distributed execution of a computing-intensive task. For
example, once the execution of a task exceeds the energy and
computing power available on a single node, other
opportunistically contacted nodes can contribute to the
execution of the original task by running a subset of task, so
that the original task can be reliably performed. Obviously,
opportunistic computing paradigm can be applied in m-
Healthcare emergency to resolve the challenging reliability
issue in PHI process.

With the proposed SPOC framework, each medical user in
emergency can achieve the user-centric privacy access
control to allow only those qualified helpers to participate in
the opportunistic computing to balance the high-reliability of
PHI process and minimizing PHI privacy disclosure in m-
Healthcare emergency.

Il. METHODOLOGY

This proposed technique is a new secure and privacy
preserving opportunistic computing framework, called
MASPOC, to address this challenge. With the proposed
MASPOC framework, each medical user in emergency can
achieve the user-centric privacy access control to allow only
those qualified helpers to participate in the opportunistic
computing to balance the high-reliability of PHI process and
minimizing PHI privacy disclosure in m-Healthcare
emergency. Specifically, the main contributions of this
system have been developed with multiple attributes.

This technique is to leverage the PHI privacy disclosure and
the high reliability of PHI process and transmission in m-
Healthcare emergency, it introduce an efficient user-centric
privacy access control in MASPOC framework, which is
based on an attribute-based access control and a new OTP
based privacy-preserving scalar product computation
(PPSPC) technique, and allows a medical user to decide who
can participate in the opportunistic computing to assist in
processing his overwhelming PHI data. Detailed security
analysis shows that the proposed MASPOC framework can
efficiently achieve user-centric privacy access control in m-
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Healthcare emergency. In addition, performance evaluations
via extensive simulations demonstrate the MASPOC's
effectiveness in term of providing high-reliable-PHI process
and transmission while minimizing the privacy disclosure
during m-Healthcare emergency.

Advantages

e This system monitors health care emergency systems are
works with both passive and active data stored in the
centralized data servers.

e Opportunistic computing with maximum true user’s
information leads to effective and efficient data
collection during the time of emergency situations.

e Since smart phones are not only used for healthcare
monitoring, but also for other applications, i.e., phoning
with friends, the Smartphone’s energy could be
insufficient when an emergency takes place. Although
this proposed system handles the kind of unexpected
event may happen with very high probability, i.e.,
60.2%, for a medical emergency, take into 10,000
emergency cases into consideration, the average event
number will reach 500, which is not negligible and
explicitly indicates the reliability of m-Healthcare
system is still challenging in emergency.

e This system can be extended into active directory based
data separation options given for each smart phone
users.

e Location based privacy protection modules can be added
for better data preservation for individual user’s
perspective.

e PHI data can be serve as per the emergency situation by
sending the OTP mechanism can also added to get the
fast authentification from the donor.

The proposed system has been divided into several modules

to achieve the MASPOC data extraction with formulation of

optimized results.

I11. MODULES

HEALTH Cloud SERVER

USER DATA PHI METRIC

HEALTH EMERGENCY REQUEST PROCESSOR
SERVICE PROVIDER

OTC Privacy Tracker

RESULTS

cgorwdE

HEALTH Cloud SERVER

In this module new secure and privacy preserving
opportunistic computing health server has been installed, to
address the m-user data storing and retrieval on a secured
process. With the proposed SPOC framework, each medical
user in emergency can achieve the user-centric privacy
access control to allow entering into the system only
qualified m-users to participate in the opportunistic
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computing to balance the high reliability of PHI process in
m-Healthcare emergency server.

MOBILE USER DATA PHI METRIC

This module mainly deals with the process of registering the
m-user PHI data into the mobile health care server and
provides the login credentials for further authentication
process, it shows the secure and privacy preserving
opportunistic computing framework for m-Healthcare
emergency. With MASPOC, the resources available on other
opportunistically contacted medical users’ phones can be
gathered together to deal with the computing-intensive PHI
process in emergency situation. Since the PHI will be
disclosed during the process in opportunistic computing, to
minimize the PHI privacy disclosure, MASPOC introduces a
user-centric two-phase privacy access control to only allow
those medical users who have similar symptoms to
participate in opportunistic computing.

M-HEALTH EMERGENCY REQUEST PROCESSOR
The major process of the system is to provide the PHI data to
the particular emergency user by validate the user’s request
on the basis of timestamp, location based user search ,status
of the donors and active directory user search implemented
attributed based access control can help the emergency user
in emergency and PPSPC protocol can further control only
those medical users who have similar symptoms to
participate in the opportunistic computing while without
directly revealing users’ symptoms.

SERVICE PROVIDER

The PHI data has send to the particular emergency m-user by
the sending the OTP(one time password) code to the donors
list after confirm the code the complete PHI m-user list has
send to the emergency requester for further communication

has been made directly.
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IV. RESULTS AND DISCUSSION

In this section, evaluate the performance of the proposed
SPOC framework using a custom simulator built in Java. The
simulator implements the application layer under the
assumptions that the communications between smart phones
and the communications between BSNs and smart phones are
always workable when they are within each other’s
transmission ranges. The performance metrics used in the
evaluation are 1) the average number of qualified helpers,
which indicates how many qualified helpers can participate
in the opportunistic computing within a given time period,
and 2) the average resource consumption ratio (RCR), which
is defined as the fraction of the resources consumed by the
medical user in emergency to the total resources consumed in
opportunistic computing for PHI process within a given time
period. Both NGH and RCR can be used to examine the
effectiveness of the proposed MASPOC framework with
user-centric privacy access control of opportunistic
computing in m-Healthcare emergency.
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Figure 2: Results

Note that, in the simulations, consider all users will stop
when they meet UQO’s emergency, and only the qualified
helpers will participate in the opportunistic computing. To
eliminate the influence of initial system state, a warm-up
period of first 10 minutes is used. In addition, the system
consider U0’s emergency takes place at three locations, A, B,
and C, in the map to examine how the factors I, th affect the
NGH and RCR at different locations. The detailed parameter
settings are summarized in Table 1.
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TABLE 1
Simulation Settings
(Parameter [Setieg |
Simalation mne Al B w0

Simalation warns-up, durabion 1) mimmtes, 20) minates
Number, velocity of users | = {4060}, v=1035
Simalarity threshold th = {1, 5}

1.2 mfs

Transmission of smartphone, BSN  20m, 20 m
Riw FHI dia geacranos mierval — |every 10 seconds
Emargemy lowatinn A, B, and

In the following the simulations with different parameter
settings. For each setting, the simulation lasts for 20 minutes
(excluding the warm-up time), and the average performance
results over 10,000 runs are reported. the system compare the
average NQHs at locations A, B and C varying with time
from 2 to 20 minutes under different user number | and
threshold th. From the figure, the system can see, with the
increase of time, the average NQH will also increase,
especially for the location A. The reason is that, when all
users move in the simulation area by following the same
mobility model, location A will have higher traffic than
locations B and C. In addition, when the user number I in the
simulation area increases, the user arrival rate at locations A,
B, and C also increase. Then, the average NQH increases as
well. By further observing the differences of the average
NQH under thresholds th = 3 and th = 5, the system can see
the average NQH under th = 5 is much lower than that under
th = 3, which indicates that, in order to minimize the privacy
disclosure in opportunistic computing, the larger threshold
should be chosen. However, since the high reliability of PHI
process is expected in m-Healthcare emergency, minimizing
the privacy disclosure in opportunistic computing is not
always the first priority.

V. CONCLUSION

This proposed model SPOC a secure and privacy preserving
opportunistic computing framework for m-Healthcare
emergency, which mainly exploits how to use opportunistic
computing to achieve high reliability of PHI process and
transmission in emergency while minimizing the privacy
disclosure during the opportunistic computing. Detailed
security analysis shows that the proposed SPOC framework
can achieve the efficient user-centric privacy access control.
In addition, through extensive performance evaluation, this
demonstrated the proposed SPOC framework can balance the
high-intensive PHI process and transmission and minimizing
the PHI privacy disclosure in m-Healthcare emergency.
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