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Abstract—This paper proposes a lossless, a reversible, and a combined data hiding schemes for ciphertext images encrypted by
public key cryptosystems with probabilistic and homomorphic properties. In the lossless scheme, the ciphertext pixels are
replaced with new values to embed the additional data into several LSB-planes of ciphertext pixels by multi-layer wet paper
coding. Then, the embedded data can be directly extracted from the encrypted domain, and the data embedding operation does
not affect the decryption of original plaintext image. In the reversible scheme, a preprocessing is employed to shrink the image
histogram before image encryption, so that the modification on encrypted images for data embedding will not cause any pixel
oversaturation in plaintext domain. Although a slight distortion is introduced, the embedded data can be extracted and the
original image can be recovered from the directly decrypted image. Due to the compatibility between the lossless and
reversible schemes, the data embedding operations in the two manners can be simultaneously performed in an encrypted image.
With the combined technique, a receiver may extract a part of embedded data before decryption, and extract another part of

embedded data and recover the original plaintext image after decryption.
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l. INTRODUCTION

Encryption and data hiding are two effective means of data
protection. While the encryption techniques convert plaintext
content into unreadable ciphertext, the data hiding techniques
embed additional data into cover media by introducing slight
modifications. In some distortion-unacceptable scenarios,
data hiding may be performed with a lossless or reversible
manner. Although the terms “lossless” and “reversible” have
a same meaning in a set of previous references, we would
distinguish them in this work.

A data hiding method is lossless if the display of cover signal
containing embedded data is same as that of original cover
even though the cover data have been modified for data
embedding. For example, in [1], the pixels with the most
used color in a palette image are assigned to some unused
color indices for carrying the additional data, and these
indices are redirected to the most used color. This way,
although the indices of these pixels are altered, the actual
colors of the pixels are kept unchanged. On the other hand,
we say a data hiding method is reversible if the original
cover content can be perfectly recovered from the cover
version containing embedded data even though a slight
distortion has been introduced in data embedding procedure.
A number of mechanisms, such as difference expansion [2],
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histogram shift [3] and lossless compression [4], have been
employed to develop the reversible data hiding techniques
for digital images. Recently, several good prediction
approaches [5] and optimal transition probability under
payload-distortion criterion [6, 7] have been introduced to
improve the performance of reversible data hiding.

Combination of data hiding and encryption has been studied
in recent years. In some works, data hiding and encryption
are jointed with a simple manner. For example, a part of
cover data is used for carrying additional data and the rest
data are encrypted for privacy protection [8, 9].
Alternatively, the additional data are embedded into a data
space that is invariable to encryption operations [10]. In
another type of the works, data embedding is performed in
encrypted domain, and an authorized receiver can recover the
original plaintext cover image and extract the embedded
data. This technique is termed as reversible data hiding in
encrypted images (RDHEI). In some scenarios, for securely
sharing secret images, a content owner may encrypt the
images before transmission, and an inferior assistant or a
channel administrator hopes to append some additional
messages, such as the origin information, image notations or
authentication data, within the encrypted images though he
does not know the image content. For example, when
medical images have been encrypted for protecting the
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patient privacy, a database administrator may aim to embed
the personal information into the corresponding encrypted
images. Here, it may be hopeful that the original content can
be recovered without any error after decryption and retrieve
of additional message at receiver side. In [11], the original
image is encrypted by an exclusive-or operation with pseudo-
random bits, and then the additional data are embedded by
flipping a part of least significant bits (LSB) of encrypted
image. By exploiting the spatial correlation in natural
images, the embedded data and the original content can be
retrieved at receiver side. The performance of RDHEI can be
further improved by introducing an implementation order
[12] or a flipping ratio [13]. In [14], each additional bit is
embedded into a block of data encrypted by the Advanced
Encryption Standard (AES). When a receiver decrypts the
encrypted image containing additional data, however, the
quality of decrypted image is significantly degraded due to
the disturbance of additional data. In [15], the data-hider
compresses the LSB of encrypted image to generate a sparse
space for carrying the additional data. Since only the LSB is
changed in the data embedding phase, the quality of directly
decrypted image is satisfactory. Reversible data hiding
schemes for encrypted JPEG images is also presented [16].
In [17], a sparse data space for accommodating additional
data is directly created by compress the encrypted data. If the
creation of sparse data space or the compression is
implemented before encryption, a better performance can be
achieved [18, 19]. images with symmetric cryptosystem in
the above-mentioned RDHEI methods, a RDHEI method
with public key cryptosystem is proposed in [20]. Although
the computational complexity is higher, the establishment of
secret key through a secure channel between the sender and
the receiver is needless. With the method in [20], each pixel
is divided into two parts: an even integer and a bit, and the
two parts are encrypted using Paillier mechanism [21],
respectively. Then, the ciphertext values of the second parts
of two adjacent pixels are modified to accommodate an
additional bit. Due to the homomorphic property of the
cryptosystem, the embedded bit can be extracted by
comparing the corresponding decrypted values on receiver
side. In fact, the homomorphic property may be further
exploited to implement signal processing in encrypted
domain [22, 23, 24]. For recovering the original plaintext
image, an inverse operation to retrieve the second part of
each pixel in plaintext domain is required, and then two
decrypted parts of each pixel should be reorganized as a
pixel.

This paper proposes a lossless, a reversible, and a combined
data hiding schemes for public-key-encrypted images by
exploiting the probabilistic and homomorphic properties of
cryptosystems.  With  these  schemes, the  pixel
division/reorganization is avoided and the
encryption/decryption is performed on the cover pixels
directly, so that the amount of encrypted data and the
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computational complexity are lowered. In the lossless
scheme, due to the probabilistic property, although the data
of encrypted image are modified for data embedding, a direct
decryption can still result in the original plaintext image
while the embedded data can be extracted in the encrypted
domain. In the reversible scheme, a histogram shrink is
realized before encryption so that the modification on
encrypted image for data embedding does not cause any
pixel oversaturation in plaintext domain. Although the data
embedding on encrypted domain may result in a slight
distortion in plaintext domain due to the homomorphic
property, the embedded data can be extracted and the original
content can be recovered from the directly decrypted image.
Furthermore, the data embedding operations of the lossless
and the reversible schemes can be simultaneously performed
in an encrypted image. With the combined technique, a
receiver may extract a part of embedded data before
decryption, and extract another part of embedded data and
recover the original plaintext image after decryption.
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Figure 1: Sketch of lossless data hiding scheme for
public-key-encrypted images

Il. METHODOLOGY

The proposed scheme is made up of image encryption, data
embedding and data-extraction/image-recovery phases. The
content owner encrypts the original uncompressed image
using an encryption key to produce an encrypted image.
Then, the data-hider compresses the least significant bits of
the encrypted image using a data-hiding key to create a
sparse space to accommodate the additional data. At the
receiver side, the data embedded in the created space can be
easily retrieved from the encrypted image containing
additional data according to the data-hiding key. Here
comprehensive combination of image encryption and data
hiding compatible with lossy Compression method will be
used.
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Figure 2: Block Diagram

Encryption and Decryption Algorithm
Image Decryption Algorithm

Step 1.

Find image size Colum and Row

Step 2:

Generate Key and mask

Keygen= Colum*Row*8
KeygenMask=Colum *Row*8

Step 3:

Putting value in mask

rvalue =0.30000 1,

X_N=0;

forind=2:n

Encrypt Data

Embedded Image

NxM

x N =1 - 2* rvalue * rvalue; % value generation for
keymask< 0

if (x_N>0.0)

bin_x(ind-1) = 1;

end

rvalue = x_N;

end

Step 4.

Divide by 8 the mask to same size of image
KeygenMask= KeygenMaskI8

Step 5:

Now apply bitxor operation between original image and
KegenMask.

Encrypted image = bitxor( original image,KeygenMask);
Image Decryption Algorithm

Step 1:

Find Encrypted Image size Colum and Row

Step 2:

If KeyGen=Colum*Row

Further Decryption Process

Else

Decryption is not done

Step 3:

Generated KeygenMask at step 2 and 3 will be use here
Step 4:
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Now apply bitxor operation between Encrypted image and
KegenMask
Decrypted image = bitxor(Encrypted image,KeygenMask);

Tablel: Comparison table

Image Encryption Methods PSNR MSE
AES Based Algorithm 302303 61.663
Block-Based Transformation 242485 244.4749
Proposed Method Inf 0

I11. EXPERIMENTAL RESULTS

Four gray images sized 512x512, Lena, Man, Plane and
Crowd, shown in Figure 4, and 50 natural gray images sized
1920x2560, which contain landscape and people, were used
as the original plaintext covers in the experiment. With the
lossless scheme, all pixels in the cover images were firstly
encrypted using Paillier cryptosystem, and then the
additional data were embedded into the LSB-planes of
ciphertext pixel-values using multi-layer wet paper coding as
in Subsection 2.B. Table 1 lists the average value of
embedding rates when K LSB-planes were used for carrying
the additional data in the 54 encrypted images. In fact, the
average embedding rate is very close to (1-1/2K). On
receiver side, the embedded data can be extracted from the
encrypted domain. Also, the original plaintext images can be
retrieved by direct decryption. In other word, when the
decryption was performed on the encrypted images
containing additional data, the original plaintext images were
obtained.

With the reversible scheme, all pixels were encrypted after
histogram shrink as in Subsection 3.A. Then, a half of
ciphertext pixels were modified to carry the additional data
as in Subsection 3.B, and after decryption, we implemented
the data extraction and image recovery in the plaintext
domain. Here, the low-density parity-check (LDPC) coding
was used to expand the additional data as a bit-sequence in
data embedding phase, and to retrieve the coded bit-sequence
and the embedded additional data on receiver side. Although
the error-correction mechanism was employed, an excessive
payload may cause the failure of data extraction and image
recovery. With a larger value of 9, a higher embedding
capacity could be ensured, while a higher distortion would be
introduced into the directly decrypted image. For instance,
when using Lena as the cover and 6 = 4, a total of 4.6x104
bits were embedded and the value of PSNR in directly
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decrypted image was 40.3 dB. When using 6 = 7, a total of
7.7x104 bits were embedded and the value of PSNR in
directly decrypted image was 36.3 dB. In both of the two
cases, the embedded additional data and the original plaintext
image were extracted and recovered without any error.
Figure 5 gives the two directly decrypted images. Figure 6
shows the rate-distortion curves generated from different
cover images and various values of 6 under the condition of
successful data-extraction/image-recovery. The abscissa
represents the pure embedding rate, and the ordinate is the
PSNR value in directly decrypted image. The rate-distortion
curves on four test images, Lena, Man, Plane and Crowd, are
given in Figures 6, respectively. We also used 50 natural
gray images sized 1920x2560 as the original plaintext
covers, and calculated the average values of embedding rates
and PSNR values, which are also shown as a curve marked
by asterisks in the figure. Furthermore, Figure 7 compares
the average rate-PSNR performance between the proposed
reversible scheme with public-key cryptosystems and several
previous methods with symmetric cryptosystems under a
condition that the original plaintext image can be recovered
without any error using the data-hiding and encryption keys.
In [11] and [12], each block of encrypted image with given
size is used to carry one additional bit. So, the embedding
rates of the two works are fixed and low. With various
parameters, we obtain the performance curves of the method
in [15] and the proposed reversible scheme, which are shown
in the figure. It can be seen that the proposed reversible
scheme significantly outperforms the previous methods when
the embedding rate is larger than 0.01 bpp.

Then, we embedded the first part of additional data into the
ciphertext pixel values by the reversible embedding method,
and embedded the second part of additional data into the K
LSB-planes of the ciphertext pixel values by the lossless
embedding method. When having the encrypted image
containing the additional data, we firstly extracted the second
part of additional data from the LSB-planes of ciphertext
pixel values. After decryption, we further extracted the first
part of additional data and recovered the original plaintext
image in the plaintext domain. Here, the payloads of the two
parts of additional data are same as the payloads of reversible
and lossless schemes, respectively, and the quality of directly
decrypted image is same as that of reversible scheme.

@® ® © @

Figure 2: Cover images (a) Lena, (b) Man, (c) Plane and
(d) Crowd
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Table 1. Average payload of lossless scheme with respect to different X
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Figure 3: Directly decrypted Lena of reversible scheme

(a) 0 =4, a total of 4.6x104 bits embedded and PSNR =

40.3 dB, (b) 0 =7, a total of 7.7x104 bits embedded and
PSNR = 36.3 dB

I\V. CONCLUSION

Here hiding in encrypted image is proposed, which consists
of image encryption, data embedding and data
extraction/image- recovery phases.In the first phase, the
content owner encrypts the original uncompressed image
using an encryption key then using a data hiding key to
create a sparse space to accommodate the additional data.
When the receiver has both of the keys, it can extract the data
and recover the original content without any error. In Feature
we implement data hiding and extraction algorithm and
combine with our system. The new technique will solve a
dilemma faced by digital image users, particularly in
sensitive military, legal, and medical applications for secure
message transmission.
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