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Abstract - The era of automation, robotics, Internet of Things and collaborative networked systems generated an uniquely 

characterized data which is named as Big data due to the presence of sensor, camera and text generators poses challenges of 

storage, processing, and analysis. In this paper, the advanced health care system of future is discussed which generates the Big 

data along with the conventional methods of data analytics on medical Big data its trends, limitations and further research 

possibilities. In this paper, a general characteristic of Bigdata is discussed then a thorough study on the future healthcare 

process and management will be described. Then discuss how the data generated in the context of the Healthcare system will 

have big data characteristics. Finally, collect all the state of artwork for medical big data analytics and discuss the research gap 

and open issues. 
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I.     INTRODUCTION 
 

In the current scenario of the world, the population explosion demands mass production of every utilities, goods, and service 

required for humankind. These mass productions require technologies like automation, Internet of Things, advance 

communication and computing mechanisms to balance the demand and supply ratio. Recent trends of collaborative networks of 

people such as social network, a collaboration of networked control system, smart and intelligent systems, robotics, surveillance 

systems and IoT, etc. all generates continuous data. The data generation on the time series makes its reposit larger and larger 

over a period of time, and this assigns a tag of volume characteristic to the data[1][2]. These data can be in the form of 

structured, unstructured or in semi-structured. The processing of these gigantic data  is  a  kind  of  the  challenging task,  it  is  

not enough to store and process on a single machine, because this data may be in billions or few petabytes. The conventional 

file system for storage like Unix or NTFS file system ceases its capacity to handle volumes data and even a relational data 

management system has been proven inefficient to handle such a vast amount of data[3-4]. Hence, new tools and technologies 

are in demanding phase for effective analysis and management of these massive data. Despite this, the explosive growth and  

widespread availability of data have led researchers into the wave of more research activities in the era of digital healthcare 

due to which the trend of medicine is more shifting from treatment to prevention. Hospitals and medical associations generates 

huge amount of heterogeneous clinical data through medical imaging, sensors and patient records that can be viewed as a great 

source of big data repositories system that can be effectively utilized to make medical systems better [5-6]. The heterogeneous  

medical  data  refers  to  Electronic  Health Record  (EHR)  where  all  information  is  related  to  every single patient such as 

clinical data, prescriptions, medical images, laboratory records, drugs documents are kept as a record to support medical 

practice and help to derive future healthcare insights[7]. The EHR includes two types of data information  that  are  as  1)  

Electronic  Medical  Records (EMR): EMR is set of time series data which holds patients records such as patient medical 

history, patient hospital visiting time diagnoses, lab reports, medications, doctors notes, image data's such as  MRI, CT-

SCAN, etc.  and  2) Sensors data: The advancement of wireless technology and IoT are now expected to provide big support 

for the improvement of healthcare industries. The small and energy- efficient sensors  (such  as  wearable device,  ECG  

sensors, etc.) are highly used to analyze the physical environment of hospitals and patients in real-time. These sensors generate 

numerous and variant types of data streams which can be useful to understand the psychological and physiological behavior of 

patients after  monitoring and analyzing these data[8]. The  effective  use  of  EHR  data  analytics  can  be beneficial for the 

growth of digital healthcare system in efficient way. For instance, reducing of high cost by predicting patient’s readmission & 

management; on-demand health service for lifestyle recommendation, health risk prediction, disease prediction, etc. Although, 

mining of EHR data is challenging because it contains unstructured data which  has   the   following  property:  high-
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dimensionality, noise, irregularity, missing data and sparsity [9] [10]. So, there is a need for an efficient analytical tool to 

understand the complexity of data and extracting useful knowledge from it. Therefore, this paper conducts survey for 

understanding big data analytics research trends and issues. The rest of the paper organization in the following manner: Section 

2 contains background knowledge, Section3 carries literature review of existing studies, and finally Section 4 discloses the open 

research gap, conclusion and future work. 

 

Background 
 

This section presents the general concept of big data, analytical techniques and big data opportunities in healthcare department 

which are as follows: 

 

Big Data 
 

The term big data refers to the complex and huge amount of data that can both structured and non-structured. The data is 

continuously generated from the variety of resources such as research  centers,  GPS  data,  Medical  data,  data  generated from 

sensors equipped in monitoring and surveillance applications, social data like Face book data, twitter data and customer’s 

feedback streams from commercial sites, etc. The big data concept can be characterized by 4 V's properties that are as volume, 

variety, velocity, and veracity [11]. 

 

 
 

Figure 1. Characteristic of Big Data 

 

A.   Volume 

Volume refers to the gigantic amount of data that has no fixed size and number. It can be term as big data, which is 

continuously generated by the various organizations and is difficult to process with traditional tool and technique. 

According to health data archive report, a health data volume is increasing  48  percent  per  year.  In  2013,  153 

exabytes of health data were estimated, and it was projected that 2314 Exabyte’s of data would be generated by 2020 

[12]. 

 

B.   Variety 

Variety implies the format of big data that is in both structured and non-structured data. Usually, in healthcare, data are 

classified as structure, non- structure and semi-structured. There are only about to 10% data are structured which can 

easily store and managed in databases.      Similarly, semi- structured data is also about 8% to%10. These structured 

data and semi-structured data generates from  the  health  record  such  as  CT  scan,  MRI reports, blood test, diagnosis 

and laboratory reports. Most of the data is unstructured that is about 75% to 

80%. The unstructured data generated from the varieties   of   resources   that   includes   e-mails, feedback stream,  

sensor  data,  written documents, missing content, etc. The unstructured data is very complicated in handling and for 

the analytical process. Thus with effective processing platform based on efficient data mining, advanced machine 

learning technique, a high potential can be achieved to improve the services and system of healthcare departments [13]. 

 

C.   Velocity 

The explosive growth rate of data volume and data variety refers  to  the  velocity of  big  data.  In  the healthcare 
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system day-by-day, newly data are generated continuously and in a constant manner. The   data   are   generated  in   

the   form  of   both structured and unstructured such as the data generated from monitoring patient, patient admission, 

EHR progression, etc. The high velocity of healthcare running data creates another challenge for the big data analytics 

that it cannot process instantly and even it cannot store efficiently on the cloud system. To handle this situation, 

researchers bring new tools named Hadoop which is a platform that  can  handle  massive  running  data  for  the 

analysis. 

 

D.   Veracity 

Big   data   veracity   refers   to   the   trustworthy, reliability, noise and uncertainty of information received from the 

different datasets. Generally, unstructured data are highly variable and often incomplete. Healthcare data analytics 

should need to determine some valuable insights from unstructured   data   to   have   better   treatment   of patients and 

to make better decisions making system [14]. 

 

Big Data Analytics Outlook 
 

 
     Figure 2. A General Architecture of Big Data Analytics 

 

The  above  figure  2  shows  the  modeling of  big  data analytics.  The  big  data  is  composed  of  structured  and 

unstructured type data, and it becomes very tough to deal with such kinds of oversize data. Through this analytical model, a 

significant amount of data can be processed and further useful information can be extract to solve the hidden problem. The first 

layer of model initializes the data collection,  and  aggregation  processes  form  the  relevant health record resources. In the 

second layer, the data is stored in the Hadoop distributed file system storage (HDFS). HDFS is  an  open  source  of  distribution  

platform  provided  by Apache Hadoop used to store such a massive amount of data. Further, the processing layer uses Map 

reduce model to process these data by implementing some machine learning algorithm that performs some classification and 

feature extraction operation. Then analysis is made based on this feature and providing essential facts for generating reports 

[15]. 

 

Big Data Challenges in Healthcare 
Big data analytics in healthcare faces various challenges which include multiple factors such as storing data, appropriate data 

collection and summarization. The organization of resultant data after extraction from different layers is also a  challenging 

task. It includes several sub- processes such as authentication, archiving, securing, information retrieval, management, and 

representation. Also, the quality information in each level should be verified by applying security protocols and preservation 

methods. In addition, following are the vital points of big data challenges in healthcare are represented below: 

 

  Maintaining the correlation among the patient and their records in longitudinal ways. 

  Understanding the unstructured data in a productive way. 

     Analyzing the missing health data content 

  High dimensionality problem of big health imaging data 

  Maintaining privacy  and  security towards  patient identity 
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  Analyzing genomic data is also a big challenging task that it requires more storage and processing capacity 

  Capturing  the  patient  behavior  and  their  social interaction through several sensors 

 

Openings of Big Data in Medical 
 

Big data can formulate a high potential to contribute in many sectors of  medical and  healthcare industries. This section 

presents some excellent initiatives that used to enhance the quality feature of healthcare services. But also this is not enough to 

keep up with the demand of the healthcare services and the increasing cost. The following are some relevant key points that are 

mentioned below: 

  Clinical notes and electronic health records are the primary sources of data. These can be efficiently served as the 

availability of patients and individual data. 

  Structural  data   can  efficiently  use   for   service optimization. 

  With  the  use  of  these  big  healthcare  data  and analysis can be made to reduce the mistakes and cost 

optimization 

  Analysis of big medical data for clinical decision support, personalized care, future disease prediction. 

  Analysis of big data can also enhance the healthcare policy, financial and administrative decisions 

    Patient privacy maintenances 

    Mobile healthcare facilities 

  To Prevent Unnecessary emergency ward visits and increase customer satisfaction by E-health services. 

 

II.    RELATED WORK 
 

The expansion of the analytical concept emphasizes the value of data collection, data integration, and data processing that how 

these data knowledge discovery acts to support better decision making property and helps to understand the behavior and trends 

of the organization. Therefore, this part of the paper presents the role of Big Data Analytics in the era of medical system and 

healthcare research associations through discussing various existing works that carried in the following sections. 

 

Big   Data   Analytics   for   Disease   prediction   in   the Healthcare System 
 

Various researchers have explored that studies toward medical disease conditions concerning the advance analytics are still in 

developing phases. According to the findings of work carried out by Rahimi et al. [16], it was noticed that there is an evolving 

importance towards data quality. It was also found that ontological approaches could significantly assist in improving data 

quality. Biomedicals and health care system generates lots of data, based on these data a beneficial feature can be extracted to 

predict the disease more accurately. In the work of Chen et al. [17] convolution neural network (CNN) concept is used to handle 

the structured and unstructured data generated from the hospitals. The contribution of work is that it uses both structured and 

unstructured data  which  achieves  good  prediction rate  of about 95 percent when compared to other existing methods. About 

10 percent of the world population suffers from the metabolic disorder of diabetes due to improper lifestyle, and more critically, 

youth and children are becoming more subjected to a person with diabetes. The existing system is not sufficient as much that 

it faces real-time complexities, lacks data sharing and real-time monitoring. To cope the inefficiency of existing diabetic system 

the work of Chen et al.   [18]   have   introduced   an   intelligent   model   where, diagnosis system is prepared using multiple 

layers, and smart analysis model is constructed using machine learning approach which includes smart clothing, intelligent data 

centers, and smart-phone. In the same way, the design of an efficient ECG monitoring system is expected to minimize the death 

rate of young adults that caused due to arrhythmia heart-attacks. So, Yin et al. [19] uses combined features of ECG  signals  and  

radio  signals  to  mitigate  the  issues  of motion artifacts occurs in ECG recordings and to accurately classify the arrhythmia. 

Furthermore, a  hybrid monitoring framework is  designed using the  concept of  CNN  which extracts the features of both 

ECG signals and radio signals. The efficiency of the model is tested on caffe deep learning platform  and  obtains  85  to  90  

percent  accuracy rate  for classifying abnormal and normal heartbeat. Different data mining techniques were adopted to analyze 

and predict the heart disease in [20]. The accuracy of each approach that is Naïve Bayes, Decision Tree and artificial neural 

network are verified and achieves 86.53%, 89% and 85.53% of accuracy rate respectively. Another work of Hsi-Jen Chiang et 

al. [21] have proposed a framework for analyzing analytical indicators in dental embed therapy. The author have studied1161 

implants from 513 number of patients. Further, the Data on 23 samples are considered as impact factors on dental implants. The 

1161 implants are investigated by using C5.0  technique. The  experimental outcome of  this  model achieves the better 

performance with 97.67% accuracy rate. 

 

Big Data Analytics towards the personalized healthcare system 
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In the effort of improving human lifetime, bioinformatics and computational analytic tool provide potential support in the field of 

personal healthcare and medical health decision- making system. The significant work carried out by Chawla, and Davis [22] 

have discussed a pre-prediction model for forecasting possible disease risk in the future. The author have  proposed  

foundations  of  the  presented  model  that derives essential aspects of big data and networks concept to bring the emergence of 

personalized medical care system. It was also noticed that similar work carried by Chen et al. [23], in which they have 

considered the problem of human unhealthy lifestyle and designed a smart system to suggest user's to avoid the unhealthy 

behavior. The presented model uses   machine   learning   and   deep   learning   technique embedded with the sensing device 

and analytical module for monitoring the social, mental and physiological functioning of  human based on their  daily life  

activity. The  primary objective of the presented model is to guide human to fallow a healthier lifestyle. The effectiveness of 

this intelligent adviser  system  is  evaluated  on  the  smart  testbed  system which  achieves  efficient  monitoring  feature  

compared  to some existing techniques. An IoT with big data concept in healthcare facilitates a remote service to medical 

experts so that they can analyze the action and behavior of the patients. By applying the same idea, Magarino et al. [24] 

suggested a computational model for recognizing the sleeping posture of patients in the hospital. The motive of the presented 

work is to  provide  a  supportive  tool  in  the  research  area  for advancing the measurement process of human activity through 

smart beds and IoT. The simulation results display that  it  achieves a  good  accuracy rate  of  about  95  to  98 percent 

compared to existing works. Similarly, Viceconti et al. [25], have given the joint concept of big data and virtual physiological 

human towards improving the critical situation of computational medicine. The author have discussed some critical problem 

such as data confidentiality, data size, integrating bioinformatics, data localization, etc. in order minimize the shortcoming in 

the research zones so that an efficient and robust solution could be made in the cycle of big data healthcare. In the work of 

Yassine et al. [26] have constructed a framework utilizes the smart home electronic device to recognize and learn the human 

pattern and then extract knowledge to support health care system in respect to improving human living style. The presented 

framework uses the electric meter as a means of data mining tool for identifying  human   behavior   and   their   routine   

changes through analyzing temporal electricity consumption by home appliances in  multiple  time  frames.  The  author  uses  

UK electricity data-sets between the years of 2012-2015 with 109 electric appliances from five houses. The experimental 

outcomes of this study achieve a better result in predicting short and long terms of human activity patterns. 

 

Big Data Analytics towards privacy preservation in the healthcare system 
 

However, big data analytics offers many beneficial features to the medical health care department, but also it raises some 

security breaches that related to patient privacy and organizations confidentiality. Therefore, there is crucial need of  efficient 

security system which  serves  to  preserve the security and privacy of the big data medical assistance system. The work 

carried out by Abouelmehdi et al. [27] have investigated various research works that have been carried out in the domain of 

big data healthcare security based on encryption and Anonymization approaches. Furthermore, the author have reviewed and 

compared various privacy-preserving schemes along with its potential strength and limitations. It seems that the main objective 

of the presented work is to attract the researches attention to design a  feasible privacy preserving algorithm in  the  era  of  big 

healthcare and computational medical system. Similarly, Jain et al. [28] and Shahi et al. [29] also presented security challenges 

and security requirements based on a study of various recent privacy protection techniques such as Anonymization, hiding a 

needle in haystack and differential privacy towards medical care in big data streams. Big data in healthcare often considered as a 

distributed system where transmission and exchange of data are processing from various locations in  multiple  resources. 

Thus,  distributive nature of transmission system includes various security complications such as patient privacy leakage, data 

loss, etc. To ensure data integrity sarkar [30] has presented brief information about the concept of data mining in bio-medical 

and designed a secure distributed architecture for electronic health  records  operations.  The  performed  study  achieves good 

security constraints, low-cost implementation and also delivers a good overview that big data plays crucial role in era of 

bioinformatics for the non-expert readers. An incident was reported in Forbes magazine that shows concern about the patient 

privacy [31]. It is mentioned that Target Corporation forward baby care coupons to  a  teenage girl unknown   to   her   

fathers.   This   incident   refers   to   the researchers and analytics to focus on important privacy and security in big data 

healthcare. In the study of Patil et al. [32], harsh et al.[33] and in [34] some traditional approaches are described for privacy 

preserving in big data. Although, these approaches are used traditionally to ensure the patient's privacy and their demerits led 

to  the arrival of advanced techniques. Similarly, various analytical actions are proposed in the work of [35, 36] to compute 

information loss due to Anonymization. It has been observed that the presented work has not reflected in the actual value of data. 

 

Big Data Analytics in healthcare system based on clinical data and machine learning approach 
 

Medical industries generated a vast amount of clinical data such as imaging reports, diagnosis reports, billing report and medical 

prescriptions. These data's are collected from the various sources and distributed to different health departments. However, 

reusing of these clinical data's provides useful and essential supportive role to assist the medical professionals regarding event 
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prediction, patient health, quick decision making and helps to enhance biomedical care system and medical research. Various 

optimization and preprocessing technique have been applied to these big clinical data so that an active learning and knowledge 

discovery process could  be  made.  The  author Huddar et  al.  [37],  have  made their  contribution towards investigating the 

patient at the risk of critical health. The author have used a preprocessing technique for feature extraction and matrix 

factorization learning approach for modeling and classifying unstructured clinical data. The performances of the study display 

that the presented feature extraction technique performs better than other existing technology. Also, from the  experimental 

outcomes, it has been observed that the matrix factorization based classification approach suffers from the limitation of 

interpretability loss with respect to feature characteristic in final prediction. It is also becoming a necessity to understand the 

complexity, weakness, and requirements of the current diverse   clinical   data   sets   to   enter   the   big   data   into 

computation medical. The work of Johnson et al. [38] carried a survey task and talked about the current trends of machine 

learning  approach in  the  critical  care.  The  main  focused drawn towards the problem such as complexity, 

compartmentalization,  and  corruption  that  arises  in  the clinical  data  gathering and  preprocessing techniques. The 

efficient and Innovative software is designed by the Luo [39] to support and facilitate the medical researchers with constructing 

an optimized predictive model based on clinical data. The software model contains multiple techniques such as fast-pivoting, 

visual query, hyper-parameter values, and automatic selection of learning algorithms are utilized with the  machine learning 

approach. A  current  trend  of  cloud infrastructure for big data healthcare system has discussed in the study of Tawalbeh et al. 

[40], where the author have brought their effort to analyze the big data of medical such as patient records, diagnosis reports, etc., 

into real time. Based on the convolution neural network technology and natural language processing Yao et al. [41] developed 

an automated diagnosis framework which objective to provide human-like medical attention for guidance and consultation. The 

experiment task is carried out on the real data sets and found to be very effective than other existing methods. Similarly, in [42] 

Zhang et al. have presented a healthcare model based on cloud technique and big data which used to establish medical services     

according     to     patient     requirements     and preferences. The  model  exhibits  multiple  layers  for  data collection, storage 

and data distribution with parallel computing.  In [43] Jiang et al. have focused to the lifestyle of elderly which live 

independent and proposed approach of a smart wearable system based on the Hidden Markov model which objective is to 

recognize the elderly physiological and mental behavior pattern. From the experimental result, it is observed   that   the   

proposed   approach   achieves   good performances, that it transmits only important information to the big data server so that 

elderly safety to be maintained. In [44], the authors have mentioned some data analytics tools and methods based on data 

warehouse, cloud computing, and big data  concept to  improve healthcare services in  many sectors such as prediction and 

prevention system. In the work of Ali et al. [45], introduced about the needs of data warehouse and Business Intelligence for 

healthcare department and  discusses  the  difference role  of  Business Intelligence and its need in medical systems. 

 

III. RESEARCH CHALLENGES IN BIG DATA HEALTHCARE 
 

Big data concept can facilitate enormous benefits to many organizations and individuals. The application of big data includes 

information science, data  modeling and analysis, distributed computing, machine learning, statistical learning, and   pattern   

recognition.   The   practical   and   efficient integration of such technologies and analytical model helps to predict future 

deviations in advance. However, benefits of big data applications can also opens a number of security challenges and privacy 

risk because most of the big data tools are available online as open source and which may be an optional key for intrusions 

and attackers. From the state of artworks that have been carried in above section, it is found that most of the research works 

have been focused on the data extraction and knowledge discovery from the uncertain pattern of big data and very less effort 

has strained on the privacy and security concern in the healthcare era. The privacy and security related to patients and medical 

organization, there must be a system that ensures the patient personal and medical information to be protected and secure when 

it is using in the analytical modeling. Furthermore, it is also investigated that there is a need of skilled full analyst because there 

are big shortages of big data specialists. Therefore the main focus of this section is to discuss open research challenges in 

healthcare big data analytics and researchers needs to more focus on the following key points: 

 

Privacy and Security Issues 
 

The privacy and security are the primary concerns of individuals and organizations that hold valuable information about the 

persons. The security becomes a prime concern when working with big data analytics. The data generated from  the  healthcare  

system  contains  personal  and confidential  data,  and  it  must  be  handled  with  the  very careful responsibilities. In order to 

protect patient’s privacy and organizational data, some contribution should be made just as personal information & identity 

should initially be backed up somewhere, and then deleted during the data collection process. This process provides a secure 

step for individual privacy protection and can be recovered as long as the healthcare organization needs it. Additionally, some 

security protocol can also be integrated into the user's data which serves as better security protection in the age of advanced 

technology. 
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Storage and Processing Issues 
 

The healthcare system generates a massive amount of structured  and  unstructured  continuously  and  constantly every day.  So  

storing and  processing such  data  becomes another challenge in the medical big data analytics. For instance, genome 

sequences of single human generate a massive amount of data that takes about three terabytes of storage memory. These 

enormous amounts of data generated and  created  around  all  over  the  world  due  to  which processing of these data become 

another challenge. The processing issue can be solved by adopting software that transmits only the data  which is  essential to  

the analysis purpose. However, this may because another problem related to data integrity and data source.   To overcome these 

situations and challenges, researchers should apply more effort in their research work and must introduce secure and efficient 

data storage and processing solutions. 

 

Data-Sets Updating 
 

Healthcare data is not fixed it grows continuously, so most of the  elements  require  frequent  updates  to  make  analysis better. 

For instance, the detail such as individual home address, signature, etc. may be required to update. So understanding the 

volatility of big data is also one of the challenging tasks. It is very difficult to keep monitoring the degree  of  deviation in  big  

data.  To  deal  such  types  this situation, the system should be designed in which data provider must have explicit knowledge 

about the data set updating, what information to be updated and which data should be updated.  The Organization must also 

ensure that they are not building unnecessary copying or duplication of records while attempting the update. They must also 

ensure that  the   update  operation  is   being  performed  without affecting the quality and integrity of the data set. 

 

A Requirement of Skillful and Rich Infrastructure 
 

Many organizations still lacks the good technology infrastructure required to influence their researchers. More effort and 

investment is required, and also proper policies and legal agreements must apply to all entities to preserve privacy amongst 

the organizations and the patient's details. Form the recent study; it has been observed that there is a shortage of the skilled full 

data analyst. So our educational system must make the student aware of the current situation and demand of the technology, 

required skill in the big data analytics. 

Hence, from the big healthcare analysis viewpoints majority of the research gap found and which seems completely as serious 

issues. Therefore, there is a need for a multi-objective solution  for  the  healthcare  data  collection  and  big  data analysis task. 

Consequently, it is very essential to realize the state  of  the  big data  analytics in  healthcare under  which many processes are 

carried for multiple purposes such as improving human life cycle and improving the healthcare system in more advance. If 

researchers and experts can overcome some of these complications, then the power of big data may be released that making the 

possibilities infinite. 

 

 

IV.   CONCLUSION AND FUTURE DIRECTIONS 
 

Big data is reshaping the healthcare and the individual's life. It is evolving into a promising area where insight is made from 

extensive data sets which results in changing the level of outcomes at a tremendous level. Anyhow, its potential is great, but 

there remain challenges to overcome. This paper presents the general information and fundamental concepts about the big data 

in healthcare. This paper also survey some existing  works  related  to  the  big  data  healthcare  and discusses some challenges 

and the possible opportunities that bring effective and efficient services for the healthcare department in terms of flexible 

medical services, cost optimization, better decision making support, providing valuable services to patients and also improving 

the human life cycle by guiding their life style activity. In the last, this paper also discloses the some research challenges in the 

era of  medical big data  analytics and  hence, it  suggests that medical sector need to be more perfect in the way of data 

processing, discovering knowledge from data, and enhance their interaction with patient’s, and customers through data- driven 

decisions. However, the current situations shows that medical industries have not yet achieved significant value from the data 

analytics and data mining and achieving these significance will little difficult. But it opens numbers of opportunities   and   their   

possibilities   are   so   high   that healthcare leaders, policymakers and administrators should not ignore these opportunities. 
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