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Abstract— Intruders are available anywhere. They want to take the benefits of the hidden or confidential information of the
user. They are trying access by the different — different techniques. Intruder finding is a big problem at the current time. So that
security is important to secure our system or confidential information of any organization. Intrusion Detection System (IDS) is
a popular technique for finding intruders that will be available on a network. We will use the KDD CUP 99 dataset for the
training purpose of the Back Propagation based IDS model. BPN is an algorithm of the artificial neural network. KDD CUP 99
dataset are authentic dataset for the intruders. This data set will be collected by the UCI Repository.
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I. INTRODUCTION P N
Intrusion detection is a big problem in a network security. mﬁ /(INTER\H /
Intruders are always available on our computer network. Roxters ::-:#/{ )
They are continuously trying to access our important M ¥
information that will be available on the computer network. s Zsiitt >~
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The artificial neural network is a technique of a soft {S/
computing [11]. Backpropagation (BPN) algorithm is a use —
for training our model for finding the intruder on computer Figure 1. User machine accessing the Internet

network [12]. IDS are techniques to find intrusion on the

computer network. We are trying to develop the one secure  So that security is very important in the computer network.
model for network security. BPN use for develops the IDS We are trying to develop the IDS model for finding the
model. BPN will be used for training purpose of our intrusion by using the BPN.

developed model. We will generate the final output of our

model and include in this paper [13,14]. 111. CLASSIFICATION OF DATASET KDD'99:

This dataset is classified into five types. These are the

following [12]:
Intrusion detection is a problem of a computer network. e Normal: No Attack.

Computer security is affected by the intruders. Security is
very important for our important information that will be
available in our computer system. A computer network is not
secure because every time intruders are available on our
network. They are always trying access our system by
different — different logics. They are continuously applying
in our computer system for access.

Il. THE PROBLEM OF WORK

e Denial of Service (DoS): Attacker can make
computing and memory resources too busy or too
full or denies user access.

e User to Root (U2R): In this attack sniffing user
password and exploit Vulnerability of the user.

e Root to Local (R2L): In this attack occupies the
system and generate the packets and send it and use
the vulnerability of the user and take the benefits of
the user.
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e Prob attack: In this attack, attacker attempt to
gather information about the network of connected
computers and also control the security information.

Hear, there is in two group's first one is the normal group
(i.e. no attack) and the second one is an attack group. In these
groups that are DoS, U2R, R2U and Prob attack.

IV. LITERATURE REVIEW

Neda Afzali Seresht, et al., 2014 [1] has been proposed a
successful mechanism for distributed intrusion detection
system that is agent-based approach by using Artificial
Immune System (AIS). This is beneficial for anomaly IDS.

Yuxin Meng et al., 2014 [2] has been proposed as a hash-
based contextual signatures scheme. These schemes combine
the original intrusion detection signatures. The author
proposed 3-tuple {CI, Sig, H} the generic contextual for
easily find intruders.

Chirag Modi et al., 2013 [3] giving a survey paper an
Intrusion Detection System. By this survey, they find the
effect of different intrusions affecting cloud resources and
services. They discussed all types of attack and, IDS/IPS
techniques used in cloud computing. Soft computing
techniques used for find intrusion can improve the security
level in the cloud server.

Igino Corona et al., 2013[4] authors did the survey on the
adversarial attack against IDS. They provide the following
original contributions: (a) a general taxonomy of attack
tactics against IDSs; (b) an extensive description of how such
attacks can be implemented by exploiting IDS weaknesses at
different attraction levels; (c) for each attack implementation.

Hesham Altwaijry et al., 2012[5] in this paper authors
describe the naive Bayesian classifier in this paper and the
importance of the paper is to find possible intrusion attack.
Bayesian classifier performances for finding intrusion are in
high detection rate and reduce the false positive alert rate.

Shahaboddin Shamshirband et al., 2013 [6] author worked in
the wireless sensor networks and mob ad-hoc network. Find
intrusions in the sensor network and also find the attacks on
mob ad-hoc networks.

Guisong Liu et al., 2007[7] author used principal component
analysis (PCA) as a classification and neural networks to find
intrusions. The neural network is used for online computing.
PCANN is suitable for online computing for find misuse
detection and anomaly detection.

P. Arun Raj Kumar et al., 2011 [8] authors have been given

detection technique of Distributed Denial of Service (DDoS)
attack by using the machine learning technique like neural
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classifier. In this paper author using Resilient Back
Propagation (RBP) as a base classifier.

Bin Luo et al., 2014 [9] according to Four-Angle-Star based
Visualized feature generation (FASVFG) approach is based
on four angle star image. FASVFG is a classifier achieves
high accuracy in the validation experiment.

Mohsen Rouached et al., 2012 [10] author using event
calculus-based specification for improving the efficiency of
the Network Intrusion Detection (NIDS) process. It is very
important for finding known attack with high accuracy.

V. METHODOLOGY

To develop the IDS model, we have used as input in the
recently used IDS model is 25062. For testing, we have used
70% of data from the dataset and 15% for data validation and
finally remaining 15% of the dataset will be used as a testing
dataset. 17543 data used as an input in our model and 3759
datasets will be used as a validation and finally remain
approx will be used as a testing dataset (3759 datasets). The
result of our model is shown in Fig (2), Fig (3), Fig (4) and
Fig (5).
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Figure 3. Training state of ANN
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Figure 5. Training Performance of ANN

VI. CONCLUSION

By using MATLAB 2012b we have used for developing the
IDS model and we have provided the input values on our
model of KDD99 dataset [14]. Training is important so that
we have trained the ANN with using BPN algorithm. Finally,
we get the result of finding intrusion into the computer
network. By using this model we can find the attack on the
computer network or not. We can find by using our IDS
model.
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