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Abstract— Nature inspired food foraging features by the cuckoo species promotes the proposed methodology to generate a true
random session key. To make more complex for the intruders, a key based on the behavior of cuckoo species creates the fittest
solution out of the sample population. Metaheuristic based optimization algorithms are good enough to encapsulate information
during the wireless communication in more secured approach. Statistical fitness function ensuring with randomized expansion
of bits in the session key have been tested. The key which has been generated dynamically using cuckoo search passed through
different statistical tests in order to synthesize the randomness. In this paper run test is used for examining the robustness of

key and test result shows the good randomness.
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l. INTRODUCTION

In the era of modern information and technology, how to
ensure the confidentiality of the data transmission is the
biggest threat and challenge. Soft computing provides a
cushion to such challenging issues with better throughputs.
Cryptography is the science to encrypt and decrypt any
information during network transmission. Symmetric key
cryptography uses same key for both encryption and
decryption purpose. While a set of key pair: { public key,
private key } are used for encryption and decryption purpose
respectively[1].

Metaheuristic algorithms can be used to construct session
keys with more proven results. This paper presents a
dynamic generation of session key based on Cuckoo Search
Algorithm. In the year of 2009, Xin-she Yang and Suash Deb
had effectively designed a new optimization technique i.e.
Cuckoo Search Algorithm [2]. They do lay their eggs in the
neighbouring nests of other birds of different species. The
most interestingly the eggs laid by the cuckoos at other
species nests, would be raised by surrogate parents of that
species. It reduces the non raised eggs of host species and
raises their population in the society. If the surrogate parents
can recognize the eggs of the cuckoo, then they will either
throw the alien eggs from their nests or simply reject the nest
and create a new nest somewhere. .
Rest of the paper has been structured as follows. Section Ii
contains the literature survey. Problem findings are noted in
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the section Ill. The solution domain is given in section IV.
Section V deals with the development of the proposed
methodology to generate a dynamic session key followed by
statistical tests. Result parts of this paper are given in section
VI. Section VII explains the conclusion and future scope of
work. References are listed at the end.

Il.  LITERATURE SURVEY

Genetic algorithm [3] is a method to solve optimization
problems on natural selection criterion. The genetic
algorithm repeatedly updates a sample population of
solutions. At each step, the genetic algorithm selects
individuals at random from the current population to become
the parents for the next generation. After repeated successive
generations, the sample population converges towards an
optimal solution. Structural genetic representation of an
optimization problem and a fitness function are the essential
components of any genetic algorithm. A fitness function is
used to evaluate the optimum solution at every level of
generations. Following three rules are followed by genetic
algorithm to generate the next level of population.

a) Selection rule: It selects the individuals,
called parents, that is involved to produce the desired
population at the next level of generations, which would be
treated readily.

b) Crossover rule: It combines two parents to form
children for the next level of population.
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c) Mutation rule: It is used to effect random changes to
individual parents to form children at the next generation.

The Cuckoo Search is basically satisfying the following ideal
and necessary terms.

« Laying an egg at a randomly chosen visitor’s nest.

 The best nests with better eggs quality (treated as session
key) will move to the next generations.

* Keeping the number of host nests is fixed, and considering
that a host can realize a cuckoo egg with probability PS such
that 0 <= PS <= 1. Either the host species shall break the
alien egg or reject the nest, and create a new nest at a new
location.

The principal searching strategy in the Cuckoo search is the
use of Levy Flights [4]. A levy flight is a randomized walk
for which the step lengths may be sampled in accordance to
heavy tailed probability distribution. The steps tend to a
stable condition after larger number of iterations.

I1l. PBOBLEM FINDINGS

The main problem that occurs during the transmission of data
is the exchange of key in between the nodes. The key can
easily be sniffed by the intruders, and hence they do
synchronize with the nodes with a virtual view of being at
the actual transmitter.

Another notable problem finding is the false randomness
feature of the generated keys. The keys may not satisfy the
stipulated ratio of the number of zeros and ones. Either such
sequences are not observed in the entire sequence of bits or
in the multiple blocks of homogeneous length. In case of less
fitness value achieved by any key, the probability of attacks
and hence chances of revealing information becomes much
high.

IV. SOLUTION DOMAIN

The above noted problems noted in the section Il has
been addressed by the proposed methodology. Nature
inspired Cuckoo search algorithm has been incorporated at
our proposed methodology along with statistical analysis.
Global and local searching capabilities have been explored
in the Cuckoo search [2][5] with global search
convergences. In addition the concept of Levy Flights is
the main searching strategy in this metaheuristic searching
technique to generate the optimal session key. After the
generation of the session key, this would be fed into
proposed statistical analyzer to test its fitness value. The
fitness value in terms to random expansion of the
sequence of bits. Through this analyzer, appropriate
results were obtained and recorded in the results section.
This favours our proposed methodology of generation of
session key [6].
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V. PROPOSED METHODOLOGY

Each egg present in a host nest represents a solution, and an
alien cuckoo egg represents a new solution. The novelty of
this proposed methodology is to find a more fit solution out
of the existing solutions. If cuckoo eggs show more fitness
value then host eggs would be replaced by the alien eggs in
the solution set. The final solution set undergoes statistical
test to find out its vulnerability in terms of the robustness.
The key idea is to carry several randomness checking on the
solution set [7], so that it acts as an appropriate session to
resist the man in the middle attacks and geometrical attacks.
Pseudo code to generate Session Key using Cuckoo Search is
given below.

Algorithm 1: CuckooGenerateSessionKey(n, p,, TC)

Input(s): Set the initial parameter HostNetSize (n),
Probability(pa) & Termination Condition(TC).

Output(s): The best keystream (solution) as a session key

Method(s): Each gene is generated by either double stepping
or addition of last two genes or adding random gene
with the last gene .Among these 3 methods one
method is used each time depends on probability
value.

1: Sett:= 0 {/*Counter initialization */}

{/*Initial population of keystream */}

2: fori=1toi<=ndo

3: Generate an initial population of n keystream

(host) xf

4: Evaluate the fitness function for each

keystream (host egg)f(x})

5: end for

6: repeat

7 Generate a new keystream (Cuckoo) xf** as
randomly by levy flight.

8: Randomly choose a nest x; among n solutions.

9: Checkif (f(x{*!) < f(x)))

10: Put back : Solution x; with the solution x{**

11: End Checkif

12: Abandon a fraction p_a of worse nest

13: Build new nest at new location using Levy flight a
fraction p, of worse nest

14: Save the best solution and find the current best

solution

15: sett «t+1
16: untilt < TC
17:  produce the best keystream (solution)

The above stated algorithm 1 generates the optimal session
key. Now this keystream would be tested statistically to find
the randomness in nature. If this test converges to success
then this session can be used by the nodes to encrypt any data
before transmission. It minimizes the chances to decipher the
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text by the intruders for data manipulation or distortion. The
pseudo code for such statistical test is given in the following
algorithm 2. The standard efrc( ) [8] has been used at the
following algorithm.

Algorithm 2: StatisticalParseAnalyzer( Keystream [Size])

Input: - Integer Array: StBits[Size]; Fittest Key Stream
Output: - p — value ( StBits[Size]) ; Probability Value
1. Setnum_ones,prop,x,y < 0.0;
Setr,j « 0
fori = 0to Size do
if( StBits[i]. Equals (1))
num_one « num_one + 1
end if
prop«< (num_one * 1.0) / Size
end for
for j = 0 to Size do
10. if (StBits[i]. NotEquals(StBits[i + 1]))
11. jej+1
12. endif
13. end for
14. x=ABS(r — (2 * Size » prop * (1 — prop))
15.  y=2x (sqrt(2.0 * Size) * prop * (1 — prop))
16. p-value— Call erfc(x/y)
17. Return p — value
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When the key size is 8 bytes, then the proposed technique
gives 9.9339 which is satisfactory with respect to 11.0928,
for other standard technique. Doubling the key size to 16
bytes the proposed technique shows better results in the form
9.1235. In case of 32 bytes key length, at par results have
been obtained as 9.2345. Acceptable results were found at
extreme large key size of 40 bytes having value of 9.2434.

Figure 1 : Bar Chart for Statistical tests
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Table 2 : Histogram Comparison

PLAIN TEXT DATA PROPOSED
VI.RESULTS SECTION 9 ENCRYPTION TECHNIQUE
o} STANDARD
In the result section we use statistical test such as run test for e
checking randomness of key. The results obtained from the
proposed methodology has been tested and compared with - -
classical existing encryption algorithm standards. <§(
o
Table 1: Data set for Runs Test §
Key size (BYTE) Test Result of Test Result of (&)
our proposed other technology t = .| enea
technology
22 1323?2 giggg From table 2, it can be said that the histogram of our
- : proposed methodology provides better results with respect to
32 9.3254 9.1345 plain text, and showing at par histogram with respect to
40 9.2872 9.2144 standard encryption techniques such as DES [9][10].
64 9.1672 9.2134
80 9.1104 9.2378 ANALYSIS OF FLOATING POINT FREQUENCY:
128 9.3852 9.2564
150 9.5274 9.2618 Table 3 : Floating Point Frequency Comparison
200 8.6870 0.2634 2| T encrvemion | Techmioue
256 8.6764 9.3802 '8 n STANDARD
Depending upon the different ranges of the key size [ | — = —_— - =
measured in bytes, the following table 3 contains the data set g — S
for statistical test. In most of the cases of the key length, the 5 Z §>
proposed technology shows favourable outcomes in terms of o) 4 i
true randomness. Lo e | s : .
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Table 3 shows the floating point frequencies comparison
between the plain text, standard encryption method, and
proposed technique. The floating point frequencies graph of
our proposed technique denotes better results as compared to
auto correlation of plain text, and existing standard
encryption techniques such as DES.

V1. CONCLUSION AND FUTURE SCOPE

The global searching converging logic is satisfied in the
session key generated by the cuckoo search. In addition, the
session key thus generated has been statistically tested with
the ratio of uniformity in bits sequence. The favourable
results obtained from the tests tend to accept our proposed
methodology. Hence, the proposed key generation is suitable
for both symmetric and asymmetric encryption. It is hard to
decrypt the session key by the intruders due to its absolute
randomness.

Future scope is to implement multi-variate Cuckoo search
based key generation in asymmetric key encryption. Now in
both symmetric and asymmetric key encryption our method is
very useful because of its dynamic flavour. Different types of
banking applications, share markets and in case of secure file
transmission, our method would be applicable.
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