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Abstract— In this paper a novel technique has been introduce to detect black hole attack using Recursive Modulo 2 and
Bitwise Operations of Paired Bits (RMBOPB) agent, where RMBOPB agent is fired from a monitoring nodes. The RMBOPB
agent traverses throughout the network. If the RMBOPB agent reached to any Blackhole node then it will send the message to
the monitor node for the malicious status signal to the monitor node. To implement Blackhole attack in Adhoc On Demane
Distance Vector (AODV) routing protocol is taken as MANET routing protocol, and Network Simulator 2 (NS 2.34) is taken
as simulation tool. Simulations are done through various node densities and various scenarios. Number of packet receive,
packet delivery ratio and throughput is taken as the metric for the compassion of performance of the network. After comparing
the every simulation it is seen that the proposed method detect the black hole attack in the network and increase the

performance of the network.
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l. INTRODUCTION

A mobile ad-hoc network (MANET) is a wireless network. It
is self-configuring and infrastructure less network. Every
node in the network is free to move independently and acts
as a router. The various routing protocols used in the
MANET are proactive, reactive and hybrid protocols.
Proactive protocols are also called table driven routing
protocol since each node has to maintain one or more tables
to store routing information, e.g. Destination-Sequenced
Distance-Vector Routing protocol ( DSDV ). Reactive
Protocol creates routes only when required by the source
node. This protocol keeps the route up till when it is required
and as soon as there is no need of that route, it (route) is
dismissed. Ad-hoc on Demand Distance Vector (AODV) and
Dynamic Source Routing (DSR) protocols are examples of
reactive protocols. AODV is the most commonly used
routing protocol. Hybrid routing protocol is the mixture of
both proactive and reactive protocols, e.g. Zone Routing
Protocol (ZRP). In our experiment we have chosen AODV as
routing protocol.

Since wireless ad-hoc networks are self-configuring and
infrastructure less, every node acting as a router, there are
ample chances of vulnerability in the network. Blackhole
attack is a kind of Active attack in the mobile ad-hoc
network. The source node (i.e., the node which has to send
some data packets to the destination node) checks for the
optimum or best smallest path to deliver the data packets to
the destination node. The Blackhole or malicious node
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intervenes and sends a false message to the source node
claiming it is having the optimum path or best smallest route
for the data packets to be delivered. In this way, the source
node falls prey to Blackhole attack and sends data packet to
it. After gaining data packets, the Blackhole drops it and so
the data is destroyed.

Since  MANET is wireless network without central
administration, there are high risks of attack in the network
which compromises the behavior and performance of the
network. Blackhole attack is an active attack which reduces
the efficiency of the network. In case of this kind of attack, a
malicious node which is acting as a router sends false route
reply message to the source node (the node which has to send
data packets to the destination node), that it has the best
optimum path to send data packets to the destination node.
With its fake route reply, the source node becomes prey to it
and sends it the data packet. The malicious node in this way
gets the data packets and drops (destroys) it and hence the
efficiency of the network is compromised.
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Figure 1(a): Blackhole attack
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From the figure 1(a), it is seen that the Source Node (S)
wants to send data packets to Destination Node (D) and asks
for route reply. Node number 4, which is malicious node
sends false route reply to S and gains the data packets and
destroys it.

Il. PROPOSED TECHNIQUE

The proposed technique has been described here to detect
Blackhole attack in MANET. A mobile agent termed as
“RMBOPB” is fired from monitor node which travels
through the nodes and monitors the activity of the network. It
checks whether there is any unnatural or hostile behavior of
the nodes are present or not. The process is followed by
encryption and decryption technique based on the algorithm
of Recursive Modulo 2 and Bitwise Operations of Paired
Bits. This agent checks the process randomly and if it detects
any malicious node, it decodes the encrypted information.
After decoding the information, the RMBOPB agent
compares the information and verifies it. If verification is
failed, it means the node is a malicious node and Blackhole
attack has been detected. For checking the normality of the
network, calculations of few parameters are compared such
as Number of Packets received, Packet Delivery Ratio, and
Throughput before and after Blackhole attack.

The flowchart for the procedure which is proposed in this
paper is as follows:-
Procedure 1:

Start

B
/ K = Node Id (Index)/

|
Qfi] = binary of K
R[i] = RMBOPB OF Qfi]
m= Decimal of Qfi]

ifblackhole = True.

Set k = 999.
Drop packet =True.

I
| end if
[Before dropping the data packet the value of m and k are to
send to the monitor node with the acknowledgement.]
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Procedure 2:

C Start )

I
/ Jfi] = binary of K /
' [

P[i] = RMBOPB OF Jfi]
n = Decimal of P[i]

§
/\

/\ Ifm !=n /\

N P
Ny
|

Then print (“Node Id (Index) is a blackhole node”)

e

Now recursively module 2 and bitwise operations of
paired bits (RMBOPB) technique is described below, this
technique operates in two phases one is encryption phase and
another is decryption phase.

The technique operates in two phases:

a. The first phase encrypts the message using Recursive
Modulo-2 Operation of Paired bits of a stream.

b. The second phase encrypts the output of the first phase
using bitwise Operations on Blocks.

Encryption Phase.

Let A = 0%9%0%0%0% ... %1 isa block of size n which is
in the plaintext form and then the 1st intermediate block K,
=q'0"9%0%0"% ... q*..1can be generated from A in the
following way:

Qio(]il = qgoqsl@quqgs

1.1 0 0 q2%3:%0q1®q4q5 H
05i05+= O i 9 426D A irjsa0 vz 0 <=1 <(n-1), 0 <=j < (n-

1); @ here it is stands for XOR operation.

Now the second intermediate block of k2 of same size (n),
Ko = 0%00%0%20%0% .. q°n-1, Can be generated by:
qzzoqzzl = qlloqlll@qllquls

2 42 1 1 q2q3=qloql®q495 H

0%0%5+1= 0700+ D isje20isjes, 0 <=1 < (n-1), 1 <=j < (n-
1); @here it is stands for XOR operation.

The source block A is regenerated by forming a cycle, by
continuing this process for a finite number of iterations, and
it depends on the value of block size n. Intermediate
encrypted block is called at any intermediate block in the
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recursive process and the input for the decryption phase can
be taken as any block.
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Figure.l1 (b). Encryption phase of the RMBOPB technique

2.2 Decryption Phase:
Consider the encrypted message from the 1st phase (here
third encrypted block is taken) as a finite number of N bits ,
and it is also divided into a finite number of blocks and each
block containing a finite number of bits n , where, 1<=n <=
N. The rules for generating cycles are given bellow:
Let A = 0°%09%0°0%0% ... ¢°..1. Then the first intermediate
block
K= 0%90%9%9% ... q's.1 can be generated from A in the
following way:
Q§ZQ&
03=03
a5 = 9% @Y%, 1 < i < (n-1); Dis here stands for XOR
operation.
In the same way, the second intermediate block K, =
0%0°10%0%9% ... g1 can be generated by:
Q§o = Q1o
03=03
0% = q4.1 @ql, 1 < i < (n-1); Bis here XOR operation.
If this process continues for a finite number of iterations, the
source block A is regenerated forming a cycle, it is depended
on the value of block size n.
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Fig. 1 (c). Decryption phase of the RMBOPB technique
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I1l.  SIMULATION ENVIRONMENT

Network Simulator 2.34 is taken as a tool for simulation
purpose. The Network Simulator 2.34 is a tool of discrete
event simulation in the network, and capable of simulating
various types of networks. This simulator runs on Linux
platform. NS2.34 consists of two languages, C++ and Otcl.
C++ defines the internal mechanism of the simulation object,
and Otcl set up simulation by assembling and configuring
objects as well as scheduling discrete events. C++ helps to
increase the efficiency of simulation and it is used to provide
details of the protocols and their operation. It is also utilized
for reducing packet and event processing time. With the help
of Otcl we can describe different network topologies, specify
the protocols and their applications and allow fast
development.

To simulate NS2, a .tcl script file is required. After
simulation it creates two types of file, one is trace file (tr)
and another is .nam file. Trace file is used for calculation and
statistical analysis, and that of .nam file is used to visualize
the simulation process.

a. Simulation Parameter
Simulation parameter is divided into two categories, viz.
Fixed and Variable parameter.

Table 1: Table of fixed parameter of simulations.

Routing Protocol AODV

IFQ Length 50

Simulation Time 200 sec

Speed of Node 10 m/s

Channel Type Channel/Wireless Channel

Radio-propagation Propagation/TwoRayGround

model
Network Interface Phy/WirelessPhy
Type
MAC type Mac/802_11
Interface queue type CMUPreQueue
Link Layer Type LL
Antenna Model Antenna/Omniantenna
Max packet in ifg 50

b.
For variable parameter, the examples are:
1. Number of Nodes: 20,25,30,35,40,45,50,60,
80,100,120, 140,200,300
2. Scenarios:; 500X500, 1000X1000, 2400X2400

IV. RESULT AND ANALYSIS

For checking the effect of Blackhole attack in the network,
results of few parameters were taken before and after
Blackhole attack. Those parameters are number of packets
received, packet delivery ratio, and throughput.
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Number of Packets received: Number of packets receives
implies that total number of packets is received by receiving
nodes.

A0 Number of packets Received at 2400X2400
1 I T
. A ** RABOPBAODV
357 /\ ~BLACKHOLEAQDY |

— r~o
on r~ o (<3
T T T T

Number of packets Received
T

=
on

2 30 3 40 45 50 60
Number of Nodes

~
=

Figure 2. Number of packets receives at 2400X2400 in low node
density.

From the figure 2, it is seen that at the start, the packets
quantity decrease, and then increases from node number 25,
while reaching node 40, again the packets quantity decrease
but it again increases from node number 45 in case of AODV
whereas in case of Blackhole AODV the number of packets
have shown increase at only two nodes, viz hode number 25
and node number 35.

Ao Number of Packets Received at 1000X1000

“** RMBOPBAODV
{<=BLACKHOLEAODV |+

Number of Packets Received

05 | | | |
2 2% 30 3 40 45 50 60
Number of nodes
Figure 3. Number of packets receives at 1000X1000 in low node
density.

From the above figure 3, we see that there is a fluctuating
result for both the cases, however the number of packets
received for AODV is greater than that of Blackhole AODV.
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Number of Packet received at 500x500

Number of Packet received

K - RMBOPBAODV
~4~BLACKHOLEAODV/

25

30 35 40 45 50 60
Number of nodes

Figure 4. Number of packets receives at 500X500 in low node

density.

From the figure 4, for the AODV, we can see that
the no. of packets received is highest at node no. 30 whereas
for Blackhole AODV, the no. of packets received is highest
at node no. 50. However, the AODV graph shows rise in the
starting node numbers and goes down after that while the
Blackhole AODV graph shows graph rises in the ending

nodes.

o

Number of Packets Received at 2400x2400

N ) ~

Number of Packets Received

I

=»* RMBOPBAODV
’ X =8—-BLACKHOLEAQDV/ |

80

100

120 140
Number of nodes
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Figure 5. Number of packets receives at 2400X2400 in high node

density.

The figure 5 shows that number of packets received
in Blackhole AODV fluctuates at constancy, whereas the
number of packets received in AODV shows a dramatic
graph of decreasing and a little bit increasing.

Number of Packets Received

Number of Packets Received at 1000X1000

=% RMBOPBAODV
=6~BLACKHOLEAODV'

100

120 140
Number of Nodes

300

Figure 6. Number of packets receives at 1000X1000 in high node

density.
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From the figure 6, we can see here that at the start the
number of packets received decreases up to node number
100, after that increase a little bit up to node number 140,
then again decreases till node number 200 in case of AODV.
Whereas in case of Blackhole AODV, the number of packet
after decreasing up to node number 100, becomes constant
up to 120 and then again decrease till 140, from where it
shows a rise up till 300.

82 10t Number of Packets Received at 500X500
E T T T T
M - RMBOPBAODY
ERVIAN ~4-BLACKHOLEAODV -
0 X
o X
I
C12r
L
3 e
g 1+ N i
Z
09 1 1 Il 1
80 100 120 140 200 300
Number of Noldes
Figure 7. Number of packets receives at 500X500 in high node
density.

From the figure 7, we can see that, with the increase
in the number of nodes, the number of packets received
decreases in both the cases. The number of packets received
in the Blackhole AODV is relatively lower than that of
AODV.

Packet Delivery Ratio: Packet delivery ratio implies that
the ratio of number of total packets receives by the receiving
nodes and number of total packets sends by sending nodes.

Packet Delivery Ratio at 2400X2400

~**RMBOPBAODV ‘
==BLACKHOLEAODV| |
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Packet Delivery Ratio at 1000X1000
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 § —4~BLACKHOLEAODY

Packet Delivery Ratio

20 2% 30 3 40 45 50 60
Number of Nodes
Figure 9. Packet Delivery Ratio at 1000X1000 in low node density.

From the figure 9, it is noticed that although AODV has
greater packet delivery ratio, but in both the cases it is
decreasing with the increase of node.

Packet Delivery Ratio at 500X500
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Figure 10. Packet Delivery Ratio at 500X500 in low node density.

The figure 10 shows that the packet delivery ratio is higher in
the AODV than Blackhole AODV, but in both the cases, the
ratio is decreasing at the interval of 10 nodes.

Packet Delivery Ratio

Number of Nodes
Figure 8. Packet Delivery Ratio at 2400X2400 in low node density.

From the figure 8, it is seen that in the network area
2400X2400, the packet delivery ratio at the starting point is
same in both cases but they show steep decrement at the
beginning. While the ratio tends to increase from node
number 25 in each case, it again deviates towards lower
range from node number 40.
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Figure 11. Packet Delivery Ratio at 2400X2400 in high node
density.

From the figure 11, it is seen that while the packets delivery
ratio is higher in AODV than Blackhole, the graph shows
that AODV has a constancy of ratio up to a certain limit,
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whereas the Blackhole graphs show that there is always a
decrement of ratio with the increase in number of nodes.

Packet Delivery Ratio at 1000X1000

e
| ™" RMBOPBAODV
~, |~&—BLACKHOLEAODV/| |

Packet Delivery Ratio

80 100 120 140 200 300

Number of Nodes
Figure 12. Packet Delivery Ratio at 1000X1000 in high node
density.

From the figure 12 we can say that with the increasing
number of nodes the packet delivery ratio is decreasing in
both the cases. However the ratio at the starting node number
is greater in AODV than Blackhole AODV.

Packet Delivery Ratio at 500X500

2 T

2 ~**RMBOPBAODV
. =4-BLACKHOLEAODV|

Packet Delivery Ratio

0 1 1
80 100 120 140 200 300

Number of Nodes
Figure 13. Packet Delivery Ratio at 500X500 in high node density.

From the figure 13, it can be noticed that the packet delivery
ratio is higher in AODV but in both the cases, the graph
shows deviation or decrement of the ratio with the increase in
number of nodes.

Throughput: Throughput implies that the rate of data
transferred in the network.

From the figure 26 it is seen that at node number 40
both  AODV and Blackhole AODV have maximum
throughput .Once again the AODV has higher throughput
than Blackhole AODV
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Figure 26. Throughput at 2400X2400 in low node density.
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Figure 27. Throughput at 1000X1000 in low node density.
From the figure 27 it is seen that AODV has
maximum throughput in this network area. However the

graph shows fluctuating result in each case.

10° Throughput at 500X500

X ~**RMBOPBAODV
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Throughput
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Number of Nodes

Figure 28. Throughput at 500X500 in low node density.

From the figure 28 it is seen that although the
throughput is fluctuating in both the cases, it is always higher
in AODV in comparison to Blackhole AODV. With the
increase in number of nodes the throughput is decreasing in
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each case. In both cases, the throughput is maximum at node
number 20.

2 10° Throughput at 2400X2400
“\ o = RMBOPBAODY
™ A ~~BLACKHOLEAODV |
3 Sy’ N,
2t
o) \\
E N\,
06 -
L \.
F

80 100 120 140 200 300

Number of Nodes
Figure 29. Throughput at 2400X2400 in high node density.

From the figure 29 it is seen that with the increase
in number of nodes, the throughput of AODV decreases in
this case although it shows a rise at node number 100. In case
of Blackhole AODV there is a bit rise in throughput at node
number 120, but it is decreasing with increasing nodes. In
both cases the minimum throughput is at the last node i.e.,
node number 300.

0P Throughput at 1000X1000

T

“*" RABOPBAODY
(A ~#=BLACKHOLEAQDY -

Throughput

2 1 1
80 100 120 140 20 300

Number of Nodes

Figure 30. Throughput at 1000X1000 in low node density.

From the figure 30 it is seen that with increase in node
number the throughput is decreasing for both the cases.
However there is a rise at node number 100 but again the
throughput falls from node number 140. Again the AODV is
having maximum throughput than Blackhole AODV.
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Figure 31. Throughput at 500X500 in high node density

From the figure 31 we can observe that with increase in
number of nodes the throughput is decreasing. AODV has
highest throughput at the starting node than Blackhole
AODV.

V. CONCLUSIONS

In this paper, it has been tried to detect the blackhole attack
with the help of RMBOPB based agent. This agent was
triggered from the index node and it travelled through the
nodes within the network monitoring their activities and
detected the malicious node, then verified the information and
confirmed the Blackhole attack. The technique was based on
encryption-decryption method. In the first phase, an input was
taken, then performing XOR operation on it a finite number
of times we got it encrypted. Then the encrypted information
was taken as input in the second phase and again XOR
operation was performed a finite humber of times and the
information was decrypted. After that the input was compared
with the output (i.e, the decrypted information). When it was
seen that the output was different from the input, Blackhole
attack was confirmed. Also we have noticed from the results
the difference on the performance of the network before and
after Blackhole attack.
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