@
AX]JCSE International Journal of Computer Sciences and Engineering [pen Access

Review Paper Vol.7, Special Issue.2, Jan 2019 E-ISSN: 2347-2693

A Novel Approach for Security in Cloud Environment

M. Prithika

Department of Computer Science, MaruthuPandiyar College, Thanjavur, India

Available online at: www.ijcseonline.org

Abstract—Cloud registering is one of the present most energizing advances, since it can lessen the expense and intricacy of
uses, and it is adaptable and versatile. These advantages changed cloud registering from a marvelous thought into one of the
quickest developing innovations today. As a matter of fact, virtualization technology is based on virtualization technology
which is an old technology and has had security issues that must be tended to before cloud technology is influenced by them.
What's more, the virtualization technology has limit security abilities so as to anchor wide zone condition, for example, the
cloud. Along these lines, the improvement of a powerful security framework requires changes in conventional virtualization
engineering. This paper proposes new security design in a hypervisor-based virtualization technology so as to anchor the cloud

condition.
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|. INTRODUCTION

Cloud registering is a system put together condition that
concentrations with respect to sharing calculations and
assets. In reality, cloud registering is characterized as a pool
of virtualized PC assets.By and large, Cloud suppliers use
virtualization advances joined with self-benefit capacities for
processing assets by means of system foundations,
particularly the Internet and various virtual machines are
facilitated on the equivalent physical server.In light of
virtualization, the cloud processing worldview enables
remaining tasks at hand to be conveyed and scaled-out
rapidly through the quick provisioning of Virtual Machines
or physical machines.A cloud processing stage bolsters
redundant, self-recovering, highly scalable programming
models that enable outstanding tasks at hand to recoup from
numerous inescapable equipment/programming
disappointments. In this way, in clouds, costumers pay for
what they use and don't pay for nearby assets, for example,
stockpiling or framework.

A virtual machine eases a portion of the eminent
management issues in light of the fact that the majority of the
support, programming updates, arrangement and other
management assignments are computerized and brought
together at the server farm by the cloud supplier in charge of
them.Since virtualization is anything but another technology
and it has insufficient security capacities for wide system, for
example, cloud.This paper is composed as following.
Segment 2 depicts the cloud registering and virtualization
technology. Segment 3 presents virtualization approaches.
Segment 4 depicts connection among security and
unwavering quality in virtual conditions. Areas 5 to 8 present
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issues and assaults in security and unwavering quality of
virtualization.

I1.VIRTUALIZATION COMPONENTS

Virtualization is one of most imperative components that
makes cloud processing. Virtualization is a technology to
helping IT associations improve their application execution
in a financially savvy way, however it can likewise show a
lot of utilization conveyance challenges that reason some
security troubles.The vast majority of the present enthusiasm
for virtualization rotates around virtual servers to some
degree in light of the fact that virtualizing servers can result
in critical cost reserve funds. The expression virtual machine
alludes to a product PC that, similar to a physical PC, runs a
working framework and applications.

A working framework on a virtual machine is known as a
visitor working framework. Also, there is a management
layer called a virtual machine screen or supervisor (VMM)
that makes and controls the every virtual machine's in virtual
condition.A hypervisor is one of numerous virtualization
procedures which permit different working frameworks,
named visitors, to run simultaneously on a host PC, a
component called equipment virtualization.It is so named in
light of the fact that it is reasonably one dimension higher
than a director. The hypervisor presents to the visitor
working frameworks a virtual working stage and screens the
execution of the wvisitor OS  (visitor  working
frameworks).Numerous occurrences of an assortment of
working frameworks may share the virtualized equipment
assets. Hypervisor is introduced on server equipment whose
just undertaking is to run visitor working frameworks.

126



International Journal of Computer Sciences and Engineering

I11. VIRTUALIZATION APPROACHES

Virtualization is one of most imperative components that
makes cloud processing. Virtualization is a technology to
helping IT associations improve their application execution
in a financially savvy way.However it can likewise show a
lot of utilization conveyance challenges that reason some
security troubles. The vast majority of the present enthusiasm
for virtualization rotates around virtual servers to some
degree in light of the fact that virtualizing servers can result
in critical cost reserve funds.The expression virtual machine
alludes to a product PC that, similar to a physical PC, runs a
working framework and applications. A working framework
on a virtual machine is known as a visitor working
framework. Also, there is a management layer called a
virtual machine screen or supervisor (VMM) that makes and
controls the every virtual machine's in virtual condition.
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(a) Operating system-based Virtualization
Figure 1. Operating System Based Virtualization

A hypervisor is one of numerous virtualization procedures
which permit different working frameworks, named visitors,
to run simultaneously on a host PC, a component called
equipment virtualization. It is so named in light of the fact
that it is reasonably one dimension higher than a director.
Numerous occurrences of an assortment of working
frameworks may share the virtualized equipment assets.
Hypervisor is introduced on server equipment whose just
undertaking is to run visitor working frameworks.The
hypervisor presents to the visitor working frameworks a
virtual working stage and screens the execution of the visitor
OS (visitor working frameworks).

A. Operating System-Based Virtualization

In this methodology, virtualization is empowered by a host
operating system that bolsters different confined and
virtualized visitor OS's on a solitary physical server with the
trademark that all are on the equivalent operating system
portion with restrictive command over the equipment
framework. The host operating system can see and has
authority over the Virtual Machines. This methodology is
straightforward, however it has vulnerabilities, for example,
when an assailant infuses controlling contents into the host
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operating system that makes all visitor OS's gain command
over the host OS on this piece. The outcome is that the
aggressor will have power over all VMs that exist or will be
built up later on.
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Figure 2. Virtualization Approaches

B. Application-Based Virtualization

An application-put together virtualization is facilitated with
respect to best of the facilitating operating system
(Figurel.b). This virtualization application at that point
imitates each VM containing its very own visitor operating
system and related applications. This virtualization
engineering isn't generally utilized in commercial
environments. Security issues of this methodology are like
Operating system-based.The hypervisor is accessible at the
boot time of machine so as to control the sharing of system
assets over different VMs. A portion of these VMs are
advantaged allotments which deal with the virtualization
stage and facilitated Virtual Machines.

In this engineering, the favored parcels view and control the
Virtual Machines.This methodology sets up the most
controllable condition and can use extra security apparatuses,
for example, interruption discovery systems. Be that as it
may, it is defenceless in light of the fact that the hypervisor
has a solitary purpose of disappointment. In the event that the
hypervisor crashes or the assailant picks up command over,
everything VMs are under the aggressor's control. In any
case, taking authority over the hypervisor from the virtual
machine level is troublesome, however not feasible. As
indicated by this trademark, this layer decided for executing
proposed security design.
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IV. RELATION BETWEEN RELIABILITY AND SECURITY
IN VIRTUALIZATION

Aside from security, there are dependability related issues in
virtualization that can influence execution of cloud. For
instance, the supplier may join such a large number of
Virtual Machines onto a physical server. This can result in
execution issues caused by effect factors, for example,
restricted CPU cycles or 1/O bottlenecks. These issues can
happen in a conventional physical server, however they are
bound to happen in a virtualized server in view of the
association of a solitary physical server to numerous Virtual
Machines with the end goal that they all seek basic assets.
Accordingly, management assignments, for example,
execution management and scope organization management
are more basic in a virtualized domain than in a comparable
physical condition. This implies IT associations must have
the capacity to constantly screen the use of both physical
servers and Virtual Machines progressively.This ability
enables IT associations to maintain a strategic distance from
both over-and underutilization of server assets, for example,
CPU and memory and to allot and reallocate assets
dependent on changing business prerequisites. This ability
additionally empowers IT associations to execute
arrangement based remediation that encourages the
association to guarantee that benefit levels are being met.

Another test in Virtualization is that cloud associations
should now oversee Virtual Machine spread. With Virtual
Machine spread, the quantity of Virtual Machines running in
a virtualized domain expands in view of the making of new
Virtual Machines that are a bit much for business. Stresses
over Virtual Machine spread incorporate the abuse of
foundation. To avoid Virtual Machine spread, Virtual
Machine administrators ought to break down the requirement
for all new Virtual Machines painstakingly and guarantee
that pointless Virtual Machines relocate to other physical
servers. Moreover, a superfluous virtual machine will ready
to move starting with one physical server then onto the next
with high accessibility and vitality
productivity.Notwithstanding, think about that it tends to test
guarantee that the moved Virtual Machine keeps a similar
security, QoS designs, and required protection approaches. It
must be guaranteed that the goal keeps up all the required
arrangements of relocated Virtual Machines.

V. VIRTUAL MACHINES SECURITY

As referenced previously, there are no less than two
dimensions of virtualization, Virtual Machines and the
hypervisor. Virtualization isn't as new a technology as cloud,
yet it contains a few security issues that have now moved to
cloud technology. Likewise, there are different
vulnerabilities and security issues which are interesting to
cloud condition or may have an increasingly basic job in
cloud.
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A. Hypervisor Security

In a virtualization domain, there are a few Virtual Machines
that may have autonomous security zones which are not open
from other virtual machines that have their own zones. A
hypervisor has its own security zone, and it is the controlling
specialist for everything inside the virtualization have.
Hypervisor can contact and influence all demonstrations of
the virtual machines running inside the virtualization have.
There are various security zones, yet these security zones
exist inside the equivalent physical foundation that, in an
increasingly customary sense, just exists inside a solitary
security zone. This can cause a security issue when an
aggressor takes command over the hypervisor. At that point
the assailant has full command over all information inside
the hypervisor's region. Another significant virtualization
security concern is "getting away from the Virtual Machine"
or the capacity to come to the hypervisor from inside the
Virtual Machine level.

This will be significantly all the more a worry as more APIs
are made for virtualization stages. As more APIs are made,
so are controls to handicap the usefulness inside a Virtual
Machine that can decrease execution and accessibility.
Benefits and weakness of hypervisor-based systems.The
hypervisor, aside from its capacity to oversee assets, can
possibly anchor the framework of cloud. Hypervisor-based
virtualization technology is the best decision of executing
strategies to accomplish a protected cloud condition. The
purposes behind picking this technology: Hypervisor controls
the hardware, and it is best way to get to it. This ability
permits hypervisor-based virtualization to have a safe
foundation. Hypervisor can go about as a firewall and will
have the capacity to keep malicious users to from trading off
the hardware foundation. Hypervisor is actualized
underneath the wvisitor OS in the cloud processing
progression, which impliesthat if an assault passes the
security systems in the visitor OS, the hypervisor can
distinguish it. The hypervisor is utilized as a layer of
reflection to disconnect the virtual condition from the
hardware  underneath.The  hypervisor-dimension  of
virtualization controls all the entrance between the visitors'
OSs and the mutual hardware underside. Subsequently,
hypervisor can rearrange the exchange observing procedure
in the cloud condition.

Aside part of the advantages of hypervisor, there are a few
shortcomings that can influence execution of actualized
security strategies: In a hypervisor-based virtualization, there
is only one hypervisor, and the system turns into a solitary
purpose of-disappointment. In the event that hypervisor
crashes because of an over-burden or fruitful assault, every
one of the systems and VMs will be influenced. Similar to
different advances, the hypervisor has vulnerabilities to a few
assaults, for example, support flood. Security management in
hypervisor-based virtualization. As referenced previously,
hypervisor is management instruments and the fundamental
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objective of making this zone is building a trust zone around
hardware and the VMs. Other accessible Virtual Machines
are under the probation of the hypervisor, and they can
depend on it, as users are believing that overseers will do
what they can to do give security. There are three noteworthy
dimensions in security management of hypervisor as
referenced underneath:

Authentication: users must validate their record legitimately,
utilizing the proper, standard, and accessible instruments.
Authorization: users must anchor approval and must have
authorization to do all that they attempt to do.Networking:
the system must be planned utilizing components that
guarantee secure associations with the management
application, which is undoubtedly situated in an alternate
security zone than the run of the mill client.Validation and
Authorization are probably the most fascinating reviewing
parts of management in light of the fact that there are such a
significant number of techniques accessible to deal with a
virtual host inspecting reason. The general conviction is that
systems administration is the most critical issue in the
exchange among users and the hypervisor, yet there is
significantly more to virtualization security than simply
organizing.

Be that as it may, it is similarly as vital to comprehend the
APIs and fundamental ideas of accessible hypervisor and
virtual machines and how those management apparatuses
function. In the event that security chief can address
Authentication, Authorization, and Virtual Hardware and
hypervisor security and additionally organizing security,
cloud customers well while in transit to a complete security
approach. On the off chance that a cloud supplier at the
virtualization level depends just on system security to play
out these undertakings, at that point the actualized virtual
condition will be in danger. It is a misuse of cash if a cloud
supplier spends excessively on making a hearty, secure
system and ignores correspondence among virtual machines
and the hypervisor.

B. Conventional Intrusion Detection Techniques in VMs

The IDSs can use in hypervisor level, since all the
correspondence between the VMs and the hardware is under
the control of hypervisor. On the off chance that there is an
IDS in the hypervisor, it can recognize assaults superior to
anything similar IDS, running on the visitor OS. The visitor
OS can't screen occasions in cloud, just occasions inside its
VM. Be that as it may, it is workable for the visitor OS to
screen VM occasions if the cloud supplier plays out this
component or if the cloud is laaS. Utilizing IDSs, the HIDS
has more execution than the NIDS. In any case, there are
immediate assaults against the IDS, and if the assault
succeeds, the entire cloud is in danger, in light of the fact that
the aggressor can get to all the data that NIDS has assembled,
which can incorporate a great deal of vital and valuable
information about the cloud users. Furthermore, in the cloud
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condition, all the cloud users may like to utilize encryption
strategies to forestall access to their information.

This causes NIDSs to end up less viability, since it can't test
data inside cloud, because of the encryption. What's more,
NIDS by and large keeps running outside of the hypervisor in
the individual VM, and the NIDS won't have the capacity to
get to favored information that is available just by the
hypervisor in cloud technology. In customary systems, this is
feasible by NIDS, be that as it may. Moreover, if the
assailant is in indistinguishable cloud from his injured
individual is, the NIDS can't identify him. It appears NIDS
might be best answer for cloud condition however utilizing
NIDS has significant issues that one of the fundamental
issues when utilizing NIDS for checking is the encoded
information.

VI. THREATS AND ATTACKS IN VIRTUALIZATION

A. Threats

In the hypervisor, all users see their systems as self-contained
PCs detached from different users, despite the fact that each
client is served by a similar machine. In this unique
circumstance, a Virtual Machine is an operating system that
is overseen by a fundamental control program.Virtual
machine level attacks: In the hypervisor, all users see their
systems as self-contained PCs detached from different users,
despite the fact that each client is served by a similar
machine. In this unique circumstance, a Virtual Machine is
an operating system that is overseen by a fundamental
control program.Cloud provider vulnerabilities: These could
be stage level, for example, a SQL-infusion or cross-site
scripting helplessness that exist in cloud benefit layer which
cause shaky condition. Expanded network attack surface:
The cloud user must protect the infrastructure used to
connect and interact with the cloud, a task complicated by
the cloud being outside the firewall in many cases.
Authentication and  Authorization: The undertaking
verification and approval framework does not normally
stretch out into the cloud. Ventures need to blend cloud
security approaches with their very own security
measurements and arrangements.

Lock-in: It is by all accounts a great deal of apprehension
about secure in cloud figuring. The cloud supplier can
encode client information specifically design and if client
chooses to move to another merchant or something like.

Data control in cloud: For fair size organizations used to
having complete perceivability and power over their whole
IT portfolio, moving even a few parts into the Cloud can
make operational "blind spots”, with minimal preemptive
guidance of debased or intruded on
administration.Communication in virtualization level: For
fair size organizations used to having complete perceivability
and power over their whole IT portfolio, moving even a few
parts into the Cloud can make operational "blind spots", with
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minimal preemptive guidance of debased or intruded on
administration.

B. Attacks

These days, there are a few assaults in the IT world.
Essentially, as the cloud can offer support of legitimate users
it can likewise administration to users that have malicious
purposes. A hacker can utilize a cloud to have a malicious
application for accomplish his question which might be a
DDoS assaults against cloud itself or organizing another
client in the cloud. For instance an assailant realized that his
unfortunate casualty is utilizing cloud merchant with name
X, now aggressor by utilizing comparative cloud supplier can
draw an assault against his victim(s). This circumstance is
like this situation that both assailant and injured individual
are in same network however with this distinction that they
utilize virtual machines rather than physical network.
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Figure 3. Attack Scenario within Cloud

DDosS attacks:

Distributed Denial of Service (DDoS) assaults ordinarily
concentrate high amount of IP bundles at explicit network
section components; generally any type of hardware that
works on a Blacklist design is rapidly overwhelm. In cloud
figuring where foundation is shared by extensive number of
VM customers, DDoS assaults make have the capability of
having a lot more noteworthy effect than against single
rented designs.On the off chance that cloud has not adequate
asset to give services to its VMs, possibly cause unfortunate
DDoS assaults. Answer for this occasion is a customary
arrangement that is increment number of such basic assets.
Be that as it may, significant issue is the point at which a
malicious client intentionally completed a DDoS assaults
utilizing bot-nets. It might be increasingly precise to state
that DDoS security is a piece of the Network Virtualization
layer as opposed to Server Virtualization. For instance, cloud
systems utilize virtual machines can be overwhelmed by
ARP spoofing at the network layer and it is extremely about
how to layer security crosswise over multivendor networks,
firewalls and load adjusts.

Client to client attacks:

One malicious virtual machine could contaminate every
Virtual Machine that exist in physical server. An attack on
one customer VM can disappear to other VM's that
facilitated in the equivalent physical, this is the greatest
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security chance in a virtualized domain. At the point when
malicious client puts the emphasis on virtual machines turn
out to be anything but difficult to get to, the attacker needs to
invest energy attacking one virtual machine, which can
prompt tainting different VMs, and in this manner getting
away from the hypervisor and getting to the earth level that
officially it can't available from VM level. Henceforth, the
significant security chance in virtualization environments is
"customer to customer attacks". In this attack an attacker gets
the head benefits on the foundation dimension of
virtualization condition and afterward can access to all VMs.
On the off chance that the hacker could likewise gain power
of the hypervisor and he claims all information transmitting
between the hypervisor and VMs and he can perform attacks,
for example, a spoofing attack.

VII. OTHER SECURITY AND PRIVATE ISSUES IN
VIRTUALIZATION

A. Data Leakage:

When moving to a cloud, there are two changes for clients'
information. To start with, the information will be put away
far from the client's region machine. Second, the information
will be moved from a solitary tenant to a multi-tenant
condition.

These progressions can raise an imperative concern called
information spillage. In light of them has turned out to be one
of the best authoritative dangers from security point of
view.Basically every administration worldwide has
directions that order insurances for specific information
types. The cloud supplier ought to be able to outline
approach to the security order client must agree to and
examine the issues. DLP: At present, there is keen on the
utilization of information spillage aversion (DLP)
applications to secure touchy information.

These items plan to help with information classification and
distinguish the unapproved recovery of information, however
they are not expected for use in protecting the uprightness or
accessibility of information. Thus, there is no desire for DLP
items to address honesty or accessibility of information in
any cloud demonstrate. Consequently, DLP viability in cloud
processing is fly-around privacy as it were.All encryption
techniques depend on secure and great key management
models. One of the issues that can happen in an encoded
situation is encryption enter management in cloud. In cloud
environments, there are a few users who may utilize their
own encryption strategies, and the management of these keys
is another issue to address with regards to scrambled
information.

B. Data Remanence Issue in Virtualization:

Data Remanence is the residual physical representation of
data that has been in some way erased. After storage media is
erased there may be some physical characteristics that allow
data to be reconstructed. After storage media is erased there
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may be some physical characteristics that allow data to be
reconstructed. As a result, any critical data must not only be
protected against unauthorized access, but also it is very
important that securely erase at the end of data life cycle.

Basically, IT organizations which have their own servers and
certainty have full control on their servers and for privacy
purpose they use various available tools which give ability to
them to destroy unwanted and important data safety. But
when they are migrate to cloud environment they have
virtual servers that controlled by third-party.As a solution, IT
governments must choice cloud which it can guarantee that
all erased data by costumer are securely erased immediately.
A traditional solution for securely deleting data is
overwriting but this technique does not work without
collaborate the cloud provider. In cloud environment
customers can’t access to the physical device and have
access to data level. Thus, there is only one solution that is
customers can encrypt their data with confidential key that
prevent reconstruction data from residual data after erasing.

VIII. VIRTUALIZATION PRIVACY

Cloud customers' information is put away in server farms
that cloud suppliers diffuse everywhere throughout the globe
inside several servers that impart through the Internet. This
has a few surely understood dangers. Due to cloud services
are utilizing the Internet as correspondence foundation, cloud
figuring include with a few sorts of security dangers. Cloud
suppliers, particularly laaS suppliers, offer their clients the
dream of boundless figure, network, and capacity limit, often
combined with a frictionless enrollment process that permits
anybody start utilizing cloud service. The general
namelessness of these utilization models empowers
spammers, malicious code creators, and different hackers,
who have possessed the capacity to direct their exercises
with relative exemption. PaaS suppliers have customarily
experienced most such attacks; be that as it may, late proof
demonstrates the hackers started to target laaS merchants
also.

In cloud-based services, client's information stores on the
outsider's stockpiling area. A service supplier must execute
security measures adequately to guarantee information
protection. Information encryption is an answer for guarantee
the security of the information in the databases against
malicious attacks. Thusly, encryption strategies have huge
execution suggestions with respect to inquiry preparing in
clouds. Mix of information encryption with information is
helpful in ensuring the client's information against outside
malicious attacks and restricting the obligation of the service
supplier.It appears security from malicious users who may
get to the service supplier's system is the last objective, yet
this isn't sufficient when customers likewise request
protection assurance from the supplier himself. Any
information security arrangement must utilize a specific
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encryption, however this causes another accessibility issue,
which is information recuperation.

Envision a client's information is scrambled with a client
known key and client loses his key. In what capacity can the
supplier recoup his information on the off chance that he
doesn't know the key? In the event that the client enables the
supplier in power to know the key, this makes the client
realized encryption key pointless. The basic method to take
care of this issue is to discover a cloud supplier whom the
client can trust. This is adequate when the information put
away in cloud isn't critical, and little organizations might be
choose to discover trustable suppliers as opposed to an
answer for information recuperation issues. For medium-
sized to expansive estimated organizations, it is progressively
basic to guarantee security from cloud suppliers.

On the off chance that the service suppliers themselves are
not believed, the assurance of the security of users'
information is a considerably more difficult issue. Be that as
it may, for those organizations it appears utilizing private
cloud is an insightful arrangement. In the event that
information encryption is utilized as an answer for
information security issues, there are different issues in this
unique situation. A standout amongst the most critical issues
is guaranteeing the uprightness of the information. Both
malicious and non-malicious users can trade off the
uprightness of the users' information. At the point when this
occurs, the customer does not have any component to
examination the trustworthiness of the first information.
Henceforth, new procedures must be connected so as to
check the honesty of users' information facilitated on the
service supplier's side.

I’X. PROPOSED ARCHITECTURE

In this paper, | added a few highlights to virtualization design
so as to enhance security for cloud condition. What's more
two principle units of proposed design depend on this reality:
"At the point when the remaining task at hand of the VM
increments unusually, the VM might be an injured individual
or an attacker" .In this way, in the design, | incorporated
extra units for checking the occasions and exercises in VMs,
while endeavoring to counteract attacks without recognizing
what kind of information is being transmitted between VMs
or VMs and hypervisor. Description of Proposed
Architecture By and large, encryption is utilized by the vast
majority of users and it is beyond the realm of imagination to
expect to ask users not to scramble their information. In my
proposed engineering, there are no prerequisites to uncover
client information or encryption key to cloud suppliers. |
have additionally added some new highlights to build
security execution in virtualization technology, for example,
security and unwavering quality checking units (VSEM and
VREM).
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HSEM and HREM are the fundamental segments of the
security system, and the various parts of the security system
speak with them, yet HSEM chooses if the VM is an attacker
or an unfortunate casualty. In reality, HSEM gets conduct
data from VSEM and HREM and never gathers any data
itself. Furthermore, HSEM informs the hypervisor about
which VM is under Level-2 observing so as to set service
limits until the point that the status is resolved. Delineates the
new secure engineering and the new units in VMs level,
VSEM and VREM, which is accessible for all VMs (and
furthermore in Management VM) what's more, There are two
other new units, HSEM and HREM, which is accessible in
the hypervisor level. VSEM and VREM expend low assets of
the VM, yet they help to anchor VMs against attacks.

VM Security Monitor (VSEM):There is a VSEM within every
VM that is running in a virtual environment. These monitors
acts as sensors, but are different from sensors. In fact, VSEM
is a two-level controller and behavior recorder in the cloud
system that helps HSEM identify attacks and malicious
behavior with less processing. VSEM monitors the security-
related behaviors of VMs and reports them to HSEM.
Because there are a large number of transmissions in cloud,
and sending all of them to HSEM consumes a lot of
bandwidth and processing resources, which can affect
general hypervisor activity, some tasks were done by VSEMs
in VMs such as collecting information that is asked by
HSEM. In addition, because users don’t want to consume
their resources, which they paid for it, VSEMSs have two
levels of monitoring that consume more resource only when
it is necessary. Actually, each level of VSEM is monitored
almost the same events but at different detail levels.
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Figure 4. Architecture of Secured Virtualization

In this level, the VSEMs monitor their own VMs. In this
level VSEM collects of the source and destination addresses
which are in head of data, number of unsuccessful and
successful tries in sending data, and number of requests that
were sent to the hypervisor. At this level, VSEM, according
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to the brief history of the VM which provided by HSEM,
looks for anomaly behavior (HSEM has had history of VMs
in more details). For instance, the system identifies the VM
as a potential attacker or victim if the number of service
requests from the hypervisor is higher than average based on
the history of requests of the VM. If abnormal behavior is
detected, or the type of sending data and unsuccessful tries
increase above that threshold (according to history of the
VM), then VSEM switches to Level 2 and also notify HSEM
about this switching in order to HSEM investigates the VM
for finding malicious activities.

In this level, the VSEM monitors and captures the activity of
the VM in more detail, such as VM’s special request from
the hypervisor, details of requested resources (e.g. the
number of requests), and the destination transmitted packets
(to recognize if it is in the same provider’s environment or
outside). In this mode VSEM notifies HSEM about the level
of monitoring in the VM. According to this notification, the
hypervisor set activity limits in types of activities until
HSEM learns that the VM is not an attacker or victim. At this
level, HSEM makes a request from VREM about the
reliability status of the VM, including the workload status
and how many times the VM workload was close to the
maximum capacity of the VM.

VM Reliability Monitor (VREM)

VREM screens unwavering quality related parameters, for
example, outstanding task at hand, and advises the heap
balancer (inside the hypervisor) about the parameter results.
VREM is likewise utilized for security purposes. The VREM
will send helpful data, for example, remaining burden status
to HREM and solicitations the status of the VM from HSEM,
and after that it chooses whether to give the VIM more assets.
All things considered, if the VM asks for the greatest number
of assets as it can (that is distinctive conduct as per its use
history), it might connote a flood attack unfortunate casualty.
Hence, proposed HREM can recognize flood attacks and
advise the HSEM about it.

X. CONCLUSION

In this paper, | propose virtualization design to anchor cloud.
In the proposed design, | endeavor to diminish the remaining
burden, decentralize security-related errands among
hypervisor and VMs, and convert the unified security system
to a distributed one. The distributed security system is a
decent method to lessen the outstanding task at hand from
hypervisor-based virtualization, however this dissemination
may infuse vulnerabilities to cloud. Furthermore, distributed
security systems have more multifaceted nature than
concentrated ones. In view of a few advantages, for example,
the blame tolerant ability, of distributed security
management, it is beyond the realm of imagination to expect
to overlook it and persevere on brought together overseeing,
yet it is imperative to utilize a distributed management unit
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with consideration carefully. As a matter of fact, in cloud
there are parcel users and their application that are running
yet security is critical for every one of them.The cloud must
work legitimately and makes an invulnerable situation
against attacks, regardless of what application is running on
the cloud. In the PC world, anything makeable is flimsy, in
any case.

Furthermore, cloud is an Internet-based technology, and
however fabricating foundation of-trust cloud systems
appeared to be outlandish. Accordingly, it appears to be
principle region of worry in cloud is security and cloud
suppliers will confront incalculable changes when their cloud
end up greater than now. Be that as it may, along these lines
to decentralize applications and enable all inclusive access to
information makes its own arrangement of difficulties and
security issues that must considered before exchanging
information to a cloud. Pushing toward cloud registering
requires the thought of a few basic components, and the most
vital of them is security.
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