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Abstract— A set of resources and services offered over the Internet, is called cloud computing. These computing services are
delivered from data centers located across the world. Cloud computing consumers benefited by providing virtual resources via
internet such as Platform, Infrastructure and Software as a Service. The consequential challenge in cloud computing are the
privacy and security issues caused by its multi-tenancy nature and the outsourcing of infrastructure, sensitive data. It is
available on Pay-Per-Use model. Various malicious activities from illegal users have threatened this technology such as data
misuse, inflexible access control mechanism. The occurrence of these threats may result into spoil or illegal access of critical
and private data of end user and business user. In this paper, we identify the most vulnerable security issues or attribute in
cloud computing architecture, which will enable both end users and vendors to know about the key security threats associated
with cloud computing and propose relevant solution directives to strengthen security in the cloud computing environment. We
propose secure cloud architecture by using sequel homomorphic encryption scheme with diffie-hellman algorithm for
organizations to strengthen the security mechanism.
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I.  INTRODUCTION servers, storage, applications and services), which can be

Information Security achieved using Fully Homomorphic
Encryption. The cloud service provider and client prefers
this encryption method. Homomorphic encryption - an
operation performed on a set of cipher texts such that
decrypting the result of the operation is the same as the
result of some operation performed on the plaintexts [1].
The decisional Diffie-Hellman (DDH) assumption is a
computational hardness assumption about a certain problem
involving discrete logarithms in cyclic groups. It is used as
the basis to prove the security of many cryptographic
protocols, most notably the ElGamal and Cramer—Shoup
cryptosystems. The problem statement: Given g* and g” for
uniformly and independently chosen X, y random integers.
The value of g “looks like” a random element in G. where
g is a generator and G is a multiplicative cyclic group [2].
Since Cloud is maintained by third parties, security and
privacy plays a vital role in making cloud a popular and
successful technology. A sequel homomorphic encryption
can be used in order to achieve rich security and with
minimized response time.

1. RELATED WORK

Cloud computing is an information technology (IT)
paradigm, a model for enabling ubiquitous access to shared
pools of configurable resources (such as computer networks,
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rapidly provisioned with minimal management effort, often
over the Internet. Based on a service model that the cloud is
offering laaS (Infrastructure-as-a-Service), PaaS (Platform-
as-a-service), SaaS (Software-as-a-Service),etc. Cloud can
be deployed with the model of Public, Private and
Hybrid.Since all the data is transferred using Internet, data
security is of major concern in the cloud. Here are key
mechanisms for protecting data via Access Control,
Auditing, Authentication, and Authorization (AAAA). If
data is secure, should fulfil three conditions (i)
Confidentiality (ii) Integrity (iii) Availability.

Homomorphic encryption is a new concept of security
which enables providing results of calculations on encrypted
data without knowing the raw data on which the calculation
was carried out, with respect of the data confidentiality.
Each homomorphic encryption algorithm is developed
mainly based on two factors: Hardness of breaking the
security of encryption and Efficiency (in terms of time) of
execution of encryption, decryption processes. To secure the
encryption or decryption process, different mathematical
constructs are used like composite residuocity, high degree
residuocity and quadratic residuocity. Trapdoor functions
are used to secure data in homomorphic encryption. They
are one way functions used during encryption and
decryption process. Different mathematical constructs are
used to create trapdoors.Efficiency of homomorphic

117



International Journal of Computer Sciences and Engineering

encryption schemes is considered to be good if generated
cipher text size is small and time taken to run encryption,
decryption or recryption process is less.

I11. CLouD COMPUTING AND SECURITY

Cloud computing is the delivery of computing services over
the Internet. Cloud services allow individuals and businesses
to use software and hardware that are managed by third
parties at remote locations. The cloud computing model
allows access to information and computer resources from
anywhere that a network connection is available. Cloud
computing provides a shared pool of resources, including
data storage space, networks, computer processing power,
and specialized corporate and user applications.

Examples for cloud services such as online file storage,
social networking sites, webmail, and online business
applications. The cloud computing model allows access to
information and computer resources from anywhere that a
network connection is available. Cloud computing provides
a shared pool of resources, including data storage space,
networks, computer processing power, and specialized
corporate and user applications[3],[4] .

Cloud Computing

Virtual Desklop ~ Software Platform  Applicatons  Storage/ Data

Figure 1. Architecture of Cloud Computing

A. TypPESOF CLOUD

Public cloud is offered over the Internet and are owned and
operated by a cloud provider. Some examples include
services aimed at the general public, such as online photo
storage services, e-mail services, or social networking sites.

Private cloud, the cloud infrastructure is operated solely for

a specific organization, and is managed by the organization
or a third party.
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Community cloud, the service is shared by several
organizations and made available only to those groups. The
infrastructure may be owned and operated by the
organizations or by a cloud service provider.

Hybrid cloud is a combination of different methods of
resource pooling (for example, combining public and
community clouds).

B. SECURITY CHALLENGES

Today, cloud computing facing many security challenges
including data segregation, authentication, and data
recovery, data management. Public cloud increases the
highest data explosion and it should be managed properly.
Security is main issue because the device used to serve the
service doesn’t belong to the user themselves. This is great
concern when user have valuable and personal information
stored in cloud computing services.

Data Security:

Data security is a significant task with a lot of complexity.
Data protection method such as redaction, truncations,
obfuscation, and others, should be taken with great concern.
Homomorphism encryption can be used for data security.
But with this key management is a problem [5].

Data Segregation:

Encrypted data from multiple companies or user may be
stored on same hard disk so a mechanism should be there to
protect data.

Data Recover:
Every service provider should have the data recovery
mechanism to recover user data from any disaster [6].

Data integration:

Data integrity comprises the following cases, when some
human errors occurs when data is entered. Errors may occur
when data is transmitted from one computer to another;
otherwise error can occur from some hardware
malfunctions, such as disk crashes.Software bugs or viruses
can also make viruses. So at the same time, many cloud
computing service consumer and provider accesses and
modify data. Thus there is a need of some data integrity
method in cloud computing [7].

Authentication:

As user keep their valuable information on cloud service
across the internet. It can be accessible by unauthorized
people. Hence authenticating user cloud should have identity
management system [8].

IV. DIFFIE-HELLMAN ALGORITHM

This algorithm uses arithmetic modulus as the basis of its
calculation. Suppose Alice and Bob follow this key
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exchange procedure with Eve acting as a man in middle
interceptor (or the bad guy).

Here are the calculation steps followed in this algorithm that

make sure that eve never gets to know the final keys through

which actual encryption of data takes place.

= First, both Alice and Bob agree upon a prime number
and another number that has no factor in common. Lets
call the prime number as p and the other number as g.
Note thatgis also known as the generator and p is
known as prime modulus.

= Now, since eve is sitting in between and listening to this
communication so eve also gets to know p and g.

= Now, the modulus arithmetic says thatr = (gto the
power X) mod p. So r will always produce an integer
between 0 and p.

= The first trick here is that given x (with g and p known) ,
its very easy to find r. But given r (with g and p known)
its difficult to deduce x.

= One may argue that this is not that difficult to crack but
what if the value of pis a very huge prime number? Well,
if this is the case then deducing x (if r is given) becomes
almost next to impossible as it would take thousands of
years to crack this even with supercomputers.

= This is also called the discrete logarithmic problem.

= Coming back to the communication, all the three Bob,
Alice and eve now know g and p.

= Now, Alice selects a random private number xa and
calculates (gto the powerxa) modp =ra. This
resultant ra is sent on the communication channel to
Bob. Intercepting in between, eve also comes to
know ra.

= Similarly Bob selects his own random private
number xb, calculates (gto the power xb)
mod p = rb and sends this rb to Alice through the same
communication channel. Obviously eve also comes to
know about rb.

= S0 eve now has information about g, p, ra and rb.

= Now comes the heart of this algorithm. Alice calculates
(rbto the powerxa) modp =Final key which is
equivalent to (g to the power (xa*xb) ) mod p .

= Similarly Bob calculates (ra to the power xb) mod
p =Final key which is again equivalent to (g to the
power(xb * xa)) mod p.

= So both Alice and Bob were able to calculate a
common Final key without sharing each others private
random number and eve sitting in between will not be
able to determine the Final key as the private numbers
were never transferred.

As explained above the Diffie-Hellman algorithm works

perfectly to generate cryptographic keys which are used to

encrypt the data being communicated over a public channel.

The simplest and the original implementation? of the

protocol uses the multiplicative group of integers modulo p,

where p is prime, and g is a primitive root modulo p. These

two values are chosen in this way to ensure that the resulting
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shared secret can take on any value from 1 to p—1. Here is an
example of the protocol, with non-secret values in blue, and
secret values in red.

1. Alice and Bob agree to use a modulus p =23 and
base g = 5 (which is a primitive root modulo 23).
2. Alice chooses a secret integer a = 4, then sends
Bob A=g*mod p
e A=5"mod23=4
3. Bob chooses a secret integer b = 3, then sends
Alice B = g° mod p
e B=5"mod23=10
4. Alice computes s =B*mod p
e s=10"mod23=18
5. Bob computes s = A” mod p
e s=4"mod23=18
6. Alice and Bob now share a secret (the number 18).

Both Alice and Bob have arrived at the same value s,
because, under mod p,

More  specifically, =~ Note that onlya b, and
(g°° mod p = g°* mod p) are kept secret. All the other values
—p, g, g*mod p, and g° mod p — are sent in the clear. Once
Alice and Bob compute the shared secret they can use it as
an encryption key, known only to them, for sending
messages across the same open communications channel.
Of course, much larger values of a, b, and p would be
needed to make this example secure, since there are only 23
possible results of n mod 23. However, if p is a prime of at
least 600 digits, then even the fastest modern computers
cannot find a given only g, p and g mod p. Such a problem
is called the discrete logarithm problem. The computation
of gmod p is known as modular exponentiation and can be
done efficiently even for large numbers. Note that g need
not be large at all, and in practice is usually a small integer
(like 2, 3, ...).

V. METHODOLOGY

In a simple mathematics, homomorphic encryption can be
denoted as

*  Homomorphic Encryption
— encryption function ¢
— plaintext xn
—  cipher text cn such that (xn ) = cn
*  Homomorphic Addition
A given cryptosystem is considered additively
homomorphic
iff 3a:e(X1) Ag(x2) =e(X1+x2)
*  Homomorphic Multiplication
A given cryptosystem is considered
multiplicatively homomorphic
iff 3a:e(x1) A e(x2) =e(x1 x2)
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* Modified or Sequel Homomorphic
Multiplication
A given cryptosystem is considered
multiplicatively homomorphic
iff 3A: [e(x1) xn]a [e(x2) x ni]= [e(x1 X2 ) X n}]
Where n;: 1,2,3...n and i refers Successive codes
to be encrypted

-
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Figure 2. Secured Cloud Architecture uses sequel
homomorphic encryption with Diffie Hellman Algorithm

This study is focused on to develop a model for sequel fully
homomorphic disk encryption schemes. Which help in
enhanced privacy information retrieval, queries to search
engine, spam filtering with secured cloud service provider.
The new model provides efficient key storage and key
management with the help of Diffie- Hellman algorithm.

VI. RESULTS AND DISCUSSION

Only authorized users can encrypt or decrypt the data. For
encryption and decryption of data, basic sequel
homomorphic encryption scheme is used along with Diffie-
Hellman algorithm. The Diffie-Hellman algorithm is used
for secure channel establishment and for mutual
authentication. According to this thesis a secure channel
should be established two users to transfer the data. To
implement this architecture of cloud computing MATLAB
is used.

VIlI. CONCLUSION AND FUTURE SCOPE

An anonymous authentication and authorization protocol is
designed using anonymous public key certificates along with
standard Strong Authentication and XACML servers. The
same encryption scheme may be applied to the SQL queries
for cloud database in future work or the load of VM can be
reduced by adding any other factor without compromising
the security of the data.
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