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Abstract— The Cancelable biometrics is a recent development in biometrics based authentication and identification system. In 

order to avoid the theft of biometric patterns and to improve the security, it is necessary to adopt non- invertible and 

cancellable biometric templates. There are some methods with Cancelable and irrevocable nature. This paper is aimed to 

review the literature on the cancelable biometrics template generation methods. Iris biometric has been considered particularly 

for the further progress based on the methods of from review.  
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I.  INTRODUCTION  

 

Biometrics is termed as physiological or behavioral 

characteristics such as face, fingerprints and iris and behavior 

characteristics such as voice, gait and keystroke are referred 

to be unique for every individual [9]. This Biometrics 

analysis offer best solution to the problem of security and 

verification. 

 

The one and only problem in biometric analysis is regaining 

of the individuals pattern by applying any cross matching 

technique to hack the unique identity [1]. To avoid this type 

of cross matching, the cancellable techniques are used to 

revoke the pattern of uniqueness. Every biometric aspect has 

its own way of cancelable technique [13]. In this paper, 

section II gives the ideological study of cancelable 

biometrics, section III reviews the literature of recent 

cancelable methods, section IV gives the comparative study 

of existing methods and section V concludes the paper with 

brief summary and discussion. 

 

II. CANCELABLE BIOINFORMATICS  

 

Now-a-days cancelable biometrics plays a vital role in 

authentication and verification of uniqueness [1]. Cancelable 

biometrics means that instead of storing the original 

template, it is transformed into some other domain to hide 

the uniqueness of pattern [2]. The only desired property of 

cancelable templates is to provide no compromise in re-

enrollment of pattern using another transformation to find 

original biometric form. These cancelable methods are used  

 

for different type of biometrics according to their usability 

[1][5][13].  

 

All the biometrics features are applied with cancelable 

technique to solution the problem of stealing identity [8]. 

Recent trends focus on iris biometrics with cancelable 

property for providing authentication to their uniqueness [2]. 

 

III. RELATED WORK  

 

There are many methods to support the purpose of cancel 

ability in biometrics. In this section, most recently developed 

cancelable biometric methods are discussed. The GRAY-

COMBO with Salting approach [4] are used in iris 

biometrics to shift and combine rows in unwrapped manner. 

The uniqueness of pattern can be hidden using Alignment 

free Cancelable iris biometrics with bloom filter. Then ECC 

(Error Correction Code) [2] is used to reduce the variability 

in biometric data. Here shuffling scheme is implied to reduce 

the hamming distance.ECC reduce the Hamming distance to 

create the proper accuracy in authentication. Hadamard 

generated by Sylvester method [2][4]. 

 

The comparative analysis of existing methods is given in 

section IV. This discussion will give dimensions about 

cancellable parameter in biometrics.   

 

IV. COMPARATIVE STUDY OF METHODS 

 

The security is the major factor of cancelable biometrics in 

order to avoid the compromise in the level of authentication 
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[11]. Cancelable strategy is used in all area of biometrics to 

prevent the uniqueness of pattern [6]. Revocability and 

Diversity are two most important characteristics of 

Cancelability [9]. In this Section, a comparative study is  

provided with different characteristics of biometric parameter 

to prove the cancelable and irreversible feature of biometrics 

in the field of security [3],[7]. 

 

 

 

In Table 1, the comparison of various cancelable biometric 

generation methods are done on different aspects. Since the 

researcher focuses on Iris biometrics, more observations 

were made on cancelable Iris biometrics. Based on the 

literature, it is observed that the Huffman Encoding and DCT 

(Discrete Cosine Transformation) seem to be better in 

cancelable Biometrics [7]. 

V. CONCLUSION  

This paper concludes the important aspects of cancelable 

technique. Existing methods are studied and summarized.  

 

This paper will help the research to develop revocable 

templates using new algorithm to strengthen security with 

different parameters. 

 

Table 1. Comparative Analysis of Cancelable Biometrics 
METHODS BIOMETRICS 

APPLICATION 

PARAMETERS 

CANCELABLE IRREVERSIBLE SECURITY 

 Registration Free 

Transforms & Salting 

Approach [4] 

Iris Good performance Minimal degradation Only possible in small 

database. 

 Bloom Filter Based 
Feature Transform[6]  

Iris Multiple cancelable templates 
of same subject[10] 

Mapping column-wise code word Natural trade -off betweeen 
security 

 Hadamard Code & Error 

correction code. [2] 

Iris Random errors are corrected Decoding & Error correction are 

made. 

Changing shuffling key[11] 

Bio-Hashing 

Methods[20][5] 

Face feature-based cancelable 

biometrics 

Teoh and Ngo’s matching 

scheme[17][20] 

The genuine and impostor 

distributions 

Random Permutation 

Methods[3] 

Face k- Nearest Neighbor (k-NN) 

based classification model 

Reconstruction of the original 

biometric template[10] 

works very well on multi-view 

facial database[19] 

 Knowledge signature in 
voice recognition[12][16] 

Voice group signature scheme[12] voiceprint transmitted Legitimate signatures cannot 
be generated without 

factorizing[14] 

Block re-mapping in Vein 

Biometric. [3] 

Vein Image warping approach with 

different block sizes and 
offset ranges 

Renewable Template Matching Rate 

(RTMR) 

a large integer and the original 

feature[15] 

 Histogram Equalization. 

[6] 

Fingerprint cancelled and reissued distortion are chosen to be non-

invertible 

The 256-bit key generated[16] 

 Huffman Encoding and 
DCT .[7] 

Iris Good Option Mesh warping is another non-
invertible transformation methods 

accuracy of 99.71%, Equal 
Error Rate of 1.2% and 

Recognition,Rate of 98.8%,[7] 

 Surface folding 

Transform method[9] 

Finger print It performs is better than the 

Cartesian version and is 

comparable to the polar 
version 

The nonlinear and discontinuous 

nature of the transformation 

Password and token-based 

security 

 CIRF & Chip Matching 
Algorithm. [8] 

Finger print Chip Matching algorithm Cyclic cross correlation[18] Boundary Problem is rectified 

Shift-Phase Technique 

[21]. 

Finger print Shifted Phase minutiae Shifted Phase minutiae , Shuffling, 

Synthetic points 

No original minutiae 

Complex Conjugate- 
Phase (CCP) transform 

[22]. 

Finger print Shifted Phase minutiae with 
Complex Conjugate value 

Shifted Phase minutiae with 
Complex Conjugate value, 

Shuffling, Synthetic points 

No original minutiae 

Reciprocated Magnitude 

and Complex Conjugate- 

Phase (RMCCP) 
transform [23] 

Finger print Shifted Phase minutiae with 

Reciprocated Magnitude and 

Complex Conjugate value 

Shifted Phase minutiae with 

Reciprocated Magnitude and 

Complex Conjugate value, 
Shuffling, Synthetic points 

No original minutiae 
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