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Abstract— In this paper there are modifications in the RSA algorithm by using more than four prime numbers in the 

combination of public and private key by using this factoring complexity of variables is increased. This is a new technique to 

provide max security for data over the internet. In this technique we are using more than four prime numbers which is not 

easily decomposed this technique provides more efficiency and reliability over the network. In this paper we try to increase the 

level of security by modifying the RSA Encryption Algorithm. 
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I.  INTRODUCTION  

In traditional telecommunication systems, securing the 

channel meant securing the messages. With the advent of 

internet and advancement in packet switching Techniques, 

securing the channel are neither possible nor effective. This 

increases the importance of cryptography. Cryptography 

involves creating written or generated codes that allow data 

to be kept secure. Cryptography converts data into a format 

that unreadable for an unauthorized user, allowing it to be 

transmitted without unauthorized entities decoding it back 

into a readable format these compromising the data [9]. RSA 

(Rivest Shamir Adleman) Algorithm is a public-key 

cryptography [1] and is considered as one of the great 

advances in the field of public key cryptography. It is 

suitable for both signing decryption and encryption. The 

RSA is more secure from multiple attacks, but the demerits 

of the RSA are low speed, demand for key deposit, and 

inappropriate for global system [7]. Rivest, Adi Shamir and 

Leonard Adleman are the developer of the RSA Encryption 

Algorithm. It was described in 1978.  In this technique we 

used RSA encryption algorithm, in which the private key and 

public key included. This algorithm is based on the difficulty 

of factorizing large numbers that have 2 and only 2 factors 

(Prime numbers) [16].  The public key is made available to 

everyone. With this key a user can encrypt the data but can't 

decrypt it, the person who can decrypt it is the one who 

possesses the private key. 

 
                             Figure 1: Cryptography 

Purpose of Cryptography 

Cryptography provides a number of security goals to secure 

the privacy of data, non alteration of data and soon. Due to 

the various security features of cryptography it is widely 

used today. Following are the various goals of cryptography 

[5]. 

1. 1. Authentication: The process of proving one’s identity. 

This includes verifying the message’s source. Authentication 

is of two types: (i) Peer entity authentication, and (ii) Data 

origin authentication. 

2. Privacy/confidentiality: Confidentiality means protection 

against unauthorized disclosure of information. It may be 

applied to whole messages, parts of messages, and even 

existence of messages. Confidentiality provides the 

protection of transmitted data from passive attacks.  

3. Integrity: It assures the receiver that the received message 

has not been altered in any way from the original. The basic 

form of integrity is packet check sum in IPv4 packets.  

4. Non-repudiation: Sender or receiver cannot deny for a 

transmitted message. When a message is sent, the receiver 

can prove that the sender in fact sent the message.  

5. Service Reliability and Availability: Secure systems 

usually get assailing by intruders, which may affect their type 

of service to their users. Such systems provide a way to grant 

their users the quality of service they expect. 

Basic Terminology of Cryptography 



   International Journal of Computer Sciences and Engineering                                     Vol.7(6), Jun 2019, E-ISSN: 2347-2693 

  © 2019, IJCSE All Rights Reserved                                                                                                                                        582 

[14] The terminology used in cryptography is given below: 

1. Plaintext. The original message or data which is fed into 

the algorithm as input is called plaintext 

2. Encryption algorithm. The encryption algorithm is the 

algorithm that performs various substitutions and 

transformations on the plaintext. Encryption is the 

process in which we change plaintext into cipher text. 

3.  Cipher text. Cipher text is the encrypted form the 

message. It is the scrambled message produced as output. 

It depends upon the plaintext and the key. 

4. Decryption algorithm. The process in which we change 

Cipher text into plain text is known as decryption. 

Decryption algorithm is reverse of encryption. It takes the 

Cipher text and the key produces the original plaintext. 

5.  Key. It also plays as input to the encryption algorithm. 

The exact substitutions and transformations performed by 

the algorithm based on the key. The key is a number or a 

set of number that the algorithm uses to perform 

encryption and decryption. 

CLASSIFICATION OF ENCRYPTION 

ALGORITHMS: 

Encryption algorithms can be classified into two categories- 

Symmetric and Asymmetric key encryption. 

                                                                                      

                     CRYPTOGRAPHY 

 

 

       SYMMETRIC                         ASYMMETRIC 

 

             Figure 2: Classification of Cryptography 

 

SYMMETRIC CRYPTOGRAPHY 

In the symmetric key encryption, same key is used for both 

encryption and decryption process. Symmetric key 

cryptosystems are much faster than the asymmetric key 

cryptosystems. It is used to provide confidentiality of the 

messages. The following symmetric algorithms such as DES, 

3DES, Blow Fish, IDEA, TEA, CAST 5, AES, RC6, 

Serpent, Two Fish and MARS are described in details 

according to their overview of architecture and security [15]. 

 

 
 

              Figure 3: Symmetric Cryptography 

 

 

ASYMMETRIC CRYPTOGRAPHY 

The asymmetric cryptography where a secret key can be 

divided into two parts a public key and a private key. The 

public key can be given to anyone, while the private key 

must be kept secret (just like the key in symmetric 

cryptography). Asymmetric cryptography has two major use 

cases: authentication and confidentiality. Using asymmetric 

cryptography, messages can be signed with a private key, 

and then anyone with the public key is able to verify that the 

Message was created by someone possessing the 

corresponding private key[8]. This can be combined with 

a proof of identity system to know what entity (person or 

group) actually owns that private key, providing 

authentication. Encryption with asymmetric cryptography 

works in different way from symmetric encryption. Someone 

with the public key is able to encrypt a message, providing 

confidentiality, and then only the person in possession of the 

private key is able to decrypt it. 

 

 
 

              Figure 4: Asymmetric Cryptography 

 

Now following figure shows some different Symmetric and 

Asymmetric Cryptographic Algorithms 

 

Figure 5: Different Symmetric & Asymmetric Cryptographic 

Algorithms 

 

RSA 

This algorithm is based on the difficulty of factorizing large 

numbers that have 2 and only 2 factors (Prime numbers). The 

RSA algorithm works on a public and private key system. 

The public key is made available to everyone to encrypt data 

https://cryptography.io/en/latest/glossary/#term-public-key
https://cryptography.io/en/latest/glossary/#term-private-key
https://en.wikipedia.org/wiki/Public-key_infrastructure
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but cannot decrypt, the only person who can decrypt it is the 

one who possesses the private key. It is theoretically possible 

but extremely difficult to generate the private key from the 

public key; this makes the RSA algorithm a very popular 

choice in data encryption [6]. 

 
               Figure 6: RSA Algorithm workflow diagram 

 

II. RELATED WORK  

Omar G. Abood and Shawkat K.  Guirguis, A Survey On 

Cryptography Algorithm, 2018, In this paper author survey 

various encryption algorithm for data encryption and 

decryption and also compare them to each other to find that 

which algorithm is very secure [16]. 

Sarthak R Patel et al, Study on Improvements in RSA 

Algorithm, 2017, In this paper author studied the various 

research paper based on Implementation on RSA encryption 

algorithm and compare the result of all research papers and 

also proposed some modification on RSA algorithm for 

batter performance [11]. 

Arpit Agrawal Gunjan Patankar, Design of Hybrid 

Cryptography Algorithm for Secure Communication, 2016, 

In this paper author uses the AES and DES algorithm and 

provide a hybrid cryptography algorithm to make our 

information very secure and transmit it tone user to another 

[10]. 

B. Persis Urbana Ivy et al., A modified RSA cryptosystem 

based on ‘n’ prime numbers,2012, In this paper the author 

implement a method on RSA algorithm which is using the 

forth prime number for calculate the public and private key 

to increase the performance of the RSA algorithm [2]. 

 

III. METHODOLOGY 

In this paper we developed an algorithm that is based on 

modified RSA algorithm based on prime numbers. This 

algorithm is useful to get the high security over the network. 

We endeavoured to evolve prime numbers for security 

throws the networks. Because prime numbers are not easily 

decomposed and increased the efficiency throw the networks. 

In this paper we will use JAVA language to get the private 

key and public Key. 

 

RSA algorithm:  

• Select five different prime numbers p and q  

For security aim, the integer’s p and q must be prime 

numbers.  

• Calculate n=p*q  

n will be used as the module for public key and private key.  

• Calculate f (n) = (q-1) (p-1)  

Where f is a function of Euler’s  

• Select an integer e such that 1<e<f(n) and GCD (e, f(n))=1;  

e and f(n) are co prime.  

• Determine d:  

d is multiplicative inverse of e mod (f(n)) (e * d) mod f (n) = 

1 d is the private key 

 

Encryption: 

A transfer the data m with the public key (e, n) to B receives 

the data m with the private key (d, n)  

Such that 0<m<n  

C=m
e
 mod n 

 

Decryption:  

B will be gotten the data or message m throws the cipher text 

to plain text. B is used private key d. m= c
d
 mod n A will be 

used the public key and transfer the data plain text to cipher 

text. Mod n B can recover the original data or message. 

The above is a normal RSA algorithm which is used widely 

for encrypt and decrypt the data or information. In which we 

use two prime numbers. Now below is an example where we 

use more than four prime numbers to encrypt the data or 

information. In this example first we select five variable for 

five different prime numbers, than calculate the value of ‘n’ 

by multiplying those variables (p*q*r*s*t), after that we 

calculate f(n) by subtracting those variable by 1(one) and 

multiply (p-1)*(q-1)*(r-1)*(s-1)*(t-1). 

Than we have to select ‘e’ which we will use to get the 

ciphertext but the ‘e’ must be a number which 1<e<f(n), 

After that we get public key=(n,e),than we calculate the ‘d’ 

which is use for private key so the ‘d’ multiplicative of 

e(mod f(n)), now we have private key =(n,d). After getting 

public key and private key we have to put a massage or data 

in a formula to get the ciphertext which is:
 
 

                              c=m
e 
mod n 

       Here c= ciphertext, m=message or data. After 

calculating we get our ciphertext which is sent to network. 

To decrypt the ciphertext into original message we have: 

                              m=c
d
 mod n  

Here m= message or data, c=ciphertext. After calculating this 

we get the original message which is sent by the first user. 

This process can be understood by an example which is 

given below:  
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Example:  

Below is an example of RSA algorithm in which we use five 

prime numbers and get public key and private key.  

Select five prime numbers.  

• Calculate n=p*q*r*s*t  

       n=2*3*5*7*11 

       n=2310 

• Calculate f(n)=(p-1)(q-1)(r-1)(s-1)(t-1) 

f(2310) = (2-1) (3-1) (5-1)(7-1)(11-1) =480 f (n)=480  

• Select any number 1<e<480  

F (n) must not be divisible by e Let e=7 

• Select d, multiplicative of e(mod f(n))  

d= 343 

The public key is (n = 2310,e = 7)  

Private key is (n = 2310,d = 343)  

Given message m = 5 

Encryption: 

 C= 5
7
 mod 2310 = C = 1895. 

Decryption: 

 M = 1895
343

 mod 2310 = 5  

B got the original message (5) which is sent by A. 

IV. RESULTS AND DISCUSSION 

There are many cryptographic algorithms are available which 

are used to encrypt and decrypt the data over the network. 

The methods which we are going to apply provide 

improvement to secure our data and also help to transmit the 

data over the network if we apply these methods in RSA 

algorithm its make the algorithm very effective and more 

secure the proposed outcome of this research is to provide a 

better way to secure the data on internet from unauthorized 

users. The asymmetric key encryption algorithm RSA 

provides a batter result and makes our data very secure. 

 

V. CONCLUSION AND FUTURE SCOPE 

In this paper we use five prime numbers which provides 

more security over the network. In which we strive to get the 

quality that make the cryptography to have a best use of 

prime numbers. The prime numbers act very important role 

in RSA Algorithm. The large number is easily factorized or 

decomposes and the limited prime numbers are easily 

decomposed which will not be provided security over the 

networks. That’s why we used more than four prime numbers 

to provide more security and it is also not easily factorized or 

decomposes. To develop the RSA algorithm for prime 

numbers it can also used for more than five prime numbers.  
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