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Abstract— In this era of smartphones and gadgets assisted by high speed internet connectivity, the volume of data transmission and storage 

have gained a lot. As a result data security and confidentiality has become more important issue than ever.  Steganography is one data hiding 

technique which helps to send some secret message to the receiver by concealing it in a cover file. In this paper, we have focused on the 

Audio Steganography method.  The major challenge in audio steganography is to obtain robust high capacity steganographic systems. This 

paper presents a secure data transfer technique using Audio Steganography.  Here we have proposed a hybrid method combining modified 

Least Significant Bit (LSB) and spread spectrum based audio steganography methods. We have implemented the proposed method and 

compared the results with the other methods using two quality measurement techniques, namely, Peak signal to noise ratio (PSNR) and Mean 

Square Error (MSE). 
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I.  INTRODUCTION  

Modern development in technologies has created threats to 

secure data transmission in digital communication and 

networking. Cryptography and Steganography are the two 

techniques which support in attaining security goals. 

Cryptography involves scrambling of data by using different 

transformations whereas Steganography mainly deals with 

concealing the secret data in a cover media in such a way that 

presence cannot be identified [1]. The word ‘steganography’ 

is originated from a Greek word meaning covered writing 

[2]. With Steganography, we can conceal any digital data in 

any ‘innocent’ looking digital carrier. This secret information 

can be any simple plain text or cipher text, or even images. 

The main advantage of Steganography over cryptography is 

that in Steganography the messages do not invite any 

attention towards themselves [3]. In digital audio 

steganographic methods, the secret messages are hidden in 

digital sound.  The secret information may be hidden by 

making some small changes in the cover sound file. Various 

audio steganographic software can nowadays support hiding 

messages in WAV, AU, and even MP3 sound files. 

 

The terms used in steganography are: i) Cover Signal: A 

Cover signal is an innocent signal at which the secret 

information is embedded.  

 

 

 

 

 

 

      
 

a) Embedding                               b) Extraction 

 
Figure 1. Activity Diagrams for Embedding and Extraction 

Process[2] 

 

The Cover file can be any text, image, audio and video, ii) 

Stego file: The file which obtained after the secret message is 

embedded into the cover signal called stego signal, iii) Stego 

key: The Key is used for providing more security for the 

secret message. This key is optional during the encryption 

and decryption process. 
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In this paper, we are combining the LSB method and Spread 

Spectrum method in order to acquire high security of sending 

the texts so that the decoding process will be difficult for the 

users. Only the sender and receiver will know that it is multi-

level approach and how to decode the messages. 

Rest of the paper is organized as follows, Section I contains 

the introduction of steganography and its use in real life 

along with the basics of audio steganography, different 

methods of audio steganography is discussed briefly in 

Section II, Section III contain the proposed method, Section 

IV contains the results and discussion after the 

implementation of the proposed method, section V concludes 

research work with future directions.  

 

II. METHODS OF AUDIO STEGANOGRAPHY 

There are many encoding methods for performing audio 

steganography. The five of the most popular encoding 

methods for hiding data inside of an audio file are: LSB 

Coding [5][6][7], Parity Coding [8],  Phase Coding 

[9][10][11], Spread Spectrum [12][13][14], Echo Hiding 

[15]. 

 

Least Significant Bit (LSB) Method 

It is a time domain method of audio steganography where the 

LSB bits of the audio signal may be replaced by the bits of 

the secret message. The advantage of this method is that it is 

a simple and easy way of hiding Information with high bit 

rate. But the main drawback of this method is that sometimes 

it may be easy to extract and to destroy. 

 

Parity Coding Method 

In this method of audio steganography, audio Signal is 

broken into separate areas of samples and hide the secret 

message in the parity bit of each sample area. In the case of a 

mismatch between the secret bit and sample region’s parity 

bit, the LSB of one sample in the region may be flipped. 

Firstly XOR operation is performed on the LSB, and after 

that, the LSB of the sample may be modified or not 

depending on the result of message bit and XOR operation. 

The advantage is that more choices in encoding a secret bit. 

The drawback is that a large amount of data cannot be 

encoded. 

Phase Coding Method 

This method operates by replacing the original phase of the 

signal with a reference phase representing the secret 

information. The other segments phase is also tuned to 

synchronize with the relative phase between segments. This 

method is more robust, but the calculations may be really 

complicated and ability may be limited.  

 

Spread Spectrum Method 

Spread spectrum method is heavily used in communication 

these days, especially in mobile communications. In audio 

steganography also the spread spectrum method may be 

used. Here the secret information is spread over the 

frequency spectrum of the audio signal. Here the 

pseudorandom number generator like LFSR (Linear 

Feedback Shifty Register) may be used to spread the 

message over the sound file like a random distribution. 

Spread spectrum  method may show better performance    

compared  to  LSB  coding, phase  coding,  and  parity  

coding  techniques  in terms of  data  transmission  rate  

and  robustness [4]. 

 

Echo Hiding 

Echo hiding technique is another time domain method 

which hides the secret message in a sound file by using an 

echo into the discrete signal. When the strong signal 

disappears it is not capable of hearing with a weak signal. 

Therefore, the echo is used for embedding the secret 

message.  This method is resilient to lossy data 

compression algorithms. 

III. PROPOSED METHOD 

A. Embedding and Extraction Process using Spread 

Spectrum Method  

 

In Embedding process, we, first of all, take an audio file in 

.wav format. Then select secret text (.txt). Then convert the 

secret text ASCII value into binary format, e.g., A = 65 = 

01000001).  Thereafter we shall generate Pseudo-Random 

number using LFSR for every character in the message. Then 

we perform XOR operation between every character with its 

Pseudo-Random number and it gives an embedded message. 

We insert that embedded message in the audio file using the 

LSB method and it generates the stego-audio file. This stego-

audio file will be sent to the receiver with the secret keys. 

Encoding       

 

Example:  

 

Message: HELLO 

We will generate the pseudo random number for each 

character of (HELLO) 

PRN For H= 1 1 0 0 1 0 0 1 

PRN For E x= 0 1 1 0 0 1 0 0 

PRN For L x=1 0 1 1 0 0 1 0 

PRN For L x=0 1 0 1 1 0 0 1 

PRN For O x=0 0 1 0 1 1 0 0 

First embed H using its respective pseudo random number 

byperforming XOR operation. 
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H(72) =            0 1 0 0 1 0 0 0 

PRN For (H) = 1 1 0 0 1 0 0 1 

Embedded (H)= 1 0 0 0 0 0 0 1 

For other letters same procedure is followed: 

 

E(69) =            0 1 0 0 0 1 0 1 

PRN For (E) = 0 1 1 0 0 1 0 0 

Embedded(E)= 0 0 1 0 0 0 0 1 

  

L(76) =            0 1 0 0 1 1 0 0 

PRN For (L) = 1 0 1 1 0 0 1 0 

Embedded(L)= 1 1 1 1 1 1 1 0 

 

L(76) =             0 1 0 0 1 1 0 0 

PRN For (L) = 0 1 0 1 1 0 0 1 

Embedded(L)= 0 0 0 1 0 1 0 1 

 

O(79) =              0 1 0 0 1 1 1 1 

PRN For (O) = 0 0 1 0 1 1 0 0 

Embedded(O)= 0 1 1 0 0 0 1 1 

 

 

           For extraction, we first select the stego-audio file. 

Then we will enter the Secret key. Then we will extract the 

embedded message from stego-audio using LSB extraction 

algorithm. Lastly, we will perform XOR operation between 

every character of the embedded message with its Pseudo-

Random number by which we get our original message. 

 

Extraction      Example:  

                         Embedded (H)= 1 0 0 0 0 0 0 1 

Embedded (E)= 0 0 1 0 0 0 0 1 

Embedded (L)= 1 1 1 1 1 1 1 0 

Embedded (L)= 0 0 0 1 0 1 0 1 

Embedded (O)= 0 1 1 0 0 0 1 1 

 

PRN For H=  1 1 0 0 1 0 0 1 

PRN For E = 0 1 1 0 0 1 0 0 

PRN For L =1 0 1 1 0 0 1 0 

PRN For L =0 1 0 1 1 0 0 1 

PRN For O =0 0 1 0 1 1 0 0 

 

Then we will extract the original value of H from embedded 

(H) by performing XOR operation between embedded (H) 

and PRN of H. 

Embedded (H)= 1 0 0 0 0 0 0 1 

PRN of (H)= 1 1 0 0 1 0 0 1 

Original H(72)= 0 1 0 0 1 0 0 0 

Repeat the procedure for other letter also: 

Embedded (E)= 0 0 1 0 0 0 0 1 

PRN of (E)= 0 1 1 0 0 1 0 0 

Original E(69)= 0 1 0 0 0 1 0 1 

 

Embedded (L)= 0 0 0 1 0 1 0 1 

PRN of (L)= 0 1 0 1 1 0 0 1 

Original H(76)= 0 1 0 0 1 1 0 0 

 

Embedded (O)= 0 1 1 0 0 0 1 1 

PRN of (O)= 0 0 1 0 1 1 0 0 

Original H(79)= 0 1 0 0 1 1 1 1 

 

B. Embedding and extraction using XOR-LSB Method 

 

After this, we shall use the LSB method in order to acquire 

high security of sending the texts so that the decoding 

process will be difficult for the users. Only the sender and 

receiver will know that it is multi-level approach and how to 

decode the messages. 

 

Firstly, for embedding, we shall take an audio file as an input 

so that we can hide the messages. Then we will embed the 

original secret text message in the input audio file that we 

have taken with the help of the previous technique. Now we 

will set the password for embedding the secret message text. 

Then we will get the stego audio file for the original text 

Message. Now we will create a duplicate secret text message 

 Now we will embed the duplicate secret message in the 

resultant stego audio for the original text message with the 

LSB technique. Then we will set the password for the secret 

message while embedding. Lastly, we will get our final stego 

audio 

 

The receiver will extract the final stego audio file with the 

LSB Technique by entering the password of duplicate secret 

message. After extracting, the receiver will get the extracted 

duplicate text message and the stego audio after extracting 

duplicate text message.  Now the receiver will extract that 

stego-audio with the help of previously mentioned technique 

by entering the password of original secret message. Then 

the receiver will get the extracted original text message and 

original audio file. 

IV. RESULTS AND DISCUSSION 

A. Performance Metrics 

Performance Metrics are used to measure the performance of a 

particular algorithm. It is also used to check whether the algorithm 

is efficient or not. In this paper, we have considered two 

performance metrics, namely, Peak Signal to Noise Ratio (PSNR) 

and Mean Square Error(MSE) [16]. These two metrics are defined 

below: 

 

PSNR (Peak Signal to Noise Ratio): 
 

The Peak Signal to Noise Ratio (PSNR) depicts the measure of 

reconstruction of the compressed image. In steganography, this 

metric may be utilized to differentiate between the cover and stego 

image. The easy computation is the advantage of this measure. It is 

formulated as: 

                       PSNR = 10log2552 ∕ MSE. 
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A low-value PSNR shows that the constructed image is of poor 

quality. 

 

Mean Square Error (MSE): 
 

Another most widely used quality measurement technique is Mean 

Square Error (MSE). The MSE can be defined as the measure of the 

average of the squares of the difference between the intensities of 

the stego image and the cover image. This technique is popular due 

to its tractability. It is represented as: 

 
 

where f(i,j) is the original image and f'(i,j) is the stego image. A 

large value for MSE means that the image is of poor quality. 

 

B.Results 

 

Table 1.  Results of Modified LSB Method using XOR   

 

Audio 

File  

Text 

File 

Audio 

sampl

e in 

KB 

Ext 

Sam

ple 

PSNR MSE 

Audio 1 Text 1 3471 90 70.776 8.7995e-08 

Audio 1 Text 2 3471 300 68.246 1.4305e-07 

Audio 1 Text 3 3471 1200 54.270 3.6908e-06 

Audio 2 Text 1 10,508 90 70.729 8.4823e-08 

Audio 2 Text 2 10,508 300 70.385 8.9205e-08 

Audio 2 Text 3 10,508 1200 69.692 1.1254e-07 

 

Table 2.  Results of Spread Spectrum  Method using LFSR 

Audio 

File  

Text 

File 

Audio 

sampl

e in 

KB 

Ext 

Sam

ple 

PSNR MSE 

Audio 1 Text 1 3471 90 70.512 8.7895e-08 

Audio 1 Text 2 3471 300 66.264 2.5065e-07 

Audio 1 Text 3 3471 1200 50.471 8.7908e-06 

Audio 2 Text 1 10,508 90 70.720 8.5823e-08 

Audio 2 Text 2 10,508 300 70.282 9.4505e-08 

Audio 2 Text 3 10,508 1200 68.293 1.3654e-07 

 

Table 3.  Results of Hybrid  Method using LSB and Spread Spectrum 

 

Audio 

File  

Text 

File 

Audio 

sampl

e in 

KB 

Ext 

Sam

ple 

PSNR MSE 

Audio 1 Text 1 3471 90 70.512 8.5695e-08 

Audio 1 Text 2 3471 300 66.261 2.4835e-07 

Audio 1 Text 3 3471 1200 51.025 8.7108e-06 

Audio 2 Text 1 10,508 90 70.727 8.2823e-08 

Audio 2 Text 2 10,508 300 70.826 9.3105e-08 

Audio 2 Text 3 10,508 1200 68.638 1.3154e-07 

 

 

In the first method of LSB using XOR the PSNR and MSE 

value is slightly greater than the spread spectrum method and 

the hybrid method using LSB and the spread spectrum 

method. But this method is actually less secured compared to 

the spread spectrum method. In the second method of spread 

spectrum the PSNR and the MSE value is slightly less than 

LSB using XOR but it has higher security than the LSB 

method using XOR because this method is more complex 

than the first method. But this spread spectrum method is less 

secured than the hybrid method. In the third method that is 

the hybrid method using LSB and the spread spectrum the 

PSNR and MSE value is slightly less than the first method 

but greater than our second method. But this method is 

having more security among all of the methods due to its 

complex nature. So we can conclude from the above tables 

and the observations that the hybrid method is more reliable 

to take due to its complex nature having a high value of 

PSNR and MSE and robust in nature. So after comparing all 

the three methods in this chapter, we have concluded that 

Hybrid Method using LSB and Spread Spectrum is the best 

among all of them.   

V. CONCLUSION AND FUTURE SCOPE  

This paper has looked in detail at the major techniques used 

for data hiding in audio files. We have proposed here a 

hybrid technique XOR-LSB and Spread Spectrum 

Technique. In that technique, we combined the modified 

LSB and spread spectrum by creating a duplicate message so 

that the attacker will get confused and do not understand 

which message is to be extracted. Also, this paper checks the 

performance of the various methods. This work can be 

extended by improving the performance of the methodology 

by making it more robust and less complex for the low-

frequency audio signal. Also, time consumption for 

embedding as well as for extraction of the watermark can be 

reduced. 
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