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Abstract—VANETSs are susceptible to safety threats due to cumulative dependence upon transmission, computing, and control
mechanisms. Therefore, securing the end to end communication in VANETs becomes a major area of research. Many
researchers have proposed several security protocols so far to improve the integrity, confidentiality, nonrepudiation, access
control, etc. to provide secure VANETS to its users. Therefore, the overall goals of security protocols of VANETS are to
recognize malicious nodes in the network by using suitable mechanism. In this work trustworthiness of VANETS has been
improved by using some well-known adaptive Neuro-fuzzy system tools to detect the attacks in more efficient manner.
Adaptive Neuro-fuzzy system tools have been used frequently to monitor the behavior of VANETSs nodes and evaluate some
malicious nodes based upon already developed model using historical knowledge of the same network. Since, training of the
model is based upon the various features of VANETS nodes therefore, it is able to monitor the attack even in complex
environment. Extensive analysis indicates that the proposed protocol outperforms others in terms of Packet Loss Ratio,
Throughput, End to End Delay and Average Download Delay.
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l. INTRODUCTION from a car to another by the way of direct forwarding or

carry as well as forwarding. VANETSs also permit vehicles

In this time private vehicles as well as transport vehicles  for connecting to RSUs that are linked to the Internet as well

such as car, scooter, motorcycles, truck, buses that are as are often interconnected with one another with a mesh

general utilized by incredible number of people. The  network.

significant issue is the quantity of sufferers rising because of

the highway accidents that will be brought due to more

utilization of transport [1], according to the World Health

Organization, number of people expire every year across the

world due to vehicle collisions on the highway, about 50
thousands of people indignant in vehicular incidents[2],

Therefore researchers of computer networking area
planned a notion of wireless networks called VANETS that
are categorized as a specific form of MANETs. With the
emergence of MANETS, researchers conceptualized the
scheme of connecting vehicles giving growth to VANETS
that are the important topic for engineers working to turn cars
into intelligent technology which commune for security as
well as comfort purposes. It is independent as well as self-
organizing wireless communication network, where nodes in
VANET occupy themselves as servers or clients for
exchanging as well as sharing data. Figure 1. An Illustration of the VANETS

A VANET is created by vehicles which can be built with VANET may be the powerful technology which could
wireless communication devices, positioning systems, as  give reliable vehicle to roadside infrastructure (V2I)
well as digital maps. In VANETS, a packet could be relayed  communication and vehicle to vehicle (V2V) [1]. VANETs
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are tend to be auto configuring network exactly where nodes
are vehicle as well as WIFI technological innovation are
helpful to confirm these kind of network [3],[4]. VANETS
contain On Board Units (OBUs) and Roadside Units (RSUs).

A. Vehicular ad hoc networks

A promising area for the application of MANET is in the
automotive sector. An individual vehicle generates a lot of
self-contained information, available only to that particular
vehicle. Vehicular Ad-hoc Networks (VANET) is a special
category of MANETs which is composed of moving
vehicles, acting as nodes. VANET is aimed at increasing
inter-vehicular communication, so that information collected
in a vehicle can be shared with other vehicle users, with the
aim of improving driving experience. VANET nodes take on
the role of sender, receiver and router to broadcast
information to the vehicular network. They do not require
any infrastructure and use On-Board Units (OBU) and Road
Side Units (RSU) like traffic signals and base stations for
communications.

VIR

Figure 2. Vehicular communication in VANETSs

Vehicles can collect the essential information and share it
with other vehicles. This information can be related to the
traffic jam situation, road condition detection, accident
warning, tourism information, etc. The collected information
would be helpful for the users to plan their route. VANETS
acts as a safety aid for the driver and passengers too. If the
person caught up with some abnormal situation, current
positional information of the vehicle can be sent to the police
station or nearby hospital [3].

V2R communication is expensive as a large number of
base stations and RSUs are needed to cover all the roads. To
get some nearby information such as parking station, petrol
stations, saloon etc.; it is important to have V2R
communication. The work carried out in this thesis considers
only V2V communication. The term node and vehicle are
used interchangeably throughout the thesis. VANET is a kind
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of mobile ad-hoc networks with various distinct
characteristics which evolve diversified prerequisites for it.
The following section discusses all these important
characteristics.

B. Characteristics of VANET

When WBAN is used as health purpose, the collected data
has healthiness information. This information must be safe
and not being accessed by unauthorized entities. Non reliable
or insecure communication may highly affect health
assistance of patient, so the communication must be reliable
in wireless body area network (WBAN) [5]. Reliable and
Secure communication is also necessary for another
application of WBAN.

VANETs are characterized by high node mobility,
constrained movement of nodes due to road topology, highly
obstructive deployment fields and a chance for heavy
congregation of nodes. There are a number of characteristics
which differentiate VANETs from other ad-hoc networks
listed as follows:

e Uneven distribution of vehicles on the roads affects
the network connectivity. There are frequent
network disconnections if the vehicle density is low.

e Vehicle speed depends on two factors, driver’s wish
and the congestion on the road.

e Due to the flexible speed of vehicles, there is a
consistent change in the network topology.

e Communication end points are not defined by
identifiers; instead they are defined by geographical
areas.

e Nodes are vehicles, so there is no energy (power)
and computation constraints.

e Vehicles are equipped with on-board sensors to get
the location information which is required for
communication.

e The mobility pattern of nodes is constrained as per
the roadways, traffic rules, etc.

e Speed values and variations of VANET nodes are
higher than the nodes of MANETS.

e Communication environment is either a highway or
a city traffic scenario.

e Vehicles moving in the same direction and similar
speed generally have a stable communication than
vehicles moving in the opposite directions.

e The delay in sending the message is vital for some
applications. For instance, if the vehicle in the front
applies the brake, this message should be delivered
to all the following vehicles instantly. The late
arrival of the message is of no use in critical
situation.

e While designing a network protocol for VANETS,
the mobility model and prediction about the future
position of a vehicle are important.
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C. Problem Identification

In the literature review, some of the latest and standard paper
are discussed in which, it is found that VANETSs have
potential to change the system individuals travel through the
formation of a safe interoperable wireless transportations
system which comprises different vehicles, mobile phones,
traffic signals etc. But, VANETS are susceptible to safety
threats due to cumulative dependence upon transmission,
computing, and control mechanisms. Therefore, securing the
end to end communication in VANETS becomes a major area
of research. Many researchers have proposed several security
protocols so far to improve the integrity, confidentiality,
nonrepudiation, access control, etc. to provide secure
VANETS to its users. Therefore, the overall goals of security
protocols of VANETS are to recognize malicious nodes in
the network by using suitable mechanism.

In this work trustworthiness of VANETs will be
improved by using some well-known adaptive Neuro-fuzzy
system tools to detect the attacks in more efficient manner.
Adaptive Neuro-fuzzy system tools will frequently monitor
the behaviour of VANETs nodes and evaluate some
malicious nodes based upon already developed model using
historical knowledge of the same network. Since, training of
the model is based upon the various features of VANETS
nodes therefore, able to monitor the attack even in complex
environment.

Rest of the paper is organized as follows, Section I
contains the introduction of VANETS , Section Il contains
the related work of methodologies used by various
researchers, Section Ill explains the proposed methodology
with flowchart, Section 1V describes the results and
discussions, Section V provides the conclusion.

Il. RELATED WORK

Various researchers are trying to solve many problems that
are underway in data dissemination in vehicular adhoc
networks. A few of the related issuesto VANET are
discussed.

Wau et al. [2] proved that network coding is widely utilized in
the broadcasting approaches of VANETs because network
coding has ability to enhance the packet delivery ratio. But, it
will bring pollution attack into the network, making the
decoding process error. Therefore, vehicles are unable to
recover the actual information. Thus, a signature based
approach is required to validate a section without decoding.

Terri et al. [4] designed two collaborative-based approaches
i.e. Group Reputation (GR) and Cooperative Detection (CD).
Both techniques have ability to detect malicious nodes at
MAC-layer in VANETSs. Both approaches outperform over
the available techniques for detecting the Distributed Denial
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of Service (DDOS) attacks only. However, performs poorly
especially in case of wormhole and grayhole attack detection.

Hasrouny et al. [5] demonstrated an improved attack
prediction technique. This technique can predict several
kinds of VANETS attacks. Due to its complex methodology
this approach comes up with potential overheads. Thus, not
so efficient for real time applications.

Rupareliya et al. [6] proved that the authentication of
information plays a significant role in VANETS. Therefore,
providing end to end security become a significant role in
VANETs. Watchdog and Bayesian filter based attack
detection and prevention technique is implemented to
improve the attack detection rate.

Zaidi et al. [7] implemented an intrusion detection system
(IDS) for VANETs. IDS can be determined using the
existence of rogue nodes (RNs) which can initiate several
VANETs attacks. The designed approach has ability to
monitor a false data attack by considering statistical
approaches effectively and can also monitor other kinds of
attacks.

Mehdi et al. [8] proposed a game theory based safety
approach for VANETSs. This technique is based on an
attacker and defender security game to monitor and detect
the malicious vehicles. This approach has ability to detect the
DDOS attack in more efficient way compared to earlier
approaches.

Safi et al. [9] designed a secure end to end vehicular
communication protocols which allows only authentic
vehicles to transmit the data between vehicles. Thus, it
prevents the unauthorised vehicles to communicate with
authenticated devices and vehicles. However, this technique
fails whenever any kind of attack occurs in the VANETS.

Muthumeenakshi et al. [10] implemented an Extended Three-
Party Password based Authenticated Key Exchange (E-
3PAKE) approach. It has priority based applications which
addresses the end to end security issue in available
approaches. E-3PAKE concentrates on a server-client safety
protocol and batch message communication to enhance the
accuracy of attack detection techniques.

Oliveira et al. [11] proved that the cooperation among
vehicles are required to improve the security of VANETS. An
adaptive broadcast technique is proposed, which can deliver
efficient end to end secure communication between vehicles.
Typically, this technique utilizes several methods to
dynamically regulate the attack detection rate.

Bittl et al. [12] implemented a novel data retrieval approach
for improving the robustness of backbone to DDOS attacks
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and reduced the size of nodes' request messages. Thus,
designed approach has better throughput compared to earlier
approaches. Because the packet size is quite less compared to
earlier DDOS attack detection ratio.

Dietzel et al. [13] implemented three graph-based measures
to measure the redundancy of VANET routing techniques.
These measures are applied on geo-cast protocol.
Experimental results have proved that the proposed
technique behaves almost optimally from a routing
effectiveness. But fails to provide satisfactory redundancy for
information consistency approaches in several scenarios.

O.A. Wahab et al. [14] has studied a numerous knowledge
dissemination methods utilised in VANETS. In vehicular
offer hoc sites knowledge move is usually finished with the
aid of multi-hop conversation in that the top speed cars are
working as the info carrier.

Medetov, S, et al. [15] storied versatile program which
allows each car to instantly embrace probably the most
appropriate dissemination system to be able to match the
caution concept supply plan to each unique condition was
studied.

Farooq, M. U, et al. [16] learned a bee-inspired algorithm for
data dissemination in VANETSs was learned wherever baby
bees conversation together just in bee hives was taken as
base for communication. The planned algorithm exploits bee
conversation rules allowing cars talking with each other.

Sanguesa, J. A, et al. [17] learned knowledge dissemination
methods and their benefits and limits were also studied.
Their major intention is to supply a construction for
knowledge dissemination in Vehicular ad-hoc sites such that
it can be quite a variable enough to adjust to different
vehicular traffic problems common worldwide.

M. Chagfeh et al. [18] proposed an ETSI Geo-networking
standards to efficiently handle the forwarding over VANETS.
Their approach is suitable for urban scenarios. But, the test of
practicality is not carried on the real time. The authors
focussed on ETSI Geo networking standards to efficiently
handle the forwarding over VANETSs. The authors have
provided a novel strategy for data dissemination in multi-hop
VANET. Their approach relies on the traffic estimation to
provide selective broadcast in vehicular networks. Their
approach provides low overheads and high packet delivery
ratio.

The review has shown that the most of the existing

techniques have neglected at least one of the following issues
while detecting the attack in existing environment.
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e The utilization of adaptive Neuro-fuzzy system
techniques such as neural networks, support vector
machines, Neuro-fuzzy systems are ignored by the
majority of existing VANETS researchers.

e Majority of existing protocols are based upon
certain specific attacks only like DDOS based attack
detection, Sybil attack detection, Wormhole attack
detection, Black hole attack detection etc. Thus, in
such kind of protocols researchers assumed that
only one kind of attack exist at a time.

e The use of the historical information of VANETS is
ignored while detecting the attacks, which can be
beneficial to detect malicious nodes in more
promising manner.

I1l. METHODOLOGY

To do research we will use MATLAB (versionl5a). It is
a High-level language which is utilized for numerical
calculation, representation, and application improvement. It
has an Interactive domain for iterative investigation,
configuration and critical thinking. It gives backing to
recreation of TCP, directing, and multicast conventions over
all systems remote. It provides support for simulation of
TCP, routing, and multicast protocols over all VANETS
networks. The proposed convention performs in wired and
remote systems. In this we will build an adaptive neuro-
fuzzy system approach which incorporates a lot of versatile
operators in the pursuit space. The adaptive neuro-fuzzy
system based approach will have the ability to detect
multiple attacks in VANETs by using various adaptive
neuro-fuzzy system approaches.

Steps involved in developing the proposed technique in
MATLAB tool.

Stepl: Generate the new catalog in MATLAB with any
name where we can put our protocol.

Step2: Append the different records like packet, routing and
configuration in the new catalog.

Step3: Initialize the system.

Step4: Organize network arbitrarily in defined VANETS
field.

Step5: Apply adaptive Neuro-fuzzy system approaches to
assess the multiple attacks in VANETS.

Step6: Evaluate the effect of network range and node
scalability on the proposed adaptive Neuro-fuzzy system
based attack detection for VANETS

Step7: Compare the proposed technique with existing attack
detection protocols based upon different quality metrics.
Record the data & run the simulation code for wireless &
wired networks.
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Load training data of VANETS attacks for developing the supervised model

v

Apply data pre-processing

v

Apply adaptive Neuro-fuzzy system technique

y
Initialize training weights

Iy ;¢

Update training weights according to VANETSs

'

Accept new weights as trained model

No

Algorithm
termination
condition

A

l Yes

Load runtime
VANETS data

A 4

Evaluate VANETS
features

Apply adaptive Neuro-fuzzy system

A

'

Classify attacks if any

Figure 3. Flowchart of the Proposed Technique

VANETS coding

IV. RESULT ANALYSIS AND DISCUSSION

organizations. The existing and proposed

techniques are implemented on a Windows (2.4 GHz Intel i7

processor with 4 GB RAM and 1 TB memory). Table 1 has

In order to assess the efficiency and competence of the
proposed technique, MATLAB based simulation is done for
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shown various different constants and variables essential for
simulating the work. It has been observed that proposed
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technique outperforms existing technique in terms of
Average download delay, Throughput, End to end delay,
packet loss ratio. These parameters are generally standard
values utilized as standard for VANETS. To be able to
implement the proposed algorithm, design and
implementation have been done.

Table 1: Experimental setup

Parameter Value
Level_of agg 1.5
Speed_of vehicle 10:10:50
D 50:50:150
N 50

minl 20

max1 80

ointl 8

oint2 12
simu_time 10

1. Packet Lost Rate: Package damage occurs when number of
packages of internet data over a laptop fail to get to their
particular destination. Package damage can be calculated as a
percentage of package damage rates as compared to the
package sent.

Table 2: Packet Loss Ratio

Nodes Existing Proposed
5 14.3700 1.4963
10 22.4870 1.6336
15 34.8395 2.1234
20 45.7268 2.5615
25 58.6135 2.6077
30 63.5720 3.1423
35 76.8456 4.1230
40 89.8437 4.1023
45 97.5456 4.6103
50 138.2748 5.5281

Packet Loss Ratio Evaluation

I EXISTING
I PROPOSED | |

METRIC VALUE

L) B
NUMBER OF NODES

Figure 4. Represent the packet loss rate
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Figure.4 demonstrates the analysis of Packet Lost Rate
among the pre-existing and our proposed technique. In this
figure, red line represents the proposed technique and blue
line represents the previous one. In our case the proposed
Packet Lost Rate are reasonably lower than the existing one.

2. Throughput: Throughput is actually the maximum charge
connected with manufacturing or the maximum charge when
something might be processed. Network throughput is
actually the speed associated with the successive message
supply on the communication channel.

Table 3: Throughput

Nodes Existing Proposed
5 11.1437 6.7037
10 7.3664 14.3664
15 6.1605 21.8766
20 5.2732 29.3923
25 4.4280 37.4385
30 3.7563 44.8540
35 3.2375 51.8770
40 2.9984 59.8977
45 2.1563 67.3897
50 1.5245 74.4719

Throughput Evaluation

I =STING
Foln I FROFOSED ||

METRIC VALUE
=]

1 2 3 4 5 B 7 g 9 10
NUMBER OF NODES

Figure 5. Represent the throughput
Figure.5 demonstrates the comparison of Throughput among
the pre-existing and the proposed method where X-

coordinate represents the Iterations and Y- coordinate values
represents the Throughput per Iteration.

In our scenario the proposed technique’s Throughput
reasonably higher than the pre-existing technique.

3. Average Download delay

It represents the time spent during the receiving of packet. It
is basically the difference between packet arrived at node and
the time packet is extracted at that node.
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Table 4: Average Download Delay

Nodes Existing Proposed
5 25.8957 15.1950
10 35.0577 24.9990
15 46.8075 37.1415
20 58.0048 45.8657
25 78.5689 56.9600
30 89.6407 67.4586
35 111.3880 88.4536
40 147.6137 94.8645
45 178.3184 105.7864
50 200.7825 154.4585
Average Download Delay Evaluation

260 —— —————————
I EXISTING
I FROPOSED

150 + 1

100 | B

METRIC YALUE

50 B

1 2 3 4 5 B 7 8 9 10
NUMBER OF NODES

Figure 6. Represent the packet loss rate

Figure.6 demonstrates the evaluation of Average Download
delay among the pre-existing and our proposed technique in
which the X-coordinate represents the Iterations and the Y-
coordinate represents the Average Download delay per
Iteration.

In our scenario the proposed technique Average Download
delay is reasonably lower than the pre-existing technique.

4. End to End delay

This metric represents the average delay experienced by the
received data packet to reach the destination.

Table 5: End to End Delay

Nodes Existing Proposed
5 21.8957 11.1950
10 34.0577 22.9990
15 44.8075 34.1415
20 56.0048 44.8657
25 74.5689 58.9600
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30 86.6407 69.4586

35 101.3880 82.4536

40 137.6137 100.8645

45 168.3184 115.7864

50 192.4563 159.4585

End to End Delay Evaluation
200 T T T T T T T
I S TING

180 - I FROPOSED [

160 - b

140 4

120 B

100 - B

METRIC YALUE

80 b

B0 b

40+ 4

20r E

1 2 3 4 5 B 7 8 9 10
NUMBER OF NODES

Figure 7. End to end delay

Figure 7. Demonstrates the comparison of End to End Delay
among the pre-existing and the proposed technique. In this
figure the red colored lines represents the proposed technique
and blue colored lines represents the pre-existing technique.
In our scenario the proposed End to End Delay is reasonably
lower than existing one.

V. CONCLUSION

In this work an efficient data dissemination approach is
proposed which not only improves the vehicle connectivity
but also improves the QoS between the source and the
destination. It utilizes properties of firefly optimization
algorithm in collaboration with the fuzzy logic. The proposed
approach is examined and in contrast to the present state-of-
the-art approaches. The effectiveness of the proposed
approach is demonstrated when it comes to the achievement
of significant results in the parameters namely Packet Loss
Ratio, Throughput, End to End Delay and Average
Download Delay in comparison with existing approaches. In
future the proposed approach will be further extended to
accommodate different scenarios by following rural,
highway, sub-urban and urban conditions.
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