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Abstract— Network Intrusion Detection System (NIDS) is one of the best solutions against network attacks. Attackers also 

dynamically change tools and technologies. Powerful network security analytics is not a function of making use of simply one 

approach. To detect emerging threats, a network intrusion detection system should be able to use a mixture of techniques. In 

this research we start off evolved via collecting the proper information for complete visibility and the usage of analytical 

strategies along with behavioral modeling and deep learning. All that is supplemented by means of global threat intelligence 

that is aware about the malicious campaigns and maps the suspicious conduct to a recognized threat for extended fidelity of 

detection. In this research we prepare multichannel deep learning approach and incremental learning approach to enhance 

detection rate. 
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I. INTRODUCTION 

 

One of the primary issues nowadays for organisation 

networks is safety. Many reputed organization networks and 

internet based offerings have been down with several attacks 

by the hackers. To guard the network infrastructure and 

internet through conversation, several strategies have been 

developed. The usage of firewalls, cryptography and VPN 

(virtual private networks) are some of them [15]. Identify 

intruders is a completely new phenomena to such techniques. 

IDS techniques can be used to acquire the facts from 

regarded assaults and discover if attacker tries to attack host 

or network. This approach can be used to reinforce the 

network security. To guard from numerous attacks, 

protection system can be set of tools [23], together with: 1) 

Firewalls to stop malicious traffic of network. 2) IDS to 

discover unauthorized activity to get into the machine or 

community. 3) Vulnerability evaluation equipment to locate 

security breaches in the network [24].  Information gathered 

from these tools is used to outline regulations on firewalls to 

thwart protection breaches from intruders. 

 

IDS heavily use machine learning techniques now a days 

[7].Most of machine learning technique comes under shallow 

learning, they are not able to solve large data classification 

problems which create problem to identify network intrusion 

in real network traffic. Traditional Machine Learning 

algorithms are not that much efficient and effective. Shallow 

learning is not suitable for intelligent systems and high 

dimensional learning with large datasets. 

 

In comparison, deep learners have ability to extract higher 

representations from the data set to create a lot better models. 

As a result, intrusion detection technology has experienced 

fast improvement after falling into an enormously slow 

duration. In this research we proposed deep learning base 

model [9]. Deep learning achieves excessive degree of 

abstractions from data via the use of a complicated structure 

or composition of non-linear variations. Consequently, we 

are able to accumulate an excessive detection rate. We train 

the model through the use of NSL-KDD dataset and measure 

the overall performance [5]. 

 

Threat intelligence referred as cyber threat intelligence 

(CTI), is analyzed, organized and refine information about 

crucial attacks that impact organization [16]. The main goal 

of threat intelligence is provide information to organization 

to understand risk and impact of common and extreme level 
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of cyber threat, some threat intelligence also provide 

resistance against zero day attack, APTs (advance persistence 

threat) and exploits. Here threat indicator is insider threat as 

well as partial indication of main threat as well, the 

importance of threat feeds is identify kind of attacks or 

threats impact most in organization [10]. Threat intelligence 

provide depth knowledge about threat to help organization to 

protect itself from different type of attacks that can do most 

damage. 

 

The rest of the paper is organized as follows: Segment 2 of 

this paper describes Literature Review. Segment 3 discusses 

about Deep Learning Segment 4 explain basics about Threat 

Intelligence. Segment 5 discusses proposed network 

intrusion detection system with deep learning and threat 

intelligence. Segment 6 discusses performance measures and 

experimental results of proposed model. Conclusion and 

future work are drawn in segment 7. 

 

II. LITERATURE REVIEW 

 

A survey regarding network anomaly detection methodology 

is given in [15]. Different Machine Learning Techniques for 

Intrusion Detection and its Comparative Analysis is given in 

[3].Adaptive Hybrid method for Network Intrusion Detection 

and Comparison among Machine Learning Algorithms is 

mentioned in [14].Authors in [1] describe Evaluation of 

Machine Learning Techniques [17] for Network Intrusion 

Detection. Network threats detection system using fuzzy 

logic explained in [8].Authors in [10] have explained 

Classification of Attack Types for Intrusion Detection 

Systems using a Machine Learning Algorithm. A Survey of 

Data Mining and Machine Learning Methods for Cyber 

Security Intrusion Detection explained in [6]. In [5] A Study 

on NSL-KDD Dataset for Intrusion Detection System Based 

on Classification Algorithms was evaluated. Performance 

Evaluation of Supervised Machine Learning Algorithms for 

Intrusion Detection is done in [7].  Network Intrusion 

Detection has different Classifiers, comparisons of them 

explain in this paper [2]. Deep Learning based Multi-channel 

intelligent attack detection for Data Security and a deep 

learning approach to network intrusion detection explained in 

[9], [13], [24].Threat intelligence and its implementation 

explain  in [16],[20],[25]. 

 

III. DEEP LEARNING 

 

Despite the significant advances in NIDS technology, the 

majority of solutions still operate using less-capable 

signature-based techniques, as opposed to anomaly detection 

techniques. Regardless of the extensive advances in NIDS 

generation, the majority of solutions still perform using much 

less-successful signature-based strategies, rather than 

anomaly detection strategies [3]. There are several motives 

for this reluctance to exchange, including the high false error 

rate (and associated expenses), difficulty in acquiring 

dependable training data durability of training facts and 

behavioural dynamics of the device. They’re worried with 

three primary limitations, which make a contribution to this 

network safety challenge. 1) Volume of network data 2) In-

depth monitoring 3) distinct protocols and the variety of data 

[9]. A research vicinity currently receiving tremendous 

interest throughout multiple domain names is that of deep 

learning. That is an advanced subset of machine learning, 

which can conquer some of the constraints of shallow 

learning. 

 

Deep learning approach is enhanced version of neural 

network architectures, because of that deep learning referred 

as deep neural networks. Term deep used as number of 

hidden layer in neural networks. Deep learning provide 

facility of prepare model of complicated relationships and 

ideas using multiple levels of data representation 

[13].Following are the neural network with are part of Deep 

Learning. 

 

IV. THREAT INTELLIGENCE 

 

Threat intelligence solutions collect raw information about 

rising or present threat actors and threats from some of 

resources [20]. This data is analyzed and filtered to produce 

threat intelligence feeds and control reviews that incorporate 

data that can be used by automated security manage 

solutions. The primary goal of this kind of protection is to 

maintain corporation knowledgeable of the dangers of 

advanced persistent threats, zero-day threats and exploits, 

and how to shield towards them [16]. While carried out 

nicely, threat intelligence can assist to reap the following 

targets, ensure you stay updated with the often overwhelming 

volume of threats, which includes techniques, vulnerabilities, 

objectives and bad actors. Help you turn out to be more 

proactive about future cybersecurity threats [1]. Keep 

leaders, stakeholders and customers informed about the 

modern-day threats and repercussions they might have at the 

commercial enterprise. 

 

A threat intelligence feed (TI feed) is an ongoing movement 

of information associated with potential or current threats to 

an organization’s security [25].Examples are Alienvault, 

Exploitalert, Infosec, Emerging Threats IDS Rules. 

 

V. PROPOSED NIDS WITH DEEP LEARNING AND 

THREAT INTELLIGENCE 

 

The growing complexity inside the organization network has 

created many blind spots. These days, employees are 

connecting to the network from many locations and from a 

couple of devices. The variety of smart system having access 

to the network and the use of public cloud services keep 

growing. 
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To detect and respond to advanced threats, we combine three 

techniques  

 

1) Behavioural Modelling  

2) Deep Learning  

3) Threat Intelligence 

Due to the fact attackers aren’t using just one technique to 

breach your network, proposed model employs more than 

one analytical strategies to detect threats early and enables 

ensure that the eviction is complete. 

 

Behavioral modeling 

Machine intently monitors the activity of every system at the 

network and is able to create a baseline of normal traffic. In 

addition, it also has a deep expertise of recognized anomaly 

traffic.  It applies near 100 distinct security events or 

behaviours that examine diverse types of traffic, including 

brute force login, scanning, suspect data loss, beaconing 

host, suspect data hoarding, etc. Further this security events 

differentiate to logical alarm categories. Certain security 

events generate alarm on their own. So the system is capable 

of correlate more than one, isolated anomalous incidents and 

piece all of them together to determine what sort of attack 

might be in play, and also tie it to a selected tool and user 

.The incident can be analysed by the time and associated 

sequence of events. This is best way to identify incident 

cause. Physicians inspecting affected person don’t examine a 

symptom in isolation to figure out what’s wrong. They 

examine overall condition of patient to provide diagnosis. 

Similarly, system records each anomalous activity within the 

network and looks at it holistically to generate contextual 

alarms that may assist safety teams prioritize risks. 

 

Apply Deep Learning 

Methodology which is proposed in this paper applies deep 

learning technique to identify latest threat and malicious 

traffic. It merge with cloud base multistage deep learning 

analysis in which it checks each threat behaviour globally 

that present in enterprise/organization. System examine user 

and device behaviour to identify malware signature, CNC 

communication, unwanted application and data exfiltration in 

organization environment. There are multiple stage of 

processing, in which aggregation of strategies from artificial 

intelligence, deep learning and mathematical data enables the 

network to self-learn its normal traffic so it is aware of 

malicious transactions. 

This capability is critical due to the fact that organization 

might also get lots of indicators day by day, and it’s now not 

feasible for resource-strapped security groups to analyze all 

those indicators. With machine learning and deep learning 

system process large amount of data with in fraction of time, 

which help to identify critical incidents in real time with high 

accuracy and is also help to suggest action plan against the 

incidents. 

 

In proposed model, to get desire accuracy we are going to 

implement multichannel training algorithm. In this we select 

best three deep learning algorithms among various 

algorithms (Neural Networks). We train our model with 

these three neural network and compare their results. Output 

of our proposed algorithm will be decided by voting of the 

results generated by neural networks. This will give high 

accuracy and less false positive and negative. 

 

Threat Intelligence 

One of the biggest advantage of attacker is that they can 

apply same attack to multiple targets, and they also 

successful because of the system have not latest threat 

definition that have only local view of threats. But what if 

local system have all information about malicious proxy IP, 

and  new signature of malware that is just introduce and give 

alert to global threat intelligence? By doing this system 

would easily identify threats, save time to detect new threats 

and increase its detection ratio. 

 

Effective network intrusion detection system is not rely on 

single technique. To detect latest advance persistent threats, 

system should stay ahead with solution which apply 

combination of techniques. This starts via gathering the 

proper statistics for comprehensive visibility and the use of 

analytical strategies including behavioural modelling and 

deep learning. All this is boost by Global Threat Intelligence 

that is aware of malicious movement and map its behaviour 

to recognized threats to increase detection rate. Proposed 

system apply every techniques that are discussed above to 

help organizations to identify and prevent attacks. 

 

To enhance our model capability we will implement 

incremental learning approach. Proposed model takes input 

from threat intelligence everyday. It converts into standard 

CSV format then CSV file is merged with seed dataset. By 

doing this, model gets all updated information every day that 

include new threat definitions. This approach enhance our 

model detection capability of new upcoming threats.  
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Figure 1 - Proposed Network Intrusion Detection System 

 

 

VI. PERFORMANCE MEASURES AND 

EXPERIMENTAL RESULTS 

 

Evaluation Metrics 

Using evaluation indicator we can evaluate performance, 

which is important to compare performance among 

numerous techniques or different datasets [10]. Accuracy is 

main parameter to evaluate performance of Network 

intrusion detection system. In this research we consider three 

evolution parameter which is describe bellow [10]. 

Accuracy defines the percentage of the total quantity of 

accurate classifications. 

Accuracy =    TP + TN / TP + TN + FP + FN  

Precision defines the total quantity of data appropriately 

predicted positive(anomaly) data over the number of instance 

predicted as positive(anomaly). 

Precision = TP / TP + FP    

Recall defines the percentage of appropriately predicted 

positive(anomaly) data out of the number of actual 

positive(anomaly)data[10] 

𝑅𝑒𝑐𝑎𝑙𝑙= TP / TP + FN  

 

Experimental Results 

It is clearly observed that the Deep Learning Algorithms 

achieve the highest accuracy. Now, as per proposed work we 

will develop different deep learning algorithms to find out 

which technique will give the highest accuracy , precision , 

recall and less response time. We develop number of neural 

networks namely Deep Neural Network, Deep Belief 

Network, Convolutional Neural Network, Restricted 

Boltzmann machine, Stacked Autoencoder. 

 

To implement incremental approach as describe in proposed 

work, Algorithm takes input from threat intelligence 

(alienvault) and prepare CSV file. This CSV file will be 

merged with seed dataset (NSL_KDD), then updated dataset 

is used to train model. Model takes input from threat 

intelligence everyday. Following are the attributes of NSL-

KDD. Below figure 6.14 shows merged file of TI feed and 

seed dataset. 

 

In proposed model to get desire accuracy we are going to 

implement multichannel training algorithm. In this we have 

selected Deep Neural Network, Deep Belief Network, and 

Convolutional Neural Network. We train our model with 

these three neural network and compare their results. Output 

of our proposed algorithm will be decided by voting of the 

results generated by neural networks. This will give high 

accuracy and less false positive and negative. 

Now, the comparison of existing five algorithm and proposed 

algorithm is given below.  
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Table 1–Comparison of existing neural networks with proposed neural network 

 Precision (%) Recall (%) Accuracy (%) 

Deep Neural Network 91.76 91.76 93.6 

Deep Belief Network 92.30 91.03 93.6 

Convolutional Neural Network 89.75 90.32 92.2 

Restricted Boltzmann machine 90.65 71.45 84.8 

Stacked  Autoencoder 86.33 85.61 89.2 

Proposed Algorithm  95.43 96.46 94.0 

 

VII. CONCLUSION AND FUTURE WORK 
 

To perceive network intrusion we introduce a methodology 

which use of deep learning with multichannel approach and 

threat intelligence with incremental model. Deep learning 

strategies are famous for its capability to deal with large-

scale statistics in recent times and overall performance of 

intrusion detection. There are numerous threat intelligence 

resources present which provide lists or APIs for gaining 

updated information about latest threats. Ex - alienvault, 

Exploitalert, ZeuS Tracker etc. Integrating deep learning 

with threat intelligence we will obtain incredibly high 

accurate system with less false positive/negative alerts. In 

future work, we will evaluate performance of developed 

algorithm with different dataset and threat intelligence feeds. 
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