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Abstract— To develop the security, a new image encryption method that uses a keyless approach for image encryption is 

proposed. Keyless approach increases the ability of the system from various types of attacks as compared to the asymmetric 

keys that are vulnerable to various types of attacks. For security check of the system hash algorithms (MD5 and SHA128) are 

applied which checks whether the image transmission over the web is manipulated in between the transfer from sender to the 

receiver.  The image is encrypted in such a way that it is not an easy task for the third party to recognize or create the original 

image by just seeing the encrypted image. Before the transfer of an image SHA128 and MD5 of the image is calculated. After 

the decryption of the image if SHA128 and MD5 of the system matches the image is not manipulated otherwise it is 

manipulated. So the Keyless approach, SHA128 and MD5 together increases the overall security of the system and make the 

system more secure by protecting it from different types of attacks. The outcome shows that the value of error matrix, PSNR is 

increased by approximately 8% and the values of MSE is about 31% of the encryption using divergent illumination and 

asymmetric keys which shows that the result are good in comparison of  the encryption using divergent illumination and 

asymmetric keys. 
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I.  INTRODUCTION  

With the worldwide use of internet and networking, millions 

of transactions are performed everyday ranging from 

exchange of credit card data to using an identity proof for 

identification. Ensuring the safety of data being exchanged is 

significant. With a rising amount of sensitive and mission 

critical-data in flight around the clock, the mainstream of 

organizations are actively working to develop offensive 

strategies against the inexporable and constantly evolving 

threatscopes. Every year millions of dollars are spent on 

deterrence of data frauds, including credit card forgery. 

Although the people are not aware of it, scientists are 

developing different image encryption techniques in order to 

protect important data specifically in data transmission. 

Presently some encryption algorithms are proposed to secure 

electronic communication, such as AES (Advanced 

Encryption Standard), which is a symmetric key algorithms 

means that the encryption and decryption keys are same. 

Moreover there is a Rivest-Shamir-Adleman (RSA) algorithm 

which is an asymmetric algorithm means there is a public key 

for encryption and an associated private key for decryption. 

But the problem with encryption using keys is that they are 

vulnerable to different types of attacks and lead to 

compromise the security of the system.  To improve the 

security, a new image encryption technique that uses a 

keyless approach for image encryption is proposed. Keyless 

approach increases the ability of the system from different 

types of attacks as compared to the asymmetric keys that are 

vulnerable to various types of attacks. For security check of 

the system hash algorithms (MD5 and SHA128) are applied 

which checks whether the image transmitted over the web is 

manipulated in between the transfer from sender to the 

receiver.  The image is encrypted in such a way that it is not 

an easy task for the third party to recognize or create the 

original image by just seeing the encrypted image. Before the 

transfer of the image SHA128 and MD5 of the image is 

calculated. After the decryption of the image if SHA128 and 

MD5 of the system matches the image is not manipulated 

otherwise it is manipulated. So the Keyless approach, 

SHA128 and MD5 together increases the overall security of 

the system and make the system more secure by protecting it 

from different types of attacks. 

 

II. RELATED WORK  

In the year 1994 Philippe Refregier, BahramJavidi[8] the first 

image encryption technique DRPE (Double Random Phase 

Encryption) started. In DRPE, the image is encoded with the 

help of two random phase masks and classical 4-f correlator 

into the noise like image. In the previous time it is combined 
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with the Fresnel transform, the fractional fourier transform, 

gyrator transform and phase truncation operations. To 

advance the security of DRPE, it is now been combined with 

other optical imaging techniques such as photon-counting 

imaging, iterative computational algorithms and compressive 

sensing. DRPE is one of the most popular optical image 

encryption method due to its straight forwardness. 

DRPE with Photon Counting: A photon-counting (PC) 

technique[13] has been combined with the DRPE technique 

for encryption and security verification. By combining DRPE 

with Photon counting it present an additional security layer 

against attacks. In photon counting imaging, the number of 

photons that arrive at a pixel can be restricted through a 

stochastic Poisson process. A sparse encrypted image is 

obtained by limiting the number of photons. As a result, the 

resultant decrypted image does not disclose the original 

information. 

Optical Encryption based on Diffractive Imaging: An optical 

multiple random phase mask encoding system is applied and 

one of the phase-only masks is chosen and laterally translated 

along a preset direction throughout the encryption process.[7] 

For image decryption, a phase retrieval algorithm is used to 

extract a high quality plaintext. The feasibility and 

effectiveness of the method are demonstrated by numerical 

results. This method can provide a new strategy as a 

substitute of conventional interference methods. 

In the above strategy all process is done on the symmetric 

keys. 

Asymmetric key Encryption 

Asymmetric Cryptosystem based on Phase Truncation 

Fourier Transform: [26] With the phase truncation in Fourier 

transform, one can be capable to produce an asymmetric 

ciphertext as real-valued and stationary white noise by using 

two random phase keys as public keys, while a authorized 

user can retrieve the plaintext using another two different 

private phase keys in the decryption process. The nonlinear 

operation of phase truncation, high robustness against 

existing attacks could be attained. 

Asymmetric Cryptosystem based on EMD: [27] The equal 

modulus decomposition (EMD) is an asymmetric 

cryptosystem based on coherent superposition which can 

oppose the specific attack. In this paper, we counter the 

vulnerability through an encoding technique which uses 

multiple diffraction intensity pattern recordings as the input 

to the EMD set up in the gyrator domain. This allows 

suppression of the random phase mask in the EMD path. As a 

result, the scheme achieves resistance to specific attack. The 

simulation results and the security analysis reveals that EMD 

based on multiple intensity pattern recording is an effective 

optical asymmetric cryptosystem suitable for securing data 

and images. 

OPTICAL IMAGE ENCRYPTION BASED ON INTERFERENCE : [28] A 

novel architecture for optical image encryption based on 

interference. The encryption algorithm for this new method is 

quite simple and does not need iterative encoding. The 

parameters of the configuration can also serve as 

supplementary keys for encryption. Numerical simulation 

results display the flexibility of this new method. 

Optical Image Encryption Using Divergent illumination and 

asymmetric keys: [1] In this scheme, the input image is 

encrypted by use of two random phase masks (RPMs) located 

at the input and the conjugate plane in a diverging spherical 

wavefield. Contrast with the schemes using planar 

illumination and symmetric keys, a significant variation is 

that constant change of positions of optical elements applied 

for encryption is allowed, resulting in decryption keys that 

are different from the encryption keys(or their conjugates) 

and inconsistent size display of encrypted/decrypted images. 

III. METHODOLOGY 

The algorithm of the proposed work is as follows: 

Setup 
Initialize all required variables 

Encryption 

Step1. I← read an image 

 Calculate MD5 and SHA128 of the original image 

Step2. R← get red channel of the image 

Step3. G← get green channel of the image 

Step4. B← get blue channel of the image 

Step5. Loop till end of the image pixel 

← R (i, j, k) + L value 

[b b1]← perform discrete wavelet transformation on the pixel 

using db1 

← replace matrix value with b 

End loop 

Step6. Repeat step 5 for green and blue channel 

Step7.  newImage←[R, G, B]// create new image 

Decryption 

Reverse steps to get decrypted value 

Step1. Get R, G, B channels from the new image 

Step2. Get inverse of DWT 

Step3. Subtract L value 
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Step4. Put R, G, B in one matrix to get the decrypted image. 

Testing 

Perform MSE, PSNR on the original and decrypted images. 
Calculate MD5 and SHA128 of the decrypted image, compare 
with original values. 

The flowcharts of the proposed scheme are: 

 

 

Encryption Scheme: 

 

 

 

 

 

Decryption Scheme: 

 

IV. RESULTS AND DISCUSSION 

Let a = 1     2     3     4 

            4     5     6     8 

            2     7     6     3 

            5     9     8     2       

be the matrix of dimension 4х4. 

To get L value, we have to add any random value to a (i.e 

128) 

L value= a+128 

L value= 129   130   131   132 

               132   133   134   136 

               130   135   134   131 

               133   137   136   130 

By applying discrete wavelet transform on first value of the 

matrix we get, 

dwt ((1+128),'db1') 

ans =182.4335 

same for the other values i.e. 

dwt ((4+128),'db1') 

ans =186.6762 

 dwt ((2+128),'db1') 

ans = 183.8478 

Get R, G, B 

channel from the 

new image 

 

 

Calulate MD5 and 

SHA128 

 
 

Get inverse of DWT 

 
 

Put R, G, B in one matrix 

 
 

Subtract L value 

 
 

Repeat step 5 for green and 

blue channel 

 

Create new image 

 

Read an image 

(Calculate MD5 and 

SHA128) 

 

Get Red channel  

 

Get Green channel  

 

Get Blue channel  

 

    (i) ←R(i, j, k) + L 

value                     

    (ii)b b1← perform DWT           

  (iii) ← Replace matrix 

value with b 
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By applying discrete wavelet transform:  

[b b1]= dwt (50,'db1') 

b = 70.7107 

b1 = 0 

From the arrangement of encryption and decryption scheme, 

we can see that the original and the encrypted image are 

different from each other and no one recognize the original 

image by seeing the encrypted image. By seeing the 

encrypted image even the user cannot recognize the original 

image so it is very difficult task for the third party to create 

the original image by just seeing the encrypted image. So the 

data sent over the web is secure and even if someone is able 

to see it, he/she will not get the idea what is it. 

Diagrammatic representation of the scheme: 

 
Fig.1(a)Original image(b) Encrypted image(c) Decrypted 

Image. 

COMPARISON OF VALUES OF MSE OF BOTH SCHEMES 

S. 

N

o. 

Encryption 

using 

Divergent 

illumination 

and 

asymmetric 

keys 

Proposed D= (Base-

Proposed) 

P=D/Ba

se*100 

Result

=(100-

P) 

Imag

e 

Code 

1 0.00119087 0.000296406 0.000894464 75.110 24.890 202 

2 0.00128345 0.000319551 0.000963899 75.102 24.898 201 

3 0.00195733 0.00048802 0.00146931 75.067 24.933 202 

4 0.00149222 0.000371744 0.001120476 75.088 24.912 203 

5 0.00145824 0.000363248 0.001094992 7.508 92.492 312 

6 0.00105412 0.00026222 0.0007919 75.124 24.876 300 

7 0.00124292 0.000309419 0.000933501 75.106 24.894 302 

8 0.00144482 0.000359919 0.001084901 75.089 24.911 305 

9 0.00157242 0.000391795 0.001180625 75.083 24.917 308 

1

0 

0.00148171 0.000369116 0.001112594 75.089 24.911 310 

 

Table No.1. Values of MSE for both the schemes 

Avg (Result) of MSE = 31.6634 

 

 

 

COMPARISON OF VALUES OF PSNR OF BOTH SCHEMES: 

 
S.No Encryption 

using Divergent 

illumination 

and 

asymmetric 

keys 

Proposed D= 

(Proposed-

Base) 

Result=
D/

Base
* 100 

Image 

Code 

1 77.3722 83.4119 6.0397 7.806 200 

2 77.047 83.0854 6.0384 7.837 201 

3 75.2142 81.2464 6.0322 8.020 202 

4 76.3925 82.4284 6.0359 7.901 203 

5 76.4925 82.5288 6.0363 7.891 312 

6 77.9019 83.9941 6.0422 7.756 300 

7 77.1864 83.2253 6.0389 7.824 302 

8 76.5324 82.5688 6.0364 7.887 305 

9 76.1651 82.2002 6.0351 7.924 308 

  10 76.4232 82.4592 6.036 7.898 310 

Table No.2. Values of PSNR for both the schemes 

 

Avg (Result) of PSNR= 7.8744 

 

Two Error metrics are used to compare the various image 

encryption techniques are the:  Mean Square Error (MSE) 

and the Peak Signal to Noise Ratio (PSNR). 

         The MSE is the cumulative squared error between the 

encrypted and the original image. 

       PSNR is a evaluation of the peak error. 

PSNR= 20*log10 (255/sqrt (MSE) 

 A low value of MSE means less error and there is an 

contrary relation between the MSE and PSNR, this translates 

to a higher value of PSNR. Logically, a elevated value of 
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PSNR is good because it means that the ratio of Signal to 

Noise is higher. Here, the signal is the original image and the 

noise is the error in reconstruction of the image. So, if you 

find a compression scheme having a lower MSE (and higher 

PSNR), you can find that it is a better one. 

The results shows that the value of error matrix, PSNR is 

increased by approximately 8% and the values of MSE is 

about 31% of the base scheme which shows that the result are 

good as compared to the base scheme. So the proposed 

scheme is more effective in optical image encryption and can 

be applied for image encryption in different fields which 

requires the high level of security. 

V. CONCLUSION AND FUTURE SCOPE  

The paper presented an idea of making more efficient and 

reliable image encryption scheme. In this paper a keyless 

approach for image encryption is presented that allow the 

system to encrypt the image by the use keyless image 

encryption scheme. The proposed approach aims to complete 

the task of image encryption without the manipulation of the 

image at receiver side, for that hash functions are applied. 

This feature makes the system more secure and reliable. Any 

user can calculate the value of hash functions (SHA128 and 

MD5) before the transfer of the image and check it after the 

decryption of the image. If the value of SHA128 and MD5 

matches the image is not manipulated. This feature makes it 

more secure as compared to the other techniques. The results 

shows that the value of error matrix, PSNR is increased by 

approximately 8% and the values of MSE is about 31% of the 

base scheme which shows that the result are good as 

compared to the base scheme. So the proposed scheme is 

more effective in optical image encryption and can be applied 

for image encryption in different fields which requires the 

high level of security. It is also observed that the encrypted 

image is completely unrecognizable from the original image 

so it is a tough task for the third party to guess the original 

image and the risk of data fraud is decreased in the proposed 

scheme. 
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