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Abstract— CAPTCHA (Completely Automated Public Turing Test to Tell Computers and Humans Apart) is a test to
distinguish a human from a robot. There are different kinds of CAPTCHA available and there security varies accordingly such
as text based CAPTCHA, picture based CAPTCHA, 3D CAPTCHA, Audio CAPTCHA and Gaming CAPTCHA. This paper is
based on gaming CAPTCHA and gaming CAPTCHA may have static object and targets, as well as dynamic, but only dragging
the object to the target is not supposed to be the best security because nowadays attacking level has been raised. CAPTCHA
should be more advanced and analytical for best security in the field of CAPTCHA. This paper proposed an advanced gaming
CAPTCHA which is more advanced and analytical or intellectual. And this gaming CAPTCHA is often easy and interactive
for human and impossible for robot. This system took the CAPTCHA into another level.
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l. INTRODUCTION

CAPTCHA stands for Completely Automated Public Turing
Test to Tell Computers and Humans Apart is a technique
which distinguishes a human from a robot. Turing Test is a
kind of a method of enquiry to determine whether or not a
computer is capable of thinking like a human being. So that
test includes in the techniqgue of CAPTCHA for the
identification purpose.

In the proposed work, a kind of CAPTCHA is introduced for
which, user needs to play a game to complete the task asked
in it by using their logical mind. It is almost impossible for a
robot to crack that CAPTCHA as it needs intellectual mind
to solve it.

Fig. 1.1 Puzzle based Gaming CAPTCHA

There are so many CAPTCHA technique exist and let it be

Once a user successfully completed the task instructed in the more precise in literature survey.

game that too in the given period of time, the form will be
unhide which is attached behind the CAPTCHA. If the user Il. PROBLEM IDENTIFICATION
is not able to solve the CAPTCHA, the session will be
expired but he/she will get another chance to retry the
CAPTCHA.

Directly dragging an object to the target is not an intellectual
problem to solve a CAPTCHA. Dynamic target and object
have different position in each frame but from the very first
frame there is a fixed length of movement i.e. 2 cm towards
the object. Object is elephant and target is well that can be
easily recognized through image processing. Dragging to the
entire position of the frame will solve the CAPTCHA within
few seconds.

CAPTCHA is based on database; it means that if there is an
entry made by game in database will authenticate the user.
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SQL injection attack is possible, if an entry is submitted to
the URL where form is submitted.

OIST BMOPAL

Fig. 2.1 Drag and Drop Gaming CAPTCHA

I1l. PROPOSED WORK

Proposed game is based on intellectual puzzle where user
will have to move some vehicles and clear the path of an
ambulance from parking to the main road. Proposed work
requires intellectual efforts and once the game has been
solved within the time limit then it will unhide the form.
HTML form is not present in any URL instead of that it is
archived with game which can only unhide after successful
attempt of solving the CAPTCHA. Proposed CAPTCHA has
complex background and secure enough from any unwanted
robotic attempt.

Fig. 3.2 Proposed CAPTCHA after Reload or Retry Session
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IV. PROPOSED METHODOLOGY

e Action script has been used for directing game
intellectually.

e Flash provides a .swf file for a game that cannot be
edited later or reverse engineering cannot be
applied.

e Through java class files a form can be submitted
from flash interface to database.

e A configuration has been done using PHP MySQL.
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Fig. 4.1 Flow Chart

e Proposed game does not possess load on server.

e Hit object restriction and rectangular bounded area
has been used to restrict the vehicles to hit another
objects.

Let it be more precise with an algorithm.
4.1 IC Algorithm (Intellectual Conundrum based
Algorithm) -

I Initialization :

Initialize 1, as a target object & T as a target area
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0O,, as other objects
If (15) hits (O,) // if target object hits other objects
horizontally

{

bound_rectangle.left=
bound_rectangle — O,
bound_rectangle.right= bound_rectangle — O,

}

else

{

bound_rectangle=
bound_rectangle.width

bound_rectangle.height&&

}
If (1a) hits (Ta) && (t, # 0) // t, is a game timer if
target object hits target area

{

In. X+=1;

In.y+=1;

all_layers.visible = false;
form.visible = true;

}

else {

mouse_click.enable = false; // Time
Out

If (form.visible == true) && (t, == 0) // t, is a
form timer

{

mouse_click.enable = false; // Time
Out

form.visible == false; // form
disappeared
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}
End
V. RESULT ANALYSIS
USER TIME TIME FAILED
RECORDED | RECORDE | OR
FOR D FOR SUCCES
SUCCESSFU | SUCCESSF | STO
L ATTEMPT | UL SOLVE
OF GAME SUBMITTI | CAPTCH
(In Seconds) NG FORM | A
(In Seconds) | 1=SUCCE
SS|
0=FAILU
RE
U1 15 32 1
U2 13 27 1
U3 Time Out - 0
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U4 18 35 1
U5 16 30 1
U6 18 29 1
U7 22 40 1
U8 17 36 1
U9 20 31 1
U Time Out - 0
10
U 20 35 1
11
U 16 39 1
12
U 25 47 1
13
U 22 38 1
14
U Time Out - 0
15
U 13 26 1
16
U 17 29 1
17
U 23 35 1
18
U 23 33 1
19
U 15 41 1
20
U 19 37 1
21
U 26 39 1
22
U 27 41 1
23
U 17 32 1
24
U 16 38 1
25
U26 Time Out - 0
U 14 40 1
27
U 22 30 1
28
U 24 35 1
29
U Time Out - 0
30
Table No. 5.1 Result Analysis
V1. RESULT COMPARISON
SCEME PRESENT PROPOSED
Total no. of Users 30 30
(N)
Total no. Successful 30 25
Users
Total no. 0 5
Unsuccessful Users
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oo (Mean Time) 10.6 19.12
o (Standard 2.92 4.10
Deviation)
2
o (Variance) 8.57 16.86
Minimum Time 6 13
Recorded
Maximum Time 15 27
Recorded

Table No. 6.1 Result Comparison

No failed users at all, it means that game can be solved in
each and every attempt which does not require intellectual
efforts.

VIlI. CONCLUSION AND FUTURE SCOPE

Thus the Secured Intellectual Graphical CAPTCHA provides
most intellectual CAPTCHA till now and it will be better able
to recognize whether you are human or robot. This is the new
era of CAPTCHA where user will enjoy CAPTCHA along
with best security. Intellectual puzzle is always difficult to
solve by human, so it is impossible to solve by bots especially
in limited time. The current proposed concept of intellectual
gaming CAPTCHA can be enhanced in future with more
intellectual and artificial problem based CAPTCHA that can
be solved within few seconds that would be impossible to
solve for robots but easily possible by human with best level
of security in the field of CAPTCHA.
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