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Abstract— Mobile ad-hoc networks are the self-configuring mobile nodes which are connected through the wireless links with
the decentralised networks. The nodes in MANET communicate with each other on the basis of mutual trust. Nodes
dynamically form a temporary network and are protected using many firewalls and encryption software. But number of them is
not sufficient and effective. So the main aim is to provide security services such as authentication, confidentiality, integrity,
availability etc. to the mobile users. In this paper the effect of Black hole attack and Worm attack is analysed on the AODV

routing protocol in MANET and prevention mechanism is presented to secure the network.
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I. INTRODUCTION

A mobile ad hoc network (MANET), also called as wireless
ad hoc network (WANET) is a network that has many free
or autonomous nodes, like mobile devices or other mobile
pieces that can arrange themselves in different ways [1].
Each node in MANET acts as router that forwards data
packet to other nodes. Due to some fundamental
characteristics like multi-hop routing, open medium,
dynamic topology and distributed cooperation MANETS are
vulnerable to various types of attack, such as active and
passive attack [2]. In Wormhole attack, an attacker records
packets at one location in network and tunnels them to
another location [3]. In Collaborative Black hole attack,
more than one malicious node act as Black hole to attract all
the traffic in network, where all incoming data packets are
silently dropped by giving false acknowledgement to source
[4].

This paper presents the detection and prevention of
Wormhole attack and Collaborative Black Hole attack on
MANET using AODV routing algorithm. Ad hoc On-
demand Distance Vector (AODV) is reactive routing
protocol [5]. In AODV each node maintains a routing table
that contains information about reaching destination nodes.

This paper is organised in following manner. Section |
starts with the general introduction of MANET, Wormhole
and Black hole attack. Section Il contains the working of
Wormhole and Black hole attack with the help of AODV
routing protocol. In Section 111 we review different methods
for detection and prevention of collaborative black hole
attack and wormhole attack in AODV based routing Ad-Hoc
networks. Section 1V concludes the review work with future
directions.
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Il. WORMHOLE ATTACK AND COLLABORATIVE BLACK
HOLE ATTACK

A. Wormhole Attack

Wormhole attack is a kind of replay attack and is most
severe attacks of MANET [6]. Even if, the routing
information is confidential, encrypted or authenticated, it can
be very effective and damaging [7]. Wormhole attack is
basically a Co-operative attack because there is a need of
two attacker nodes which will act in co-operation. Generally,
two or more attackers are connected via a link called
wormhole link. The two malicious nodes in the network are
located in such a way that one near to the source node and
another near to the destination node thus bypassing
information from source node to destination node and
destroy the proper routing. Without increasing the hop-count
value, an attacker can tunnel a route request packet (RREQ)
directly to the destination node. Thus it prevents from
discovering any other routes. It may badly disrupt
communication, as AODV would be unable to find routes
longer than one or two hops. It is easy for the attacker to
make the tunnelled packet arrive faster and with better
metric value than a normal multi-hop route value. Wormhole
attack usually have two malicious nodes [8] shown as X and
Y in Fig. 1.
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Fig. 1 Wormhole Attack
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Both X and Y are connected through wormhole link and
attacks the source node S. S broadcasts route request (RREQ)
packet to a destination node D during path discovery process.
Then, both A and C neighbours of S, receive RREQ and
forward RREQ to their neighbours. Now, malicious node X
receives RREQ forwarded by A. It records and tunnels the
RREQ through wormhole link to another malicious node Y.
Y forwards RREQ to its neighbour B. Then finally, B
forwards it to destination D. Thus, RREQ is forwarded via
S-A-X-Y-B-D. Also on the other hand, RREQ packet is also
forwarded through the path S-C-E-F-G-H-D. As X and Y
are connected through a tunnel, RREQ from S-A-X-Y-B-D
reaches first to D. Therefore, destination D ignores the
RREQ that reaches later and select D-B-A-S to unicast a
route reply (RREP) packet to the source node S which
results into the selection of route S-A-B-D to send data that
passes through X and Y malicious nodes that are properly
placed as compared to other nodes in the network. Thus, a
wormhole attack is not that difficult to set up, but still can
harm the MANET.

B. Collaborative Black hole Attack

In collaborative black hole attack, multiple malicious nodes
wait for its neighbour to send a RREQ packet. After getting
the RREQ packet, malicious nodes will send fake routing
information, claiming that they have an optimal route.
Malicious nodes send a fake RREP to source node with a
modified higher sequence number. In this case, the source
node assumes that malicious nodes are having a shortest
route towards destination and will discard all RREP packets
generated by other nodes which was having genuine route.
Then source node will send data packets through malicious
nodes to destination node. Instead of forwarding any packet
to the destination node malicious nodes will drop all those
packets. This attack is called black hole as it drops all data
packets. In Fig. 2, S and D are assumed to be source and
destination nodes respectively.
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Fig. 2 Collaborative Black hole Attack

Let X and Y are the malicious nodes. When source node
wants to send data or communicate with destination node
then, S will broadcast a RREQ that is received by the nodes
A and X being the neighbours of node S [9]. In collaborative
attack, multiple black hole nodes are acting in co-ordination
with each other. S receives RREP from X along with the
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next hop () information. Whenever Y is asked by the
source for verification of route to destination through it, it
will respond in conformity while in actual it does not have
any the route. Hence S will reject all RREP from other nodes
and will start sending data packets to destination node D
through malicious nodes X and Y. These malicious nodes
will drop the all incoming packets from source node.

I1l. DETECTION & PREVENTION OF ATTACKS

In this section we review different methods for detection
and prevention of collaborative black hole attack and
wormhole attack in AODV based routing Ad-Hoc networks.

A. DRI table

To keep track of past routing experience among mobile
nodes in the network the use of DRI (Data Routing
Information) is used [10]. DRI crosschecks the RREP
messages from intermediate nodes by source nodes to
identify the collaborative black hole nodes and utilize the
modified AODV routing protocol to achieve this
methodology [11]. Here every node needs to maintain an
extra DRI table where, 1 represents true and O represents
false. In TABLE | each node has two fields called from and
through which means for information on routing data packet
from the node and through the node respectively.

Table 1. DRI Table

Node Data Routing Information

ID From Through

3 0 0

5 1 1

In Table 1, the entry 1 1 implies that node 1 has successfully
routed data packets from or through node 5, and the entry of
0 0 means that node 1 has not routed any data packets from
or through node 3 [12]. The procedure is that the source
node sends RREQ to each node, and sends packets to the
node which replies the RREP packet. The intermediate node
transmits next hop node and DRI table to the source node,
and then the source node cross checks its own table and the
received DRI table to determine the intermediate node’s
honesty. After this source node sends the further request to
intermediate node’s next hop node for asking its routing
information, including the current next hop node, the next
hop node’s DRI table and its own DRI table. Then finally,
the source node compares the above information by cross
checking to detect the malicious nodes in the routing path
and prevent it.

Advantage: Discovery of secure paths from source to
destination that avoid collaborative black hole nodes acting
in cooperation.
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Disadvantage: This method works very slowly if there is not
any attack in network and mobile nodes have to maintain an
extra database of past routing experiences which results in
wastage of memory space.

B. Merkle Tree Method

Merkle tree is a binary tree in which each leaf node contains
a hash value and intermediate nodes uses that leaf nodes
hash values to create a new combined hash [13].

h(h(h(a)|[h®)|hE©) 5

N

h(h(a)lhb)) | 3 4
/\ h(c)
1 2
h(a) h(b)

Fig. 3 Merkle Tree

In Fig. 3 | | is concatenation operator. Value of leaf nodes 1,
2, 4 are h(a), h(b), h(c) respectively & value of the interior
node 3 is: h(h(a)|[h(b)) which is the hashing result of the
concatenation of values of children 1 and 2 [14]. Similarly
value of node 5 is h(h(h(a)||h(b))||h(c)). Each node contains a
hash value which is combination of nodes id and secure
value that only the node knows for detection of black hole
attack or wormhole attack. This method can be used in both
collaborative black hole & wormhole attack. Source node
has concatenation of all hashes of one route to destination in
its memory. The procedure of checking hash values is that,
each node sends concatenation of its hash and previous
nodes in route with RREP packet from destination to source.
Source node compares this value with prior saved hash value
of this route in its memory and if any differences found, it
then informs other nodes about maliciousness of this route.
Difference between saved value and new value shows that
one node may drops RREQ packets and does not send
packets to destination that does not have correct value.
Advantage: All nodes do not monitor each other so lot of
energy is not consumed for monitoring.

Disadvantage: If a secure constant value is considered for
hash, malicious nodes in the path after a time period can
drop packets easily and do not send them to destination.

C. Packet Leashes
This method limit the distance travelled by a packet in a
network. In packet leashes there are 2 approaches [15]:

1) Space (Geographical leashes): This approach establishes

an upper bound on the distance that a packet can travel. To
use geographic leashes, each node must know its own
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location and have loose time synchronization with other
nodes. Geographical leashes also enable multiple location
detection. Each sender sends its own location and a
timestamp with each packet. By comparing these values with
its own, a receiver may bound the distance between itself
and the sender with the following formula:

Do <=ps—pd +2v (t—t; + A) + 3 1
Where p; is position of the receiver, p, is position of the
sender, tr is time of the receiver , ts is time of the sender, v
is upper bound on the velocity of any node, 6 is relative
location error and A is bound on time synchronization.

2) Time (Temporal Leashes): This approach establishes an
upper bound on packet’s lifetime, which restricts the
maximum travel distance. In this all nodes must have tightly
synchronized clocks. Maximum clock difference (A)
between any two nodes must be within a few microseconds.
In this approach implementation is with a packet expiration
time. Sender calculates the packet expiration time to be sent
with each packet:

te=t;+LIc—A )

Where t. is packet expiration time, t; is packet sent time, c is
propagation speed of wireless signal, L is maximum allowed
travel distance; L > Ly, = A*c A is maximum clock
difference between 2 nodes. Receiver will accept and
process a received packet if and only if the time when the
packet is received (t;) is less than the packet expiration time
(te)-

Advantage: This method can find the pinpoint location of
wormhole.

Disadvantage: Can’t detect exposed attacks and require
special hardware for location.

1VV.CONCLUSION AND FUTURE SCOPE

We study the Collaborative black hole and wormhole attack
on routing protocol AODV in MANETSs. Collaborative black
hole attack is more effective as compared to the wormhole
attack because in collaborative black hole attack, attacker
forcefully makes himself an intermediate node on a selected
route due to which the attacker is almost always able to
launch an attack during the communication process whereas
in case of wormhole attack the effect of attack is not always
very high and highly depends on the position of both the
colluding attackers. Also in this paper we introduced the best
detection techniques for Collaborative black hole and
wormhole attack. Most of detection techniques suffer from
overload and low speed, which is a research area for
developing a detection system against Collaborative black
hole and Wormhole attack. Future work is to find an
effective solution for Collaborative black hole attack and
Wormhole Attack on AODV protocol. This would also be
helpful to avoid overloading and accuracy would further
increase.
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