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Abstract— This paper provides a comprehensive study of vulnerabilities and various possible attacks associated with LTE.
According to reports released by GSMA, association of mobile operators, the number of cell phone users globally will
surpass five billion by the middle of this year. With this rapid increase in the number of users, security of cellular network is
of utmost importance. In order to ruggedize the security mechanism of cellular networks it is first essential to deeply analyse
the vulnerabilities and threats. This paper surveys the attacks and vulnerabilities and provide classification and categorization

of attacks in LTE.
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l. INTRODUCTION

The cellular networks have shown a tremendous growth in
the past decades from its First Generation (1G) to 4"
Generation which is still evolving hence termed as Long-
Term Evolution (LTE). Apart from the advancement shown
in the switching mechanism i.e. from circuit switched
networks to packet switched networks, there also have been
advancement in AKA mechanism. Authentication has moved
from single authentication (in GSM) to mutual authentication
(in 3G and LTE). This evolution introduced complexity in
the network as well as new vulnerabilities and threats. Since
the cell phones are being used for various e-commerce
applications and sharing of confidential information, hence
these threats stand as a major concern for security as well as
performance of network. [1]

Cellular Networks are based on OSI protocol architecture
comprising layers namely: application, transport, network,
MAC and physical. Different security mechanisms and
protocols are applied at these layers to enhance the security
of cellular networks. For example, to prevent the discloser of
information to any unauthorized user cryptography technique
is used. Although cryptography helps to achieve
confidentiality yet it imposes various constraints of
computational power and time. In order to achieve
authenticity of a user, multiple authentication approaches are
employed at different protocol layers. Particularly, MAC-
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layer uses MAC address, network layer uses WPA and
WPA2 and transport layer uses SSL and TLS protocols for
authentication. However, these protocols are vulnerable to
various threats including DoS, Jamming, Eavesdropping,
MIMT, Flooding, Replay, Impersonate and Sybil attacks etc.
In this paper we are motivated to investigate the possible
threats and vulnerabilities in the cellular networks and
explore open security issues in cellular networks. Section I
reviews various possible attacks categorized on the basis of
different layers. Section 11l focuses on various vulnerabilities
in LTE. Section IV discusses issues that are still
unaddressed. Finally, the last section provides the
conclusion.

1. CATEGORIEZATION OF ATTACKS

A. PHYSICAL-LAYER ATTACKS

The broadcast nature of cellular transmission and flat-I1P
based architecture of LTE has made the physical layer more
vulnerable to eavesdropping and jamming attacks compared
to GSM or UMTS. The eavesdropping attacks are carried
with sole aim of gathering confidential information of
legitimate users [2]. However, when a malicious user
prevents any authorized user from using the services, then
such types of attacks are termed as Jamming [3] or DoS. The
two types of physical layer attacks are tabulated below.
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Table 1. PHY-layer Attacks
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Table 4. Transport-Layer Attacks

Physical-Layer Attacks Characteristics

Eavesdropping Interception of Confidential
Information

Jamming Interception of legitimate

transmission

B. MAC-LAYER ATTACKS

Each node in the network is assigned its own unique MAC
address. When any malicious user changes its own MAC
address with some wrong intentions, then it is known as
MAC spoofing [4]. However, when any malicious user steals
away MAC address of a legitimate user by overhearing the
network traffic, such attacks are termed as ldentity-theft
attacks. Apart from the aforementioned attacks MAC layer
also suffers from MITM [5] attacks and network injection.
MIMT attack is sort of impersonation of two legitimate users
with an aim of intercepting their secured session and
controlling the entire communication. Network Injection [6]
are types of attacks which disrupts the operation of network
devices like switches, routers etc. The categorization of
attacks is tabulated below.

Table 2. MAC-Layer Attacks

Characteristics

Transport-Layer Attacks Characteristics

TCP flooding Paralysation of network by sending
huge number of ping requests
UDP flooding Sending a huge number of UDP

packets

TCP sequence prediction attack Legitimate user’s data packets are

fabricated using TCP sequence index

E. APPLICATION-LAYER ATTACKS

The application layer attacks are classified as HTTP
(Hypertext Transfer Protocol) attacks [12], FTP (File
Transfer Protocol) attacks [13], SMTP (Simple Mail Transfer
Protocol) attacks [14]. The different types of attacks at this
layer are enlisted and explained by the table below:

Table 5. Application-Layer Attacks

Application-Layer Attacks Characteristics

Malicious software in form of code
and active content programmed by
attackers

Malware attack

SQL Injection Inserting rogue SQL statements to

gain unauthorized access

Cross-site scripting Injecting client-side scripts into

web pages

MAC-Layer Attacks FTP bounce Impersonating a legitimate user to
MAC spoofing Falsification of MAC address gain unauthorized access
Identity Theft Stealing Legitimate user’s identity SMTP attack Malicious attacks in e-mail
Impersonation of identity of a pair
MIMT attack of legitimate user
Network Injection Injection of forged network 1. VULNERABILITIES IN LTE

commands

C. NETWORK-LAYER ATTACKS

The network layer attacks are basically categorized into three
categories namely IP spoofing, IP hijacking and Smurf
attack. IP spoofing [7] is basically a way of concealing
identity of the attacker for carrying out illicit activities. IP
hijacking [8] is a sort of attack in which attacker takes away
legitimate user’s IP address. The Smurf attack [9] is a kind of
DoS attack. The table given below provides different types of
attacks at this layer:

Table 3. Network-Layer Attacks

Network Layer Attacks Characteristics

IP spoofing Falsification of IP address
IP hijacking Impersonation of legitimate user’s
IP address
Smurf Attack Blocking of network by sending

huge number of ICMP requests

D. TRANSPORT-LAYER ATTACK

The attacks at this layer are basically classified into either as
TCP attack [10] s or UDP attacks [11]. The further
categorization of TCP and UDP attacks is tabulated by the
table given below:
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In order to launch attacks in LTE there are various possible
origin points namely Internal, External and Attacks from
mobile devices. The internal attacks can be launched through
two different possible entries namely: access network, the
backhaul and core network, whereas the external attacks can
be launched though other external or 3" party networks. The
figure given below shows various possible scenarios for
origin of attacks.

Internal
attacks

" Attacks

from External

mobile attacks

" devices

Figure 1. Origin Points for various security attacks

Whenever security aspects of LTE network are considered
then each of the aforementioned sections requires a different
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set of security requirements. Hence the vulnerabilities
existing in LTE network can be broadly categorized into six
categories depending upon the LTE security framework. The
six aspects of LTE vulnerability are depicted by figure given
below.

Vulnerabilities in LTE security
Framework

| Vulnerability in LTE System Architecture

———— Vulnerability in LTE Access Procedure

- Vulnerability in LTE Handover Procedure

I Vulnerability in IMS Security mechanism

- Vulnerability in HeNB Security Mechanism

= Vulnerability in MTC security Architecture

Each of these vulnerabilities are explained in detail in the
sections below.

A. Vulnerability of LTE System Architecture

To achieve full internetworking, the LTE network has flat
all-IP based architecture. This advancement towards IP
architecture has introduced new vulnerabilities in security
mechanism of LTE.

The flat IP-based architecture of LTE networks has made it
more vulnerable to risks such as eavesdropping attacks,
modification, injection as compared to that of GSM and the
UMTS networks [15], [16]. Apart from the aforementioned
risks LTE networks are even prone to malicious attacks
present in Internet like worms, spams, IP spoofing etc. [17].
The base stations of LTE systems cause some other potential
weaknesses in the security architecture of LTE. The all-IP
network provides a direct path to the base stations for
malicious attackers. The Base stations in LTE network are
more vulnerable to attacks as compared to those of UMTS
networks, where only a couple of RNCs are managed by
serving node however in LTE network architecture numerous
eNBs are managed by MME as clearly depicted from the
figure given below, which shows a comparison between
network architecture of UMTS and LTE. Moreover, HeNBs
are easily obtained by attackers since they are small and low
cost. The attacker then creates its own rogue base station and
impersonates a genuine base station and makes the network
susceptible to large number of threats. [18].
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Figure 2. Comparison of Network architecture of LTE and UMTS

e The IP-based architecture also introduced new problems in
handover authentication procedure. Because of small and
low cost HeNB, several mobility scenarios are introduced
in LTE networks as shown in Fig 3. Different handover
scenarios require different handover procedures for
example handovers between HeNBs, between eNB and
HeNB and thereby increasing system complexity

|
|
! | |
/
/
A 1

\
A sener

S
_,.../ Proxy AAA
sener

Figure 3. Handover Mechanism
B. Vulnerability in the LTE Access Procedure

To prevent malicious attacks such as MIMT attacks,
redirection attacks, identity catching attacks, some
improvements in authentication mechanism of UMTS i.e.
AKA were made and a new authentication mechanism EPS
AKA was introduced for LTE networks. However, some
vulnerabilities still exist in EPS AKA. Some of the
vulnerabilities are enlisted below:
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e Disclosure of User Identity

The EPS AKA mechanism does not provide privacy
protection i.e. it does not prevent disclosure of IMSI. When
the user registers for the first time to the network, MME
requests the IMSI of the user, the user transmits the IMSI
without any encryption. Once the identity of the user is
disclosed it can lead to several other security issues. In [19],
authors have proposed an active attack model for stealing
IMSI and concluded that the current security mechanism
could not prevent such attacks.

e DoS Attacks

In case of EPS AKA protocol DoS attacks cannot be
prevented [19], [20]. Firstly, as it is clear from figure 5 MME
have to forward UE’s requests to HSS or Authentication
Center before the authentication of UE and secondly, MME
authenticates UE only after receiving RES. These two
aforementioned conditions provide a platform for an
adversary to launch DoS attacks [19], [21]. Hence the
malicious user sends a huge number of fake IMSI’s to
HSS/AuC which results in consumption of computational
power for generation of authentication vectors for the UE.
On the other side, memory buffer of MME is consumed as it
has to wait for a long period of time for a response from
malicious user.

UE MME HSS

(5).User authentication request
(RAND, AUTN, KSIismp)

Figure 5. Authentication Procedure

e Increased Bandwidth Consumption and Signalling
Overhead

During the authentication procedure whenever any user
stays in the SN for a long period of time and its
authentication vector gets exhausted then the SN rely upon
the HN for a set of another authentication vector which
causes huge amount of bandwidth consumption and storage
consumption in SN [22].

e Lack of online authentication
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In case of EPS-AKA the HN is offline as the LTE
authentication lacks the ability of online authentication. As a
result of offline mode of operation of HN it can be traced
back.

e EAP-AKA shortcomings

The LTE architecture reuses EAP-AKA whenever the UE
accesses to EPC through a trusted non-3GPP access network.
The authors in [23] pointed out several loopholes in EAP-
AKA protocol namely MIMT attacks, user identity
disclosure, additional bandwidth consumption and lack of
sequence humber synchronization.

C. Vulnerability in the LTE Handover Procedure
The various vulnerabilities associated with  handover key
mechanism are enlisted below:

e  Absence of backward security

The LTE key management mechanism is based on chaining
architecture i.e. the current eNB derives new keys by
chaining the current key with eNB specific parameter. Once
the current eNB is compromised by the attacker, then
subsequent key sessions can be traced easily. Hence the
backward security is not achieved by LTE handover key
management. [24]

e  Vulnerability to de-synchronization attacks

The attacker uses rogue eNB to disrupt the NCC from being
refreshed. In the de-synchronization attacks, the targeted
eNBs desynchronizes the NCC value as a result of which
horizontal handover key derivation can only be performed
thereby making future session keys vulnerable to attacks.
[25]

e Vulnerability to the replay attacks

Replay attacks prevents establishment of secure connection
between an UE and a target eNB. The attacker firstly
intercepts handover request message and whenever the UE
wants to move to target eNB, then the attacker re-transmits
the intercepted handover request messages instead of original
ones. As a result of this a new handover procedure has to be
launched by UE. [25]

D. Vulnerability in IMS Security Mechanism

The working of IMS is based on SIP and IP and is vulnerable
to various attacks given below:

e Increased energy consumption and system complexity
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An IMS UE has to execute two AKA protocols i.e. EPS
AKA for LTE authentication and IMS AKA for IMS
authentication that increases energy consumption and
reduces battery life.

. Vulnerable to MIMT and Lack of SQL synchronization

The working of IMS AKA is based on EAP AKA scheme
thus making it vulnerable to MIMT attacks and lack of SQL
synchronization.

e Vulnerability to DoS attacks

E. Vulnerability in HeNB Security Mechanism

The authors in [26] presented various vulnerabilities existing
in HeNB security mechanism are due to insecure wireless
links between UE and HeNB making it susceptible to various
attacks.

e Lack of a mutual authentication between the UE and the
HeNB

Lack of mutual authentication in HeNB security mechanism
has made it prone to various security attacks namely MIMT
attacks, eavesdropping and masquerading attacks. [27]

e Vulnerability to DoS attacks

The authors in [28] presented that HeNB security
architecture is vulnerable to various Internet-based attacks,
specifically DoS attacks.

F. Vulnerability in MTC Security Architecture

MTC security architecture of LTE is still in its initial stage.
The MTC devices are prone to various types of attacks
including protocol attacks, physical attacks, leakage of
confidential information and many more. Such attacks occur
due to low energy and computing capabilities of MTC
devices. Furthermore, MTC has massive number of devices
so when they simultaneously try to access the network then
simultaneous authentication can cause signaling overhead
between HSS and MME.

V. OPEN CHALLENGES
This section presents security issues that are still not

mitigated and the issues that needs further research
investigation.
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A. Addressing LTE Availability and Security Attacks

As aforementioned that DoS and DDoS can be performed by
exploiting vulnerabilities of LTE networks, these attacks are
still an open issue. Physical and MAC layer are still open to
various attacks as pointed in [29], [30]. There is need to
further enhance the encryption mechanisms at physical layer.
DoS attacks are also resulted because of amalgamation of
WLAN and LTE networks [31], [32]. Various solutions have
been proposed however efficiency of the proposed solutions
has not been demonstrated on cellular networks. There are
some more issues in LTE security architecture worth
investigating. The security architecture needs to be further
ruggedize to prevent traditional protocol attacks and physical
intrusions in LTE. The EPS AKA authentication mechanism
needs additional enhancements in order to prevent disclosure
of identity, DoS and other malicious attacks. Several papers
have been published related to EPS AKA weakness such as
bandwidth consumption and signaling overhead [33]-[35].
Apart from the improvements mentioned above key
management mechanism and handover authentication
procedure needs further enhancements in order to prevent the
aforementioned attacks in LTE handover mechanism.

B. Addressing Backhaul Attacks

IP-based attacks mainly target control elements and
interfaces. In order to address IP-based attacks in backhaul
networks several solutions have been proposed by different
authors such as IP-based traffic encryption and certificate
authority. However, the proposed solutions need further
improvements. E-UTRAN is vulnerable to various attacks
including redirection attacks, eavesdropping, false base
station, MIMT and DoS attacks. In order to mitigate these
issues various countermeasures have been proposed.
However, the proposed solutions are not fully efficient and
hence it is necessary to further ruggedized security
mechanism to deliver better services to the users. Also,
physical layer of E-UTRAN is vulnerable to a major threat
i.e. Jamming that needs more research investigation.

Several solutions based on physical layer secret key
generation, information-theoretic security, diversity assisted
security and many more approaches have been proposed by
the researchers but these approaches are at their infancy and
further enhancements are needed to get a practical design
that is easy to implement.

V. CONCLUSIONS

This paper provides a comprehensive review of various
vulnerabilities in LTE cellular networks taking into
consideration different security aspects. It deeply analyzed
various possible threats experienced at different layers from
application to physical layer. Dos and DDoS attacks need
further investigation as they are still an open issue and need
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to be addressed to enhance efficiency of cellular networks for
seamless delivery of services.

There are some more issues in LTE security architecture that
are worth investigating including the vulnerabilities existing
in EPS-AKA protocol as aforementioned. Handover
authentication procedure and key management mechanism
needs to be ruggedized to reduce de-synchronization and
replay attacks. Hence it is of paramount importance to
enhance the security of cellular networks either by increasing
length of secret keys, and by ruggedizing the encryption
algorithms to improve the confidentially and integrity of the
cellular network. This paper will provide researchers a
complete overview of possible threats in LTE and
vulnerabilities that are still unaddressed and needs further
investigation by security architecture designers.
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