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Abstract—RPL is the IPv6 routing protocol for low-power and lossy networks, standardized by IETF in 2012 as
RFC6550. Specifically, RPL is designed to be a simple and inter-operable networking protocol for resource-
constrained devices in indus-trial, home, and urban environments, intended to support the vision of the Internet of
Things with thousands of devices interconnected through multihop mesh networks. More than four-years have passed
since the standardization of RPL, and we believe that it is time to examine and understand its current state. In this
paper, we review the history of research efforts in RPL; what aspects have been (and have not been) inves-tigated
and evaluated, how they have been studied, what was (and was not) implemented, and what remains for future
inves-tigation. We reviewed over 97 [41] RPL-related academic research papers published by major academic
publishers and present a topic-oriented survey for these research efforts. Our survey shows that only 40.2% of the
papers evaluate RPL through experiments using implementations on real embedded devices, ContikiOS and TinyOS
are the two most popular implementations (92.3%), and TelosB was the most frequently used hardware platform
(69%) on testbeds that have average and median size of 49.4 and 30.5 nodes, respectively. Furthermore,
unfortunately, despite it being approximately four years since its initial standardization, we are yet to see wide
adoption of RPL as part of real-world systems and applications. We present our observations on the reasons behind
this and suggest directions on which RPL should evolve.
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l. INTRODUCTION More than seven-years have passed since the
standardization of RPL as RFC6550, and we believe
RPL, THE IPv6 routing protocol for low-power and that it is time to look back to examine how researchers
lossy networks (LLNs), was designed to be suitable for are utilizing RPL as part of their system

resource-constrained devices in industrial, home, and implementations. With its importance and interest, over

urban environments [1]. The main goal of RPL is to
provide IPv6 connectivity to a large number of battery-
operated embedded wireless devices that use low-power
radios to communicate and deliver their data over
multiple hops. From the initial design phase, RPL builds
upon widely-used routing protocols and research
prototypes in the wireless sensor network (WSN) domain
such as the collection tree protocol (CTP) [2] and
Hydro [3], but is extended and re-designed to be part
of, and ready for, IPv6. Specifically, RPL was designed
to meet the requirements of several applications in the
WSN and Internet of Things (IoT) domain [4]-[7], and
is considered a critical component that links the low-
power network connectivity to application layers in the
IETF protocol suite for LLNSs.
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the past few years there has been considerable amount
of effort to characterize, evaluate, and propose
enhancements to RPL. These studies range from the
domain of optimal parameter selection for target
applications to interoperability and performance testing

among  different  implementations. Using  open
implementations of RPL, some work focuses on
evaluating the performance of RPL in testbeds and
deployments, while many studies utilize simulated

environments to explore and validate the flexibility
provided in the RPL standard. We notice that the two
most widely used open-sourced RPL implementations are
ContikiRPL [8] and TinyRPL [9] within ContikiOS and
TinyOS, respectively, and these implementa-tions have
been used in almost all RPL research activities that
involve real experiments. Given that the RPL
standardization process took multiple years, we notice
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that some work took place prior to the standardization,
but most work with RPL occurred after its official
standardization in 2012.

Given that the research community and industrial leaders
have emphasized the attractiveness of loT applications in
various domains, we started this work with the hope to
see RPL be applied in many real-world applications. To
understand the current state of RPL, in this work, we
review the his-tory of research efforts in RPL; what
aspects have been (and have not been) investigated and
evaluated, how they have been studied, what was and
what was not implemented in open implementations, and
what remains for future investigation. Specifically, we
have reviewed 97 academic research papers published by
major academic publishers with the key-word “RPL” and
present a topic-oriented categorization for these research
efforts. Based on these observations, we discuss the
challenges that RPL (yet) faces today four years after
its standardization, and propose points of revision to
RFC6550.

II. BACKGROUND - RPL

We provide a brief background of RPL, the IPv6
routing protocol for LLNs, standardized by IETF in
March 2012.

A. Vision and Efforts of IETF RoLL Working Group
IETF chartered the routing over low-power and lossy
networks (RoLL) working group in 2008 to standardize
a practical IPv6 routing protocol for LLNs (RPL).
RoLL expected that with the help of RPL
standardization, vari-ous useful applications would be
realized through LLN. The main characteristics of LLN
are described in RFC6550 as follows [1]:

« LLN comprises thousands of constrained nodes that
have limited processing power, memory, and
sometimes energy (when they are battery operated).

» These constrained nodes are interconnected by lossy
links that are usually unstable and typically support
only low data rates.

e LLN supports various traffic patterns, not primarily
point-to-point (P2P), but in many cases multipoint-to-
point (MP2P) or point-to-multipoint (P2MP).

With  this vision, RoLL first published several
documents during 2009~2010 that describe unique
routing requirements in  LLN by taking four

representative types of applications as examples: urban
applications in [4], industrial applications in [5], home
automation in [6], and building automation in [7].
These requirements can be summarized as follows:
 Traffic support: A routing protocol for LLNs must be
able to provide bi-directional connectivity between
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arbitrary two nodes in the network, and support
unicast, multicast, and anycast service.

» Resource constraint: It should be implementable in
resource constrained devices (e.g., 8-bit devices with
no more than 128kB (host) or 256kB (router) of
memory [7]). For battery-powered nodes, it should
provide no more than 1% of duty-cycle [6] and/or at
least five years of lifetime [5], [7].

+ Path diversity: It must be able to provide alternative
routes for reliable packet delivery (>99.9% packet
deliv-ery  ratio with no more than three
retransmissions [7]) over lossy links.

« Convergence time: It must converge after the addition
of a new node within a few minutes [5], after re-
establishment of a node or losing connectivity within
tens of seconds [5] or 4 seconds [6], and within 0.5
seconds [6] if no nodes have moved.

* Node property awareness: It must take into account
node characteristics, such as power budget, memory
and sleep interval, for routing. It should route via
mains-powered nodes if possible [6].

» Heterogeneous routing: It must be able to generate
dif-ferent routes with different characteristics for
different flows to assure that mission-critical
applications cannot be deferred while less critical
applications access the network.

« Security: It must support message integrity to prevent
attackers  and/or  unauthenticated  nodes  from
manipulating routing functions or participating in the
routing decision process.

After additional 3 years efforts, in 2012, RoLL finalized
RPL standardization to fulfill the aforementioned require-
ments. RPL standard is described in RFC6550 [1], its
routing metrics in RFC6551 [10], timer algorithm in
[11], and its objective functions (OFs) for route
calculation are described in [12] and [13].

I11. RESEARCH ANALYSIS - STATISTICS AND
SUMMARY

For experiments, TinyRPL in TinyOS and ContikiRPL
in ContikiOS were the two most widely used software
imple-mentations. These implementations were popular
not only because they are open-source, but due to the
popularity of their respective operating systems in the
WSN/LLN commu-nity. Specifically, TinyRPL was used
in 14 unique papers and ContikiRPL in 26 papers, with
4 papers using both, adding up to 35 unique papers
using these two implementations (92.3%) out of 39
papers that conducted experiments. The only three other
implementations were NanoQplus in [14], RIOT [20]-
[23], and FreeRTOS in [24].

An interesting point to be noted here is that, no
experiment-based evaluation was performed for multi-
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instance, LOAD(ng), and security subtopics. Also, only a
small fraction of multi-sink and mobility-related work
have done experiments. Again, this is disappointing, and
demands more real-experiment based research in those
categories.

As shown in Fig. 1, [41] the major hardware platform
used for RPL experiments was the ‘TelosB’ (‘Tmote
sky” is  equiva-lent)  platform  with  MSP430
microprocessor and CC2420 radio developed in 2004. It
was used in 27 unique papers out of 39 papers that
conducted experiments, a 69%. Other platforms used
were ‘WSN430 open node’, ‘M3 open node’, ‘IN5168°,
‘MSB-A2’, ‘Zolertia Z1°’, ‘PowerNet’, ‘WPCDevKit’,
‘PLC G3’, and ‘BCM4356°, each appearing only once
or twice in our list of papers. In the perspective of
physical and RF layers, ‘WPCDevKit’ and ‘PLC G3’
have a PLC transceiver, only ‘BCM4356° has a BLE
transceiver, and all other plat-forms have an IEEE
802.15.4 transceiver. An interesting point is that, despite
continuous advancement of IoT platforms, ‘TelosB’ [25],
one of the classic WSN platforms, is still frequently
used for research of RPL which was standardized in
2012 (after 8 years). Given that MCU of ‘TelosB’ has
memory of 48kB ROM and 10kB RAM, which is much
smaller than recent platforms such as Firestorm [26],
RPL implementations considering the use of ‘TelosB’
may not (and does not) provide the full functionality of
RPL.

WPCDevKit PLC G3 /—BCM4356

5% 3% 2

PowerNet _\
M3 open node 9% \
3%

MSB-A2
2% IN5168-

2% 8
Zolertia Z1 ‘
5%
\WSN430 open I

node
5%

FIG.1 DISTRIBUTION OF HARDWARE PLATFORM
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FIG. 2. DISTRIBUTION OF SIMULATION METHOD

For simulations studies, COOJA simulator [27] using
ContikiOS/ContikiRPL implementation was the dominant
method — 62.9% [41]of all the simulation studies used
COOJA simulator, as shown in Fig. 2. Runners-up
were the NS-2/NS-3 [28], WSNet and OMNET++
simulators with 11.4%, 7.1% and 7.1% respectively.
Other simulators used were MATLAB, OPNET,
Qualnet, Python, TOSSIM, etc. It is interesting that the
TOSSIM simulator for TinyOS was used only once in
the 97 publications[41]. It turns out that, TOSSIM
simulator only supports Mica2/MicaZ platforms for
simula-tions, but these platforms did not have enough
RAM to run the BLIP/TinyRPL stack for IPv6 and
RPL in TinyOS. The only one paper that used
TOSSIM  investigated the DODAG root failure
detection problem, but implemented the proposed
mechanism not on RPL but CTP, due to lack of
memory [29].
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For simulations studies, COOJA simulator [27] using
ContikiOS/ContikiRPL implementation was the dominant
method — 62.9% of all the simulation studies used
COOJA simulator, as shown in Fig. 2. Runners-up
were the NS-2/NS-3 [28], WSNet and OMNET++
simulators with 11.4%, 7.1% and 7.1% respectively.
Other simulators used were MATLAB, OPNET,
Qualnet, Python, TOSSIM, etc. It is interesting that the
TOSSIM simulator for TinyOS was used only once in
the 97 publications. It turns out that, TOSSIM
simulator only supports Mica2/MicaZ platforms for
simula-tions, but these platforms did not have enough
RAM to run the BLIP/TinyRPL stack for IPv6 and

RPL in TinyOS. The only one paper that used
TOSSIM  investigated the DODAG root failure
detection problem, but implemented the proposed
mechanism not on RPL but CTP, due to lack of
memory [29].

One interesting point to note is that, most of the
publications from Europe used ContikiRPL
implementation for experiments while those from
America and Asia mainly used TinyRPL

implementation.

By Publication Venue and Demographics: Fig. 3 plots
the distribution of wvenue types for RPL-related
publications. 34.4% of the papers were published in
international journals, and 64.6% were published in
con-ference/symposium/workshop ~ proceedings  where
IEEE SmartGridComm and ACM SenSys were the
most popular venues with 5 and 4 publications
respectively. 49.5% of all the papers were published at
venues sponsored by IEEE, and 20.4% at ACM
sponsored venues. Other publishers include Elsevier,
Springer, Inderscience, Hindawi, etc.

IV. LITERATURE SURVEY

Tsiftes et al. [8] first evaluated the performance of
ContikiRPL and Ko et al. [9], [40] first evaluated that
of TinyRPL, which show that both the two
representative RPL implementations provide reliable
upward packet deliv-ery. Especially in [9] and [30], Ko
et al. showed that TinyRPL provides upward packet
delivery performance that is compa-rable to CTP [2].
Kim et al. [28] deployed a TinyRPL-based multihop
network in an urban marketplace, which confirmed the
reliability of TinyRPL’s upward packet delivery.

Ancillotti et al. [15] evaluated ContikiRPL’s uplink
performance using COOJA simulator, which showed
that ContikiRPL makes some nodes maintain unreliable
routes even though reliable alternative routes exist,
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resulting in severe performance degradation for those
nodes

Some authors designed RPLca+ that includes a fast link
quality update of each neigh-bor based on DIS
unicasting and priority-based neighbor table
management [16], and evaluated its performance
through both COOJA  simulations and testbed
experiments.

Dawans et al. [31] evaluate ContikiRPL’s performance
in a large-scale testbed

Khelifi et al. [33] find that even when ContikiRPL
succeeds in detecting unreliable links, it requires a
long detection time (after experiencing many packet
losses) due to RPL’s reactive nature

Oliveira and Vazdo [17] survey research on RPL-based
mobility support. In addition, the authors evaluate the
four routing protocols presented in [34]-[36] and [37]
through COOJA simulations. The results reveal that a
RPL-based mobile routing protocol suffers from severe
performance degradation due to large amount of control
traffic if it keeps up-to-date routing table. In contrast,
less responsive proto-cols with fewer control traffic
provide better packet delivery performance.

Vucini'c” et al. [38] compare the performance of RPL
and LOADnNg through COQJA simulations.

Elyengui et al. [39] evaluated RPL and LOADnNg
through COOJA simulations under bi-directional traffic
scenarios, which revealed that RPL provides less delay,
less overhead, and higher reliability than LOADNg.
Mayzaud et al. [40] address topological
attacks, which maliciously trigger local repairs (i.e.,
fre-quent resets of TrickleTimer). They restrict the
number of TrickleTimer resets per hour by using a
threshold and propose an adaptive threshold control
scheme, named AT, which reduces both control
overhead and energy consump-tion. They evaluate AT
through COOJA simulations.

inconsistency

V. WHAT HAS NOT BEEN STUDIED?

RFC6550 [1] is the core document for the RPL
standard, and RFC6551 [10] is the companion standard
that defines and describes the routing metrics used for
path calculation in RPL.

First of all, none of RPL’s own security mechanisms

are implemented in either TinyRPL or ContikiRPL.
There are many other features in the standard that are
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not implemented
Below are a few:

in both TinyRPL and ContikiRPL.

Regarding the downward routing operation, both
TinyRPL and ContikiRPL' implemented only the
‘storing-mode’,  although some prior work have

implemented their own version of the ‘non-storing-
mode’ [14], [29]. However, no prior work seems to
have implemented the ‘path control’ feature, which
allows nodes to request for or allow multiple
downward routes, described in Section 9.9 of the
standard. Furthermore, from RFC6551, features such as

‘Node State and Attribute Object” , ‘Node Energy
Object’ , ‘Throughput/Latency” and the ‘Link Color
Object” could not be found in any prototype

implementations of any prior work that we have found.

Even before the RPL standardization, Hui and Culler
[32] propose to forward data traffic through alternative
routes tem-porarily to probe link qualities of a diverse
set of nodes, which is not implemented in TinyRPL
nor ContikiRPL

It is true that the aforementioned un-implemented
features are defined as ‘optional’ in the RPL standard.
Furthermore, our survey of open-source prototype
implementations and prior academic research
publications might not be exhaus-tive enough to state
that these features were ‘never’ imple-mented.
However, our position is that there are too many
‘optional’ features in RPL. We acknowledge that this
was intended to provide flexibility in the RPL design,
but at the same time, it increases the complexity of
the standard doc-uments, and hinders more open-source
implementations

V1. CONCLUSION

Our work presents a survey of how the RPL routing
proto-col has been used and evaluated by examining
98 papers[41] that study RPL with a focus on those
that utilize open-source RPL implementations. Among
the publications that provide experi-mental evaluation,
ContikiOS and TinyOS were the two most popular
implementations (92.3%), TelosB was the most fre-
quently used hardware platform on testbeds (69%), and
the testbeds comprise average and median size of 49.4
and 30.5 nodes respectively. Through our studies, we
were also able to notice that many of the optional
RPL functionalities were not well supported (nor
needed) in many scenarios in which RPL was targeted
to be applied. Furthermore, despite approx-imately four
years since its initial standardization, we are yet to see
wide adoption of RPL as part of real-world systems
and applications[41].
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'Non-storing mode implementation has been added to

(1]

(2]

(3]

(4]

(5]

(6]

(7]

(8]

(9]

[10] J. P. Vasseur,

[11]

[12]

[13]

[14]

ContikiRPL recently (Feb. 2 2016) in the latest head
of the Contiki GitHub reposi-tory. However, the
latest official release of Contiki-OS (which is Contiki
3.0 released on Aug. 25 2015) still does not have a
non-storing mode implemen-tation. This is probably
the reason why there is not yet any published
research paper that uses the non-storing mode on
ContikiRPL.
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