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Abstract— The goal of building Intrusion Detection System is conceptualized with need of making secure and protected
publically and privately accessible data so that it can be easily avoided from its unauthorized uses. Since increase of network
density and heavy use of development of internet has generated a major challenge of making these network data and traffic
protected from intruded attacks. Security of network traffic is becoming a major issue of computer network system. Attacks on
the network are increasing day-by day. The most publicized attack on network traffic is considered as Intrusion. Data mining
techniques are used to monitor and analyze large amount of network data & classify these network data into anomalous and
normal data. Since data comes from various sources, network traffic is large. Data mining techniques such as classification and
clustering are applied to build Intrusion Detection system. An effective Intrusion detection system requires high detection rate,
low false alarm rate as well as high accuracy. This research paper includes effective Data mining techniques applied on IDS for
the effective detection of pattern for both malicious and normal activities in network by strong classification mechanism, it will
simplify the task of securing information system through this proposed Intrusion Detection system which is developed by the
optimized use of newly Ant Colony optimization followed by Hyper pipes classifier classification. Intrusion detection system
has been used for ascertaining intrusion and to preserve the security goals of information from attacks.

Keywords— Accuracy, Attack, Ant Colony, Classifier, Clustering, Data mining, Detection, Information, Intrusion, Signature,
optimization,etc.

I.  INTRODUCTION an absolute necessity. Especially with the introduction of
Denial of Service (DoS) and Distributed Denial of Service
(DDoS) attacks, the market demands have grown stronger for
Intrusion Prevention Systems (IPS) rather than mere

intrusion detection [2-5].

In the early days of computers system, hackers rarely used
automated tools to break into systems. They were intelligent
with high level of expertise and followed their own
methodology to perform such actions [1]. The recent

scenario is quite different now. A wide number of intrusion Il. RELATED WORK

tools and applications are available now that can be used to

exploit scripts that capitalize on widely known anomalies. It [1] In this Article, An intrusion-detection model
includes the representation of the relationship between the unsupervised anomaly based introduced, and tried to

relative sophistication of attackers and attackers from 1980 to
present days.

Before the development of latest IDS, intrusion detection
consisted of a manual search for malicious attack. Due to the
availability of adequate processing speed it now became
possible not only to look for attack patterns after the event
had occurred, but also to monitor in ‘‘real-time’” and trigger
alerts if intrusions were detected.

Due to the financial losses from computer downtime, loss of
image, or even confidential data being affected, in recent
years the demand for not only being alerted in the event of an
attack, but also to prevent the attack altogether has become
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determine the best configuration of the IDS in terms
classification accuracy.

[2] In this Article another anomaly based IDS introduced,;
the basic task in intrusion detection system is based on
providing hybrid mode of working of IDS.

[3] In this Article author tried to classical support vector
machine based detection system.

[4] In this Article a comparative analysis of various
algorithms of performance classification had been provided.
[5] In this Article an Intrusion Detection System based on
fuzzy classification technique presented.

[6] In this Article comparative performance classification
analysis given for internal IDS presented by author.
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[7] In this Article author provided an Intrusion Detection
System which is based on J48 classifier.

[8] In this Article, author proposed an Intrusion Detection
System for MANET based on multiple agents.

[9] In Article, An Host based Intrusion Detection System
conceptualized with aggregation techniques.

[10] In this Article Computer security and intrusion
detection, the basic goal of IDS is detecting suspicious traffic
in different ways, in spite of that it comes with various
approaches. Here Agentauro system has been introduced.

I1l. METHODOLOGY

The intrusion detection system is described by the use of
Hyper pipes classifier method along with Ant Colony
Optimization which is implemented in various domains like
manufacturing, marketing, fraud detection, process control
etc. In the last few years, for solving the several issues of
intrusion detection system, the various emerging techniques
have also been implemented. In this chapter the Hyper pipes
classifier approach in implemented in the domain of
detection of the intrusion detection system [11-13, 19 & 23].
Recent computer systems and the networks are not fully
protected against the intrusions that are found in the public
networks. In order to secure the networks from those
unwanted intrusions, there is no proper solution is available
yet that may provide the complete security to the network, as
for protecting the networks from intrusion an expert system
is required that may detect the intrusions as soon they are
found and immediately take a necessary action in order to
stop it from affecting the system. So for preventing from
those malicious activities and approach knows as intrusion
detection system is described here [14-18]. Various existing
approaches for the intrusion detection are artificial
intelligence system, data mining, soft computing etc. In
many situations the approach of soft computing has been
implemented along with the neural network, fuzzy system
and genetic algorithm in which pattern-mining and the
classification are the major concern [5 & 30].

Proposed Architecture
Proposed work is for intrusion detection. The architecture in
figure 1 shows the skeleton of the work. This is made up of

two things:
1. Hyper Pipes Classifier
2. Ant Colony Optimization
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Figure 1: Architecture of proposed work

Proposed Algorithm
This section is dedicated to the description of algorithm of

the proposed work which has been given in Figure 2.
1. Load NID Dataset
1. Scan and capture NID n*m-1.

2. Scan and capture labels and associate with records
3. Optimize NID with Ant Colony Optimization
Initialize pheromone parameters
Generate initial populations (ants)
For each individual ant calculate fitness
For each ant determine its best position
If best global ant determined
Update the pheromone trail
Else
Go to ‘b’

i Output is optimized values
4. Hyper pipes classifier train by NID train
5. Hyper Pipes classifier NID test

6. Output is classified NID
7. Observe classifier ability

Figure 2: Proposed Algorithm
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Proposed Flow Chart

Here it is being mentioned how the proposed Intrusion
Detection System will perform the task of identifying and
capturing the intrusions in optimized classification as given
in flow chart Figure 3:
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Figure 3: Flow Chart of Proposed Work
IV. RESULTS AND DISCUSSION
PPV (Positive Predictive Value):

It is ratio between true positive and total number of positive
call [10-16 & 20-28]. This analysis is responsible for

© 2018, IJCSE All Rights Reserved

Vol.6(11), Nov 2018, E-ISSN: 2347-2693

performance analysis of Intrusion detection System which
has been given below for proposed system.

Table 1: PPV of Existing and Proposed Work
Existing

Proposed

0.89254 | 0.971474

PPV ( Positive Predictive Value)

PPV ( Positive Predictive Value)

0.98
0.96
0.94

0.92

Axis Title

0.9

0.84

Existing

Proposed
W PPV ( Positive Predictive

Value) 0.89254

0.971474

Figure 4: PPV of Existing and Proposed work

Sensitivity:

It is static value which shows the quantifies the avoiding of
false negatives [20-22], as specificity does for false positives.
It is shown in Table V and Figure 5.6.

Table 2: Sensitivity of Existing and Proposed Work

Existing Proposed
Sensitivity 0.56149 0.999672
Sensitivity
% 0.6

0.4

0.2

0

Existing
0.561479

Figure 5: Sensitivity of Existing and Proposed Work

Proposed
0.999672

‘-Surlsilivity

V. CONCLUSION AND FUTURE SCOPE
This research work is based on the ACO algorithm for

optimizing the intrusions identification with the help of noble
classification algorithm of Hyperpipe classifier. Ant Colony
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Optimization (ACO) is a meta-heuristic approach for solving
hard combinatorial optimization problems. The good quality
of rules helps in better decision making. On the basis of this
new proposed combination of classification and
optimization, a new algorithm is proposed based on the Ant
Colony Optimization algorithm to improve the result of
Intrusion detection. An Ant Colony Optimization optimized
the result generated by other general approaches. From this
research work which comparatively performs better than
existing work in various aspects like sensitivity and positive
predictive value it can be concluded that this approach
performs better.

As it can be seen that the proposed technique was found very
useful from the existing techniques, but still there is a scope
for improvement in the proposed approach to extend this
approach to handle variety of situations and information.
Here time factor and type of attacks identification can be
increased. It can further improved in terms of
implementation as real time system with neural network
concepts.
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