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Abstract-An intrusion detection system is a computer system monitors network traffic for suspicious activity, now, Computer 

Network is essential to give a high-level security to protect highly sensitive data and information. Network Technology and 

Internet related Application sector plays a essential role in today‟s trend. Many intrusion detection techniques, methods and 

algorithms help to detect these attacks, hackers use different types of attacks for getting the valuable information.  Numbers of 

clients are being connected with the technology day by day. It's being done hacked by junction or evil intruder. A very 

effective tool in this is Intrusion Detection System , which detects the attacks and analysis it to take proper decision against it. 

Intrusion Detection System has a great impact on cyber security and network vulnerability. Once the detection is scored, the 

initialed can be taken by IDS. Intrusion detection system is a software and hardware device. This paper will notify us overview 

of IDS and to create a secure zone in the sector of networking. Numerous intrusion detection techniques, methods and 

algorithms assist to detect these attacks. Furthermore, appropriate problems and challenges in this field are consequently 

illustrated and discussed. 
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I.  INTRODUCTION  

 

All computer system is frequently at risk for unauthorized 

and interference, however, with sensitive and secret in 

sequence are at a high risk. IDS is a method in information 

security, which plays a most important role in detect various 

types of attacks and safeguard the network system. An 

Intrusion Detection System is the process of monitor and 

analyzing the events arising in a computer related network 

system to mark all security problems. NIDS supports the 

good number of deploy system. A Network Intrusion 

Detection System (NIDS) attempts to spot malicious 

activities such as Denial-Of-Service attacks, port scans and 

examine the network traffic attacks. However, they stay fully 

unsuccessful against those attacks that are so far unknown 

and these can be combated immediately once they are detect 

physically and a signature is produced for them [1]. Network 

security has received a broad attention due to the supporting 

security anxiety in networks.  

 

A network-based Intrusion Detection System usually consists 

of a network application with a Network Interface Card 

(NIC). A many mixture of algorithms have been designed 

which can detect with security risks. With these proposal 

signatures based network intrusion detection system has been  

 

a commercial winner and have seen a extensive acceptance. 

The NIDS approaches classified into two types: Signature 

based system and Anomaly detection based system. These 

approaches increase the basis of several present intrusion 

detection techniques. Now approximately anybody can make 

use of the vulnerabilities, analyze data integrity, and more on 

a desktop system due to the wide accessibility of attack tools. 

The predictable method for securing desktop systems is to 

create security mechanisms, such as firewalls, verification 

mechanisms, „Virtual Private Networks‟ (VPN) which form a 

protective “shield” around them. 

 

The IDS has  three functions : monitoring, detecting and 

generating an alert. IDS are often considered as the 

functionality of the firewall. A firewall must be measured as 

a boundary that protects the information flow and prevent 

intrusions where as IDS detect if the network system is under 

attack or if the security need by the firewall has been 

executed. Reciprocally firewall and IDS develop the security 

of the computer network. This is called intrusion detection 

and it is corresponding to predictable security mechanisms 

[2]. 
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II. EFFICIENCY OF INTRUSION DETECTION 

SYSTEMS 

 

The following uniqueness of intrusion detection systems has 

been recognized. 

A. Prediction Performance 

In IDS, easy performances are been calculated such as 

prediction accuracy is not sufficient. The capability to 

correctly recognize intrusions and the inability in identifying 

valid action as an intrusion results in viewing a good quality 

prediction performance. The predictive performance 

measures to evaluate IDs encompass detection rate and 

copied alarm rate. Generally, it is hard to calculate these two 

actions, as it is classically impossible to have universal data 

of all attacks [3]. Whereas detection rate and false alarm rate 

are regularly, different estimation of IDS is also executed 

using Receiver Operating Characteristics analysis. 

 

B.Time Performance 

The total time required for the IDS to detect an intrusion 

refers to the time performance of IDS. The propagation time 

and the processing time are also joined in this. The 

propagation time is the time essential to processing data to 

propagate to the security analyst [4]. The minimum rate of  

these two times permit the security analysis sufficient time 

for react towards an attack and to end an attacker from 

shifting audit data the IDS before causing much damage. 

 

C. Fault Tolerance 

An IDS must be able to provide a secure service and recover 

quickly from successful attacks and it must be reliable, 

strong and resistant to attacks. This case is very common in 

large DOS attacks, deliberate attacks and buffer overflow 

attacks which can fall down the computer network system, in 

turn the IDS and can shut down too. This feature plays an 

vital role in suitable functioning of IDS. The IDS should be 

alert in prevent huge number of false or confusing alarms 

that are caused by adversary [5].  

 

III. INTRUSION DETECTION SYSTEM 

TECHNIQUES 

 

The many different methods used to completing the 

preferable elements of IDS are: 

A. Misuse Detection                       

The Misuse Detection is derived from general information of 

well-known attacks with mistake in a system given by the 

computer professional. Uses of the misuse detection are to 

detect the hackers that they try to execute the attacks as well 

as to utilize the predictable flaws of the data. It is exact and 

accurate in identifying recognized attacks; it cannot spot the 

unidentified attacks with increasing computer-generate 

threats to the data [6]. It is the frequent method implemented 

in IDS in recent days. The disadvantage is that it will spot 

only the identified attack. 

i) Signature Based IDS 

Signature based IDS uses a set of rules and regulations to 

recognize intrusion by inspection for model of events exactly 

to identified and recognized attacks.   

 

ii) String Signatures 

String signature seeks a sequence of ASCII symbols, which 

denote a possible attack. An example, of string signature is 

"cat + +" > /. rhosts” for UNIX which, carry out might cause 

the system turn out to be exceptionally vulnerable to set of 

connection attacks.   

 

iii) Port Signatures 

Port signatures often utilized for the link setup, which tries to 

familiar, and frequently attacked ports.  

 

iv) Header Signatures  

Header signatures examine for unsafe or illegal mixture 

within packet header fields. The prominent instance of 

packet‟s port field is vital pointer, Network BIOS port as 

well as the Out Of Band data pointer is set [7]. 

 

B. Anomaly Based 

Anomaly based watches over the network congestion and 

contrasts it also the well-known baseline of the usual 

congestion profile. A key characteristics for the set of 

connections is basically the common bandwidth consumption 

for regular protocols utilized to evaluate the group of port 

numbers, devices, which aware the supervisor or client 

abnormal congestion be, noticed which to be much differed 

from the baseline of “normal” behavior and “anomaly”.  

 

Some Examples of Anomaly based: 

1. A client turns on and off a system 30 occasions within a 

day as an alternative of the usual way of 2 to 4 

occasions a day.  

2. A computer is being used by the user around 3:00 AM, 

which is not of the business hours. 

 

In designing the system deals by the accessibility of a 

collection of connected sets, which will be the usual type of 

congestion [8]. logically, the guessing which stays alive from 

attack-free set of information‟s for guidance, a detector 

external is used to fake the set of information‟s  which will 

not give an accurate guessing. Standard set of connected 

systems congestion has a massive amount of scans, DOS 

attacks, backscatter and worm action. If it is not alert, this 

activity will turn out to be a part of usual state for an 

anomaly detector. 

 

IV. TYPES OF INTRUSION DETECTION SYSTEM 

 

A. Host Based IDS 

Host based IDS, which is capable of working with high 

quality data; Host Based IDS deal with takes place on a 
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single server system. The information is gather from a single 

server system. The conclusion should depend on the 

guideline, which is established on the local system. These 

types of host-based IDS process are examine as passive 

component [9]. 

 

i) System Commands 

Host based IDS employs functional source of information 

such as system commands for detect malicious user.Logged 

system controls examples within ps are UNIX, pstat, vmstat, 

get limit. The information given by these controls are about 

different events is extremely accurate and useful. The 

preprocessing of review information that is collected as 

informal data, which is needed before analysis. 

 

ii) System Accounting 

OS such as both „Windows‟ and „UNIX‟ have the 

availability of system accounting. There are no possible 

numbers of intrusion detection methods in spite of increasing 

attention for system accounting in windows circumstances. 

The common use of system accounting UNIX environment is 

used to gather information on system actions, which 

comprises of utilization of mutual assets by user of the 

system [10].  

 

B. Network Intrusion Detection Systems 

Network Intrusion Detection System checks whether there is 

any intruders in the incoming and outgoing network. NIDS 

are placed in the network hubs and taps. One of the 

disadvantages of NIDS is that it slows down the computer 

network speed. 

 

 
Figure 1:  Network Based IDS [11] 

 

The figure 1 illustrates that computer Network intrusion is 

been monitored by Network Intrusion Detection System 

(NIDS) are located at the key network points like routers and 

switches. All the traffic exceeds through the NIDS. It 

observes the network traffic and monitor the packets whether 

it holds any malicious data.  

 

C. Distributed Intrusion Detection Systems 

Distributed Intrusion Detection System contain the numerous 

IDS with a huge network, which interacts with each other, or 

a single server that provides with the advanced network 

monitoring. The server takes the authority and makes it at 

risk to the attacks. DIDS collect audit information and 

identify attacks from multiple hosts and possibly the network 

that connects the hosts [11]. 

 

V. WIRELESS NETWORKS 

 

A Wireless Local Area Network is an easy data 

communication system applied as a development to or as 

next option for, a wired LAN. Wireless set of connected 

systems have turn out to be famous in recent times due to 

simplicity of their mechanism and protection.The overall 

security remains the same as with wired networks: preserving 

secrecy, ensuring integrity, and maintaining accessibility in 

cycle. Division among standard and irregular traffic is 

frequently not cleared in ad-hoc wireless set of connections 

[12].  

 

VI. ROLE OF NIDS AND TYPES OF ATTACKS 
 

A Network Intrusion Detection System is assigned to 

supervise set of connected systems on behalf of attacks 

otherwise intrusions are collected information of these 

intrusions towards the administrator in turn to get serious 

steps. To check every network activity, without a NIDS it 

results in permanent harm to an organization‟s   Intrusion 

attack are those in which an attacker pass in to your network 

to take, break, or read your information. 

 

A. Scanning Attack 

Attackers sending a variety of packets for investigate 

whether a network or system is being exploited. When the 

analysis packets are reaching the target system, the system 

responds it and these replies are being examined towards 

finding the features of the targeted system, and there will be 

vulnerabilities.  The scanning attack identifies a potential 

victim network; Port, vulnerability scanners, etc. are used to 

yield information [13]. 

 

B.Denial of Service Attack 

A DOS attack try to collapse an objective thus to interrupt 

the service reject the access of genuine and certified clients. 

Thus, these types of attacks are usual in the Website where 

collections of servers, which are regularly utilized to attack 

WWW servers to the fake appeal. They will drastically 

change the financial harm to e- Commerce by rejecting the 

clients approach 

 

C.Flooding DOS Attacks 

An attacker delivers additional appeals to an objective than it 

can manage. It can also consume the processing ability or 

consume the network bandwidth leading to a DOS to new 

users. DOS (Denial of Service) attacks are difficult to 

conflict these do not use the data and even the most protected 



   International Journal of Computer Sciences and Engineering                                     Vol.7(4), Apr 2019, E-ISSN: 2347-2693 

  © 2019, IJCSE All Rights Reserved                                                                                                                                        323 

system will be spotted.  Bootmaster will be able to begin a 

DDoS attack via utilizing the vulnerability within any 

system, and takes command, by creating a DDoS controller 

[14]. The trespasser utilizes the controller to speak over with 

additional System.  

 

D. Penetration Attacks 

In Penetration attack, the hacker increases an illegal control 

and modifications of the system and reading the system 

information ,documents and etc., This types of attacks 

destroy the software, which allows the hacker to establish 

malware and viruses in the system. 

 

VII. TAXONOMY OF INTRUSION DETECTION 

SYSTEMS 
 

The definition of classification is “A taxonomy of organisms 

into groups based on similarities of structures in 

characteristics”. The Intrusion Detection System looks for 

actions and/or set of actions, which are similarly predefined 

structure of a well-known attack, the analytical approach is 

known as misuse detection.  

 

An IDS investigates the gather information simply starts 

from the  single monitored system and DIDS which gather 

information from numerous monitored systems which in turn 

to study worldwide, spread and synchronized attacks. 

 
Figure 2: Characteristics classification of IDS attacks 

 

VIII. ALERTS FROM IDS 

 

As a result of raise in a congestion level, recent trading IDS 

typically lean to make an extremely huge amount of false 

alarms.  Additionally, a huge DDOS or else scanning attack 

may cause several alarms while numerous network links are 

concerned. Additionally, it raises the amount of alarms that 

security analysts must study [15]. In turn to reduce amount of 

approach for spotting intrusions is increased, which can 

decrease the final detection rate. 

IX.FUNCTIONS OF IDS 

 

The Functions of IDS is classified in to Data Collection, 

Feature selection, Analysis and Action. 

 

A) Data collection 

Data collection passes the data as input to the IDS. The data 

are recorded into a file and then it is examine and analyzed. 

N IDS collects and alters the data packets and in host based, 

An IDS collect details like usage of the disk and processes of 

the system. 

 

B) Feature Selection 

This module select the particular feature large data is 

accessible in the network and they are usually evaluated for 

intrusion. For example, the Internet Protocol address of the 

source and target system, protocol type, header length and 

size could be taken as a key for intrusion [16]. 

 

C) Analysis 

The Analysis is used to find the correctness. Rule based IDS 

analyze the data where the incoming traffic is checked 

against predefined signature or pattern. Another method is 

anomaly based IDS where the system behaviour is examine 

and mathematical models are employed to it [17]. 

 

D) Action 

The Action defines about the attack and reaction of the 

computer system. It can either inform the system 

administrator with all the required data through email, alarm 

icons or message or it can play an active part in the system 

by dropping packets so that it does not enter the system or 

close the ports [18]. 

 

X.TOOLS IN INTRUSION DETECTION 

 

An IDS products accessible today addresses a range of 

organizational security goal [19]. The Beloe section 

discusses about the security application tools. 

 

(i) SNORT 

Snort is lightweight and open source software. Snort uses a 

flexible rule-based language to explain the traffic .From an 

IP address and it records the packet in human readable 

format. This protocol analysis, content searching, and 

various pre-processors Snort detects many  worms, 

vulnerability exploit attempts, port scans, and other doubtful 

behaviour. 

 

(ii) OSSEC-HIDS 

OSSEC (open source security) is freeware  software. It will 

run on major OS and uses a Client/Server technology. 

OSSEC has the ability to send Operating System logs to the 

server for analysis and storage. It is used in powerful log 

analysis engine, ISPs, universities and data centers. 
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Authentication logs, firewalls are monitored and analyzed by 

HIDS. 

 

(iii) FRAGROUTE 

This is termed as fragmenting router. Here, from the attacker to 

the fragrouter the IP packet is sent and they are then fragmented 

and transformed to the party. 

 

(iv) HONEYD 

Honeyd is a tool that creates virtual hosts on the network. The 

services are used by the host Honeyd allows a single host to 

request multiple addresses on a LAN for networks simulation. It 

is possible to knock the virtual machines or to trace route them . 

Any type of service on the virtual machine can be simulated 

according to a simple configuration file. 

 

XI.CONCLUSION 

 

In this paper an overview of the lifecycle, types of IDS, various 

domains, types of IDS attacks and tools have been discussed. 

During the last decade, drastic improvement has taken place in 

internet. IDS are becoming essential for day today security in 

the world and for computer network users. Nowadays internet is 

used in all lifestyles, safe data transmission is still a vast 

challenge in data communication. Even though several 

researchers have suggested new techniques for secured data 

transmission, the intruders are able to break the system with 

ease. Therefore, a secured and efficient tool will be a big boon 

for data communication in today‟s internet world. 
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