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Abstract- Electronic patient record (EPR) storage and transmission is an integral part of modern healthcare system.
Steganography comes into play when the medical image becomes a potential storage of patient information. Generally
steganographic techniques give higher importance to the perfect recovery of secret data than the actual reconstruction of the
original image. But in medical system the actual reconstruction of the original medical image is importance as this is the
primary source of disease understanding. Hence in this context reversible steganography plays an important role in
telemedicine field in storing, maintenance and communication of electronic patient record within the image itself, so that
where a doctor located at a geographically remote location can diagnose a patient on the basis of a medical image generated
elsewhere with confidence. In this paper we have studied some elegant techniques for reversible medical image

steganographic techniques and compare their performances.
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I. INTRODUCTION

Steganographic techniques are used to bury data in
different types of cover media like text, audio, image,
video etc. Image steganography uses digital images as
cover media and after embedding stego image is produced.
To hide data either cover pixels are directly modified with
hidden data or the image pixels are first transformed using
different transform domain techniques and then the
resulting coefficients are utilized to store secret
information [1]. At the destination the secret data is
extracted from stego image. In general, we are concerned
about the perfect reconstruction of the hidden data when
extracting from stego image and least interested in
recovering the underlying cover image in original. If the
cover image has to be perfectly reconstructed at the
receiver along with secret data then it is called reversible
steganography [2]. In certain applications like medical
imaging this is of utmost importance [3]. In telemedicine
the medical images of the patients like CT scan, MRI, X-
ray etc. are transmitted over network for diagnosis
elsewhere. Hence, the secrecy of the patient data has to be
protected [4]. Medical images follow a specific format
called Digital Imaging and Communication on Medicine
(DICOM), a grayscale image having intensity levels from 0
to 4095 in 12 bit format and 0 to 65535 in 16 bit format.
On the contrary, either 8-bit grayscale or 24 bit color
images are used for natural images. Each cover medical
image in telemedicine hides patient information i.e.
electronic patient record (EPR) in DICOM image itself to
produce stego image. When a diagnosis based on these
images are performed by an expert doctor from a remote
location the EPR has to be extracted from the stego
DIACOM. The objective here is to get back the underlying
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DICOM in its original form so that the medical details of
the DICOM is totally preserved after EPR extraction. So a
reversibility of the cover is of paramount importance here.
There are mainly two traits. In the former medical image is
divided into two types of areas, region of non-interest
(RONI) and region of interest (ROI) . The ROI are those
regions of a DICOM which are necessary for disease
understanding. On the other hand the areas which are less
important are RONI. In general ROI areas are not used for
embedding. The reversible techniques that are used for
medical images are either interpolation based or difference
expansion based. In interpolation based method the first
original image is created by contracting the initial image to
half of its original size. Then the cover image is generated
by using interpolation equation from input and original
image. This technique has high payload capacity but
perfect reconstruction is not guaranteed. The other
technique, difference expansion first create difference
image from input image and a specified reference image.
Then the histogram (DIH) of this difference image is
shifted to create empty bins, which will be used as storage
of secret data. This technique show high reversibility of
cover, with additional knowledge of overflow and
underflow generated by histogram shift operation. The
remaining sections of this paper is arranged as stated next.
Section-1I discuss principle, material and methods, results
found in the literature of this field, Section-111 compares
their performances and Section-1V conclude the study with
future direction of research.

Il. RELATED WORK

This section studies in details research articles published in
reputed journals, related to the field under study in details.
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The work by Parah S.A. et al. uses an interpolation method
in medical images for reversible data hiding [5]. Initially,
every pixel of the original image is up sampled into a 2x2
block, each cell containing the same pixel value. The
patient information is encrypted using chaos. The EPR is
embedded along with other auxiliary information like a
watermark and 4x4 block checksum for authentication and
localization. “Intermediate Significant Bit Substitution”
(ISBS) is used for embedding to avoid common LSB
attacks. Embedding is done for each block pixel other than
pivot/seed pixel which is kept intact for reversibility. At the
extraction step, the data is first recovered followed by the
original image. The checksum is used to detect the integrity
of the original images, while the watermark is used to
check the integrity of the information. Average PSNR and
SSIM achieved are 46.36dB and 0.9827 respectively for
payload of 196608 bits or 0.75 bpb. The method performed
well against many popular attacks like “salt and pepper
noise” (NCC=0.9503), “Gaussian noise” (NCC=0.4979),
JPEG compassion (NCC=0.5487), median (NCC=0.5439),
low pass (NCC=0.5004), Weiner filter (NCC=0.5439),
Sharpening (NCC=0.5053), Histogram equalization
(NCC=0.5044) and rotation (NCC=0.4835). Patel et al.
proposes a cloud storage-based algorithm to enhance
security and management [6]. Four cloud services are
required where Cloudl stores patient id and X-ray image;
Clould2 stores patient id and EPR; Cloud3 maintains
patient id and key; and finally Cloud4 keeps patient id and
stego image. In this method, the information is buried in
the cover image by using LSB substitution. The cover
image and EPR are saved in two separate clouds to
enhance security. Initially is cover image is segmented into
four RONI and one ROI with thresholding. A 4x4 secret
key is generated which stores the initial coordinates of four
RONI. After that, one of the RONISs is randomly selected
and undergo pixel reduction by adjusting pixel value with
the threshold in that RONI. Finally EPR is embedded in the
modified RONI using LSB substitution. The stego image is
stored in 4" cloud. Data extraction follow the reverse path.
For experiment the cover used is Shenzhen Chest X-ray
database consisting of 4096x4096-X ray image of
Tuberculosis. Sample EPR contains 990 characters or 7920
bits. For 2.1MB carrier and 12kB EPR PSNR achieved are
87.8 dB, 78.79 dB, 69.34 dB and 60.21 dB for 1,2,3,4 bpb
embedding rate in the first RONI. Other RONIs gives
similar results. 65.05dB PSNR is achieved for 256x256
DICOM color images with EPR of 18 bytes. Mantos P.L et
al. proposed a reversible steganography on DICOM images
[7]. At the outset, some of the rows from the top and
bottom of the DICOM images are selected as RONI. The
ROl embeds, the patient data consisting of sensitive
medical information, hash of the data (for authentication of
embedded data), hash ROI (for authentication for ROI).
These three sets of data are encrypted to enhance security.
This encrypted data and encryption key are embedded in
the ROI. The RONI embed start row of ROI, map size
which is the total number of bits altered in ROI during the
embedding and the map itself in ROI. LSB matching is
used for embedding. During embedding, two bits are
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replaced in RONI while single bit is replaced in ROI. The
algorithm uses a “Pseudo Random Number Generator”
(PRNG) to determine whether the bit in which is to be
embedded will undergo an increment or decrement
operation, keeping in mind 0 can’t be decremented and 1
can’t be incremented. In both the ROI and RONI,
embedding is done by considering two halves. In ROI, the
embedding occurs by considering the Sobel operator of
each halves. Although the robustness of this procedure is
pretty low, the imperceptivity of the algorithm is pretty
high. Once tested on ten 512 x 512 & two 256 x 256
grayscale DICOM images (16bit-CTs and MRIs)
maintaining a 0.25 bpb payload, the PSNR ranges 105dB
t0107dB while MSE ranges from 0.0830 to 0.1269.
Weighted stego and Triples stego analyzer by Fridrich et
al. are used to for resistance analysis [8]. Thiyagarajan P. et
al. come up with a reversible method where ROl and RONI
are separated using the Canny Edge Detector [9]. After
that, the MD5 hash value of the ROI pixels is obtained for
authentication during extraction of the embedded
information. Additionally, a tree graph is generated from
the hash value and the tree graph is used with 3-coloring
technique to generate the key. This unique key can be
generated solely from the hash value during extraction. The
embedding of uses RONI region. The hash values are
embedded with arithmetic progression while EPR
embedding utilized 3-coloring sequence. During
embedding pixels corresponding to color 1 and 2 are used.
This procedure has an average PSNR value 68 dB to 74 dB
for “Lungs” image for EPR length 650 to 1850 bits. The
method can withstand geometric attacks like cropping,
rotation and scaling. The system is very secure as the key
generated using the 3 coloring of graph is almost
impossible to break due to generation of huge chromatic
polynomial but cover image is not fully reversible.
Chandrasekaran V. et al. introduced a reversible method of
data embedding with medical images with better payload
capacity, least distortion [10]. So, both spatial and
transform domains are used for embedding. A discrete
wavelet transform (DWT) on ‘Haar’ wavelet which
generate integer coefficients is used for secret data
embedding, and additional reversibility information in the
form of location map is stored in spatial domain with
histogram modification indicating the location of the
coefficients positions which are modified [11]. Binary tree
is used to hold the multiple peak and zero points in
difference histogram. The high and middle frequencies of
DWT components are scanned in zigzag format and then
the secret data in embedded. During extraction histogram
recovery is applied to stego image to find the auxiliary data
and then integer to integer Haar transform is used to get the
image in transform domain. The proposed method is tested
using R2010 sample images in MATLAB. Experimental
results reveal that PSNRs are 62.56, 52.85, 50.92 and 45.85
dB at 0.1, 0.3, 0.6 and 0.8 bpb respectively for “hepatitis”
image. Ni Z. et al. has come up with another reversible
technique using histogram modification [12]. Initially, a
histogram h is created for cover image and after scanning
the histogram a set of zero point and peak point pairs are
generated. “Zero point” is an intensity which no pixel have
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in h and “peak point” is an intensity which have maximum
number of pixels. The length of hidden bits is equals the
number of pixel in the peak point. Then, the image is
scanned in a serial manner, and pixels that fall between
(peakpoint+1) and (zero point-1), are incremented by 1.
This shift the histogram by 1 place to the right leaving the
bin (peakpoint+1) empty. Again image is scanned to find a
pixel of peak point value. If the secret message bit is “1”
then the pixel value is added with “1”, and if “0” then no
change is made. After embedding the new histogram has
the peak point bin is reduced and (peakpoint+1) bin is
filled. During extraction a pixel with peak point value
indicate ‘0’ and (peakpoint+1) indicates ‘1’ as secret bit.
After scanning the image again pixel values between
(peakpoint+2) and (zero point) are reduced by 1, and
original histogram is restored losslessly. This can be
applied for multiple peak point and zero point pairs.
Computationally simple as no transform are required. The
method is tested with medical images of size 512 x 512
with payloads of 37682 bits to 184442 bits with PSNR
value of 48.2 and 48.3 dB. PSNR of 48dB is claimed with
average payload of 59262 bits in 512 X 512 8-bit grayscale
image. Kim K.S. et al. suggested a reversible scheme with
difference image histogram of sub-sampled images [13].
Initially, the cover image of size MxN is sampled with
horizontal and vertical sampling factors Au and Av to
create sub-sampled images, each of size M/ Au x N/ Av.
Now, selecting one such image as reference, multiple
difference images are created by subtracting the pixels of
other sub-sampled images. After that difference image
histogram (DIH) is created for the difference images, and
then histogram shifting is done to prepare empty bins
which will ultimately hold the secret bits. This shifting is
done according to an embedding level L, the number of
times data will be hidden in a single shifted histogram.
Only central part as of DIH is used due to its high spatial
correlation. After shifting mechanism with L bins are
shifted to left or right. The modified DIH is verified and
when a pixel of value -L or L is found, and message bit is 0
then no changes is done but if it is 1 shift of (L+1) is done
if value is greater than equal to L and shift of (-L-1) is done
if value if less than equal to -L .The process is repeated till
L>0. At L=0, only the +L is changed which ultimately
leaves out (-1) bin empty. The -1 bin in final DIH indicates
there is no tampering. To avoid overflow and underflow,
cyclic modular addition is used to minimize the visual
disturbance as a result of pixel flipping. MSE found 0.75
when L=0 and the Au, Av to be 2; lower bound of PSNR is
49.38 dB. Seven 512x512 benchmark grayscale images
from USC-SIPI database along with two 256 X 256, 16 bit
medical DICOM images are used. The payload capacity
from 6K to 210K bits is exhibited with PSNR of 50dB to
30.27 dB. For medical images PSNR lies between 31 to 35
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dB with 0.25 to 0.51 bpb payload. Lee H et al. proposed a
method involving expansion of DIH and error-free data
hiding scheme in medical images [14]. Multiple rounds of
data embedding is performed on the difference histogram
to increase payload leading to overflow and underflow. For
R rounds, initially R is subtracted from the pixel values
which are more than (max pixel value-R) and R is added if
pixel value are less than R. This modification is recorded
on a location map and is embedded using JBIG
compression. So, the original image | has changed into I,
(error-free image). Difference image is generated from the
adjacent pixel in I after interpolation and subtraction. After
that the DIH is used for data embedding. Now this process
is iterated with R times. The paper has used MRI, CT-
scans, X-ray scan images as data set and show that as R
increases, the hidden data increases significantly. PSNR
value after 8-bit conversion from 16 bit DICOM image
exceeds 54 dB. Tai W.L. et al. stated a method based on
reversible technique with DIH [15]. Initially the image is
scanned in an inverse order, and pixel difference is
calculated and then DIH is prepared and histogram
modification is applied for data hiding. The algorithm
proposes multiple passes on the histogram using various
pairs of “peak point” and “zero point” for higher payload
capacity. An auxiliary binary tree with L levels is used to
store the multiple pairs of peak and zero points. Every tree
node denotes a peak point. First the underflow and
overflow situation is solved by shifting the original
histogram before difference histogram is created. The DIH
it shifted by 2" to create empty bins for data embedding.
The only overhead information is the level of the auxiliary
binary tree for lossless data extraction. The proposed
algorithm was tested multiple grayscale images of 512x512
and it was observed that while keeping L=0, the PSNR
value was maintained at 48.3 dB and the bpb value was
ranging between 0.1734 to 0.0375 on the data set. As L is
increased payload went up to 250 kb but PSNR drops to
26.62. For payload around 33kb to 45kb the PSNR is
around 48.3 dB.

I11. COMPARISON

In this section we have compared the surveyed works on
the basis of the following parameters and listed them in
Table-1. a) Technique: The main steganography techniques
and associated methods b) Encryption: The encryption
techniques used for security ¢) Domain: Whether the
technique belong to spatial, transform or both domains. d)
Auxiliary information: The additional information needed
for reversibility. e) Dataset: The experimental dataset f)
PSNR: Peak signal to noise ratio for imperceptibility
measurement g) Security Analysis: What type of security
measure is taken?

Table-1: Comparison of the works under study

Avrticle Techniques

Encrypti
on

Sl. no
Domain

Auxiliary
information

Dataset PSNR(dB) Security Analysis
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Parah S.A. et | Interpolation of - Watermark & | Chest X-ray, | 46.36 with salt & peeper noise,
al. [5] pixels, 2 g block Angiography | 0.75 bpb Gaussian noise, jpeg
ISBS embedding | = S| .8 | checksumfor | etc. payload compression, median,
é © | & | authentication low pass, Weiner
U) . - -
filtering, sharpening
Patel et al. [6] Cloud based, Key value of Shenzhen 87.8,78.79, NA
ROI and RONI four RONI Chest X-ray 69.34 &
division & LSB < database 60.21 for
substitution z T_g 4096x4096 X | 1,2,3 & 4 bpb
(‘/a) ray image 12kB payload
Tuberculosis
Mantos P.L et | ROI & RONI & Hash of ROI 16 bit 105 to 107 weighted stego & triples
al [7] division & LSB - é 5__3 & EPR grayscale for 0.25 bpb steganalysis
substitution % =3 ;g) DICOM payload
ThiyagarajanP. | ROl & RONI - Tree graph of | DICOM 68 to 74 for cropping, rotation
etal. [9] using Canny 85 hash with 3- images payload of ,scaling
edge detection & | 5 & < | coloring 650 to 1850
Arithmetic Q5| 8 bits
progression = &
Chandrasekaran | Integer wavelet Location map | MATLAB 62.56,52.85 NA
V. etal. [10] transform(Haar & binary tree | R2010 ,50.92 &
& DIH shifting § 2 | for peak and images 45.85at
‘Ii zero point 0.1,0.3,0.6 &
0.8 bpb
Ni Z. etal. [12] | Histogram peak and zero | 512x512 48.2and 48.3 | NA
shifting points DOCOM for payload
S 8 images & of 37682 to
% 1096 image 184442 bits
CorelDraw
Kim K.S. et al. | Multilevel DIH Overflow, 512x512 50dB to NA
[13] shifting of sub < Tg underflow USCSIPI & | 30.27 with
sampled images z 8 | handling DICOM payload 6Kb
@ | information image to 210Kb
Lee H et al. | Multiround DIH _ | Locationmap | MRI, CT- 54 NA
[14] shifting S (‘r,g) i scans, X-ray
q image
Tai W.L. et al. | DIH shifting & Binary tree of | 512x512 Around 48.3 NA
[15] Overflow & < T_g multiple peak | grayscale with payload
underflow z < | and zero image 33kb to 45kb
adjustment < | points
IV. CONCLUSION REFERENCES

In this study we had analyzed several previous works that
not only deals with the storage, communication and
extraction of electronic patient record in telemedicine, but
also give equal importance to the perfect reconstruction of
the cover image during the extraction of EPR. Some of
them use spatial domain techniques and others use
transform domain techniques or both. They produce quality
stego images as seen from PSNR and SSIM values in
experimental results, hence imperceptibility condition is
met. Many of them has resistance against different
steganalytic or geometric attacks, hence are very secure
system. Almost all of them spare extra bits as auxiliary
information for the recoverability purpose. In the future
more secure transform domain technique may be used in
this context.
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