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Abstract— Mobile Ad-hoc network (MANET) is an ad-hoc wireless network with a routing network background typically 

located at the top of a link layer of the network. For the transmission of data routing protocols plays an essential role. Since the 

topology in MANET is not stable (nodes are moving) therefore routing as well as maintenance of the network is a challenging 

task. The difficulty that most of the researchers have analyzed is the energy consumed by the sensor nodes. The first problem 

of this research is to find a trust-based route so that the network can be protected against any additional cost used during the 

searching of an appropriate node. For this purpose, the Zone Routing Protocol (ZRP) routing mechanism with the concept of 

Artificial Bee Colony (ABC) algorithm has been used. Another problem that has been considered in this research is to protect 

the network from external attacks named as sinkhole attack. These attacks are also known as smart attack, as, when these 

attacks came into the network the sensor nodes do not know that whether the data is transmitted to the genuine node or to the 

malicious node. Therefore to resolve this problem, machine learning approach named as decision tree is used. The performance 

parameters are evaluated to measure the efficiency of the network. It has been determine that the Packet Delivery Ratio (PDR) 

of the proposed system has been increased by 1.19% compared to the existing work. 
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I.  INTRODUCTION  

During previous years, Mobile Ad Hoc Network (MANET) 

has gained immense attention of researchers. The theory of 

MANET is dependent on the available devices that are linked 

to each other to form the network [1]. It is different from 

other existing or traditional networks. MANET is not 

dependent on any pre-existing network or infrastructure to 

carry out their actions. The dynamic nature of MANET 

reduces its cost and implementation time. The fundamental 

structure of Mobile Ad Hoc Networks is illustrated in Figure 

1. The routing protocols that enable multi-hop data transfer 

in these networks form the backbone of MANET. The 

attacks on these networks change with the change in the 

topology of these dynamic networks [2].  To deal with such 

malicious attacks the routing protocols must be powerful. 

The routing protocols easily deal with varying topologies but 

the malicious attacks remain the concern to be fixed. By 

evaluating the performance of MANET, the application that 

it supports can be identified. Network layer parameters can 

be defined as the network performance metrics that are 

analyzed and evaluated in this research [3]. 

The architecture of MANET is depicted in figure 1, which 

comprises of four clusters each consisting of a gateway 

cluster head represented by a red circle. The cluster head is 

responsible for communicating with different nodes within 

the network. The ordinary that is placed randomly in the 

network is represented by the white circle, whereas source 

and destination nodes are represented by orange and green 

colour respectively.  

 

 

 

 

 

 

 

 

 

 

Figure 1. The architecture of MANET [4] 
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present in the same cluster then the data is transmitted 

directly. In case of destination node present in the different 

cluster, then the data is transmitted from one cluster head to 

another cluster head and then to the destination node [5]. 

A. Routing protocols in MANET 

In MANET, the route is creating by using routing protocols, 

mostly, three types of routing protocols are available in 

MANET named as a proactive, reactive and hybrid routing 

protocol. Proactive routing protocols employ a link-state 

routing mechanism that often floods information towards 

their neighbours. The proactive routing protocol maintains 

routing information and keeps the data up-to-date by 

swapping the data packet with its neighbours. The overhead 

occurs in proactive routing protocols are minimized by using 

reactive protocol. The distance-vector routing algorithm is 

used to sets the route to the destination node only when the 

node wants to transmit data. Hybrid is the combination of 

both reactive as well as a proactive routing mechanism. An 

example of hybrid routing is ZRP. In this research work, 

ZRP is used to find a route between the source and the 

destination node. The concept of ZRP is shown in figure 2. 

The nodes in the network cover zone radius as presented in 

figure 2. In case, if the destination node lies within the source 

zone region then the routing is formed similar to the 

proactive routing algorithm. In case, if the destination node 

lies away from the source node zone then the route is created 

by using a reactive routing algorithm [6]. The properties of 

both proactive and reactive routing algorithms are combining 

and better explained in figure 2. 

In figure 2, there are three zones created by the source node, 

node 10 and node 13 respectively. The source node (S) wants 

to send data to the destination node (N14). It broadcast a 

message to the border nodes depicted by black colour. The 

nodes on the border of zone region check the destination 

node in its routing table. Since node 14 is not in its zone 

region; therefore it repeats the border casting process. Node 2 

finds the destination node address and hence, it sends a reply 

message to the source node in this way the process is 

repeated and the route is formed between the source node 

and a destination node. As there is no centralized security 

management system, these types of networks are vulnerable 

to sinkhole attack. This paper will discuss the ongoing 

communication problems with the sinkhole attack. Sinkhole 

attack is a major security problem in MANET, which occurs 

mostly on the network layer. The data is drawn from the 

adjacent junctions to the offshore edge, and then falsifies 

routing information that generates a node that knows the path 

to a particular node of the local network. So, the sinkhole 

tries to attract the entire network traffic. Therefore, it warns 

the data packet or the package is completely down. To 

overcome this problem an optimization algorithm (ABC) 

along with a classification algorithm (Decision Tree) has 

been used [7]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: ZRP routing protocol [8] 

Rest of the paper is organized as follows, Section I contains 

the introduction of MANET along with ZRP as a routing 

mechanism; Section II contains the related work of MANET. 

In Section III, the methods and technique used in the present 

work are discussed. Section IV contains the experimental 

results followed by conclusion and references. 

II. RELATED WORK 

A number of researchers have contributed to defending the 

network from different types of attack by utilizing different 

techniques. A state-of-art is provided in the table below: 
 

Table 1. Existing work in MANET 
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no. 

Authors & 

Year 

Methods findings 

1 Patel et al., 

[2018] 
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Algorithm has been used 

in which the nodes form a 
group on the basis of 

energy consumption 

 

 

The parameters 

such as throughput, 

packet delivery, 
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performance and 

packet loss have 

been measured. 

 

2 Zhang et al., 
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the delay value 

measured with an 

individual AODV 
routing protocol. 

3 Chatterjee et 

al., [2015] 

Dynamic Source Routing 

(DSR) along with ant 
colony optimization 

(ACO) scheme has been 

used. 

 

The PDR and delay 

up to 0.75 and 
150ms have been 

achieved 

4. Jain et al., 

[2015] 

AODV routing 

mechanism has been used  

 

 

 

The black hole 

node has been 

detected and the 
performance of the 

network has been 

enhanced by 30 %. 

 

5. Chouhan et 

al., [2017] 

Presented a modified 

AODV to prevent the 

network from wormhole 
attack 

The parameters 

such as PDR, 

throughput, delay 
up to 80%, 60 % 

and 5msec have 

been measured with 
respect to the 

number of 

malicious nodes. 

6. Brar et al., 

[2017] 

Particle swarm 

optimization (PSO) as an 

optimization mechanism 
to protect the network 

from the black hole 

attack. 

 

System 

performance works 

well in the presence 
of a single black 

hole node and 

degraded as the 
number of 

malicious nodes 

appears in the 
network 

7. Gupta and J 
[2017] 

Prevention of network 
from grey hole attack 

using PSO algorithm 

 

The performance in 
terms of computed 

metrics such as 

throughput, delay 
and drop packet 

have been 

measured. 

8 Jebadurai et 

al. [2018] 

Node collision 

mechanism has been 
employed for the 

prevention of network 

from sinkhole attack 

The PDR up to 0.85 

has been obtained. 

III. METHODS AND MATERIALS 

In this section, the methods of proposed work used for 

preventing the network from sink hole attack by using ABC 

and Decision tree are presented. 

A. Artificial Bee colony algorithm 

It is a swarm inspired algorithm used to optimize the route on 

the basis of nodes properties such as energy consumption, 

collision rate and co-ordinate of the nodes. IF the energy 

consumed by the node is higher than the pre-defined value 

then the optimization algorithm with defined fitness function 

is applied in the network. This algorithm helps to create an 

optimized route [17]. The bees are mainly worked into three 

ways, initially, scout bees are used to discover route along 

with ZRP routing protocol. Secondly, the bees check the 

quality of the route and the last one is to integrate food from 

the sources [18]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 3. ABC algorithm 

B. Decision Tree 

Decision tree is used for differentiating the normal node from 

the sinkhole node. It is tree-like structure that utilizes 

possible results such as random results, resource costs, and 
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discovered then their identification in the cache routing table 

is stored. On the behalf of the attackers’ activities, the types 

of attacker are checked and the presentations from the 

attacker are analyzed so that best results can be achieved. To 

check the accuracy and efficiency of the proposed simulation 

work, QoS parameters like Throughput, Delay, and Packet 

Delivery Ratio etc are computed [19]. 

 

IV. EXPERIMENTAL RESULTS 

The experiment has been performed in the MATLAB tool by 

utilizing a communication tool along with an optimization 

and classification tool. 

 

Figure 4. Network 

Figure 4, shows the network designed with 1000 * 1000 

areas. The network comprises of 50 numbers of nodes along 

with source node and the destination node. The route is 

determined by using the ZRP routing protocol as indicated 

by the blue line. 

 

Figure 5. Throughput 

The capacity of the network is determined via throughput. 

Here, throughput measured for the base work in which DSR 

has been used as a routing algorithm is represented by the red 

line. The throughput measured for the proposed work that 

utilized ZRP as a routing algorithm along with optimization 

and classification algorithm. There is an increment of 

36.11% in the throughput while comparing with the existing 

work. 

 

Figure 6.PDR 

The PDR metric represents the rate of a number of packets 

delivered to the destination node with respect to the total data 

transmitted for the source node. From the graph, the PDR of 

the proposed work has been increased by 35.48 % compared 

to the existing work. 

 

Figure 7. Energy consumption 

Figure 7, represents the energy consumed by the sensor 

nodes while transmitting data from the source node to the 

destination node. From the figure, it is clear that the energy 

consumed by the nodes while using optimization along with 

classification algorithm is very small compared to the 

existing work. The energy consumption ratio of the proposed 

work has been reduced by 2.85 % compared to the existing 

work. 
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Delay is essential parameters because when it exists in the 

network, the sensor nodes relay messages and the network 

are populated. 

 

Figure 8. Delay 

The delay has been reduced by 58 % of the existing work. 

To determine the efficiency of the proposed work, the 

comparison between proposed work and existing work 

performed by Jebadurai et al. [16] has been illustrated in 

figure 9. 

 
Figure 9 Comparison of PDR 

It has been observed that the average values of PDR 

measured for the proposed and existing work are 85 % and 

84 % respectively. Thus there is an enhancement of 1.19% 

respectively. 

V. CONCLUSION 

In this research, we are observing the effect of sinkhole 

attack in the network, which is deployed with 50 number of 

nodes. The routing has been performed by ZRP routing 

protocol. ZRP is a hybrid routing protocol that combines the 

advantages of both proactive and reactive routing 

mechanism. The effect of sinkhole attack has been analyzed 

without using the artificial intelligence algorithm and with 

artificial intelligence algorithm. From the experiment, it has 

been observed that When there is no machine learning 

approach applied, the average of throughput, PDR, energy 

consumption and delay values measured for 5 number of 

iterations are 42%, 0.51, 460 mJ and 3 msec and 58.13 % 

respectively have been measured. 

In the case of machine learning and optimization approach, 

the sinkhole attack is detected and the path of data 

transmission has been changed from the fake route to the 

genuine route. In this process, the performance of the 

network has been increased and the increased values of 

throughput and PDR are 35.48 % and 48.72 % respectively. 

The energy consumption and delay values have been reduced 

by 2.85 % and 58 % respectively. Also, in comparison to 

existing work PDR value is increased by 1.19%. 
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