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Abstract— In Image encryption scheme, the permutation operation plays an important role in confusing the pixels of image
and is used in combination with diffusion operation. This paper proposes an efficient 3D permutation strategy for color image
that is free from sorting operation and is based on Lorenz map. It has good confusion properties than permutation algorithms
that do not involve sorting operation and in comparison to permutation algorithms with similar security that involves use of
sorting operation, the proposed method has lower complexity. Performance and Security of proposed permutation algorithm
are analysed and results further justify that the permutation scheme is secure is computationally efficient for application in

image encryption scheme.
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l. INTRODUCTION

Advancement of technology has led to security threats
concerning multimedia data and image encryption is one way
of securing image data [1], [2]. The various challenges faced
for development of secure image encryption schemes are
reduction in correlation among pixels, proper diffusion
operations to obtain uniform histograms, security against
various plaintext attacks, etc. Secondly, image encryption
process must be sensitive to secret keys as well as plain
image. Another issue is that the steps involved in encryption
scheme must be highly related with one another. Since image
data is huge, the encryption scheme must be secure and
computationally efficient.

Image encryption schemes are made sensitive to secret keys

with the help of chaotic maps [3], [4], [5] as chaotic
sequences are sensitive to initial conditions and good
diffusion and confusion strength is achieved with mixing
property of chaotic maps [6]. However, in most of the
cryptanalytic works [7], [8] the encryption scheme is broken
by disintegrating the confusion and diffusion steps involved
[9]. [10].

These chaotic sequences provide pseudo-random integer
sequences or real number sequences [11], [12] for diffusion
and confusion operations. While choosing a chaotic map for
image encryption, the properties of chaotic maps also needs
to be considered, based on which the structure of encryption
scheme may become vulnerable [13], [14].
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In image encryption schemes permutation process is an
integral part of encryption and also one of the most time
consuming process due to the sorting operation which is
performed on chaotic sequences to obtain permutation
position [15], [16]. A new approach for permutation is
suggested in this paper which is more secure and efficient.
The permutation is performed using chaotic sequences
generated from 3D Lorenz system in an efficient way by
swapping the pixels for better confusion properties of
permutation mechanism.

Following content of this paper is organised as follows.
Section 1l discusses chaotic properties of Lorenz map using
this map random number generation procedure is given in
section I11. The proposed permutation strategy using pseudo-
random number generator is discussed in section IV followed
by analysis of its security and performance section VI. This
paper is finally concluded in section VII.

Il. LORENZ SYSTEM

The chaotic system used for generating random numbers is
obtained by solving Lorenz system [17], which is defined as

x=a(y —x)
fiiy=bx—y—xz (1)
Z =Xy —cz,

by fourth order Runga-Kutta method. The states of the

system used for generating chaotic sequences lie in the
interval 0 <x <20, 0<y<50, -50<z<50 as the
system is symmetric along z axis [18]. The chaotic
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parameters for Lorenz system are a = 10, b =28 and ¢ = g
. Using these parameters, 3 chaotic sequences are obtained.
There may exist short period cycles in these chaotic
sequences due to finite computer precision [19] but these
sequences can be effectively used for the proposed
permutation strategy given in the following section.

I1l. RANDOM NUMBER GENERATION FOR PERMUTATION
OF PIXELS

With Lorenz system given in section II, three chaotic
sequences of real numbers X = {x;}:*k% v = {y;}}*F and
Z = {z;}L¥F are generated where L represents size of plain
image. First k elements in each sequence is discarded to
avoid recovering of control parameters of chaotic map [20].
From three sequences of real numbers three integer
sequences are obtained as

X (1) = mod(floor((jx (i) |¥10** — Fix(]x(i)])*104)),256)

Y (1)=mod(floor((|y(i)|*¥10™* — Fix(|y(i)[)*10™*)),256)

Z(V)=mod(floor((|z(i)|*10* — Fix(|z(i)|))*104)),256)
(2)

The structure of real number sequences generated by (2) can
be observed with State Map Network (SMN) [21]. For
chaotic map f:[0,1] - [0,1] iterated using computing
precision domain of 2 bits, a relation exist from node (i, j, k)

s . i j k ir jr kr
to node (i’,j', k") if f(2_22_22_2) = (7+52+72)- Some of the
periodic series nodes (xg, Xy, ..., Xrepeateq) OF LOrenz system
observed in 2 bit precision domain are listed in Table 1. x,

denotes seed node and X,¢peqreq denotes the repeated node.

Table 1. Lorenz Map series for 2-bit computing precision
domain

Seed  Node | Sequence Nodes (xg, X1, .-, Xrepeated)

(%0)

(1,1,1) (1,1,1), (0,20), (3.1,2), (3,0,2), (2,2,3),
(4,3,2), (3,3,3), (0,4,2), (2,1,3), (3,1,2)

(0,0,1) (0,0,1), (0,0,4)

(0,0,2) (0,0,2), (0,0,4)

(1,1,2) (1,1,2), (43.2), (3.33), (0,4,2), (2,1,3),
(3,1,2), (3,0,2), (2,2,3), (4,3,2)

A similar structure will exist for Lorenz map at higher
precision domain. Through this structure, the periodic nature
of chaotic sequence is analysed based on which random
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number generation of integer sequences is improved. If two
or three consecutive positions occur in the permutation
sequence then the integer sequences will also repeat, due to
which a series of pixels will be shifted from one position to
some other position but in same order. Therefore, in order to
enhance security, the integer sequences from the point of
repetition are updated again by iterating chaotic sequences.
The initial conditions for re-iterating the chaotic sequences
are defined by adding secret keys of Lorenz map with last
output from real number sequences. The obtained integer
sequence is appended to the previously obtained sequence.

IV. PERMUTATION STRATEGY USING LORENZ SYSTEM

A strategy for scrambling pixels of plain image is proposed
in this section, which can be used in image encryption
schemes along with diffusion operation to provide fast and
secure image encryption schemes. In generating permutation
sequence the integer sequences are used to obtain three
matrices to specify location of each pixel with which current
pixel can be swapped. Also, for secure image scrambling
scheme, the secret keys can be updated using SHA-2 hash
function before encryption as in [22]. By making encryption
scheme sensitive towards changes in plaintext the image
scrambling scheme is secure from known/chosen plaintext
attacks.

1) Generate random integer sequence X = {x;}\_,,
Y =y}, and Z = {z;}%_, as in (2). Sequence X
and Y specifies position of pixel to be swapped and
sequence Z specifies one of the three RGB
components.

2) Obtain matrix Mr, Mg and Mb of size W x H
each. Starting from first position the process
continues, pixel from current position is moved to
another location determined by Lorenz system as

RE7) if =1,

Mr(i, ). = 16(%7) if 7 =2, (3)

B(x,y)) if zi = 3.

and the pixel at position determined by Lorenz
system is moved to current position as

MT(ZI:)TL)I( = R(l!]) ]fZ_k = 1;
Mg(%,7,), = G(i.)) ifZ =2, (4)
Mb()?l!y])k = B(l']) le_k = 3'

where k = 1,2, ..., (W x H), value of &; is used to identify
particular row in plain image I, ¥, is used to identify
particular column in plain image and Z, identifies RGB
components of color image. The pixel at position (i, j, k) is
swapped with pixel at position (x;, y;, Z). The first pixel in
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plain image is swapped with a specific pixel defined by
integer sequences, and next pixel is swapped with next pixel
specified by the same and so on as shown in Fig. 1.

R
O
G
e =
B o o
(a) (b) (©)
Figure 1.  Permutation strategy: (a) First pixel is swapped with a

specific pixel of blue component which is defined by integer
sequences; (b) Second pixel is swapped with another pixel whose
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V. ANALYSIS OF PERFORMANCE AND SECURITY
FEATURES

In this section, effectiveness of proposed permutation
strategy is analysed. The proposed permutation strategy must
be used along with secure diffusion operation for image
encryption scheme. The test image has been taken from
USC-SIPI "miscellaneous"” dataset. The initial parameters of
Lorenz chaotic map used for encryption are (x, = 1.2,y, =
0.99749,z, = 1). The experiments are performed using
Matlab 2019a on PC with 3.2 GHz CPU and 8G RAM.

A. Encryption Results

For initial conditions that may lead to short period cycles
[23], the proposed permutation strategy would cause
swapping of pixels at different locations with different values
which gives good confusion strength to encryption scheme.
The proposed permutation can be compared to permutation
using 3D Cat Map. The permuted image obtained using
Lorenz system in one round of iteration is more confused
than permuted image obtained using 3D chaotic cat map in
one round of iteration which is performed according to (5) in

position is given by next value in each of the three integer [6] as
sequences; (c) Third pixel is swapped with pixel whose position in
given by next value in the integer sequences. x' X
y|=A4 <y) (®)
z' z
where,
1+a,b,b, a, a, + aya, + aya,a,b,
A=b,+ayb, +aca,b,b, a,b,+1 a,a,+aca,a,b,b,+ aca,b, +a,
aybyb, b, ayayb,b, + a,b, + a,b, +1

and (x,y,z) are current pixel position in plain image and
(x,y',z") is the new calculated position to which the pixel is
placed. The results of permutation using proposed strategy
and traditional cat map are shown in Fig. 2. The visual
information in Fig. 2(f) indicates that more rounds of
permutation are needed with 3D cat map whereas no such
information is revealed in Fig. 2(b).Therefore, it can be
justified that the proposed permutation strategy is more
secure.
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(d) (e) U]
Figure 2. Permutation results: (a) Plain Image; (b) Image Permuted
using proposed strategy; (c) Image permuted using 3D cat map after
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one permutation round; (d) Image permuted using 3D cat map after
2 rounds of permutation; (e) Image permuted using 3D cat map
after 3 rounds of permutation; (f) Image permuted using 3D cat map
after 6 rounds of permutation.

B. Correlation Distribution of Adjacent Pixels

To justify the effect of proposed permutation strategy,
adjacent pixel distribution is plotted and compared with plain
image as well as 3D cat map based permutation. Adjacent
pixel correlation of image is calculated as in [24] as

cov(a,b)
JD(@D®)
Where, cov(a, b) = =X, (a; — E(a))(b; — E(by)),
E(a) = %Zf’zl a;, D(a) = %Z?’zl(ai —E(@))* a &b are
gray scale values of two adjacent pixels in image, E(a)

denotes expectation of a, D(a) denotes variance and n
represents the total number of samples.

Tap =

Scrambling image pixels with 3D cat map is compared with
the proposed strategy for one round of encryption.
Correlation distribution of plain image and encrypted image
is shown in Fig. 3.

@ ) 0

Figure 3. Adjacent pixel correlation distribution of plain and
permuted images: (a) Plain Image- horizontal correlation; (b) Plain
Image- vertical correlation; (c) Plain Image - diagonal correlation;
(d) Horizontal correlation of permuted image (using proposed
strategy); (e) Vertical correlation of permuted image (using
proposed strategy); (f) Diagonal correlation of permuted image
(using proposed strategy); (g) Horizontal correlation of permuted
image (using 3D cat map); (h) Vertical correlation of permuted
image (using 3D cat map); (i) Diagonal correlation of permuted
image (using 3D cat map)
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Fig. 3(d)-(f) indicates that adjacent pixel correlation among
pixels have been reduced with proposed scheme as compared
to distribution shown in Fig. 3(g)-(i). The distribution in Fig.
3 justifies the effectiveness of proposed scheme as compared
to original image as well as permuted image obtained using
3D cat map.

C. Complexity

The proposed permutation sequence is generated by
transforming the sequence of real numbers to sequence of
integer numbers which makes it faster than traditional
permutation sequences [3], [6], [13], [19] which are
generated by sorting the sequence of real numbers and
complexity of sorting a sequence of numbers is O(nlogn).
The complexity of generating proposed permutation
sequence is O(n). Also, if image scrambling is performed
using 3D cat map, number of iterations round is more and for
proposed scheme required results can be obtained in simply
one round of encryption. Therefore, for fast encryption the
proposed permutation strategy must be used.

VI. CONCLUSION

A new image scrambling scheme for color image is proposed
in this paper. The image scrambling scheme is capable of
providing enhanced security for image encryption when used
in combination with appropriate diffusion operation. The
proposed scheme effectively reduces adjacent pixel
correlation in plain image in one round of permutation.
Secondly, the complexity of permutation operation is
reduced as the operation is free from sorting operation. The
experimental results further justify the effectiveness of the
permutation scheme.
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