€
AX]JCSE International Journal of Computer Sciences and Engineering [pen Access

Research Paper Vol.-7, Issue-5, May 2019 E-ISSN: 2347-2693

Exploring the concept of Blockchain in Cryptocurrency and its uses in
decentralizing banking system

Salil Abrol'", Ajay Dureja?
! Department of Computer Science & Engineering, PDM University, Haryana, India

2 Department of Computer Science and Engineering, PDM University, Haryana, India

*Corresponding Author: salilabrol@hotmail.com, Tel.: +91-7861900004
DOI: https://doi.org/10.26438l/ijcse/v7i5.263271 | Available online at: www.ijcseonline.org

11/May/2019, Published: 31/May/2019

Abstract— The term blockchain emerged in trend with the popularity of the cryptocurrency called the Bitcoin, which also got
the name tag “Digital Gold’. The idea of the cryptocurrency was to decentralize the currency system by establishing
transactions over distributed peer to peer network. The technology of Blockchain was adopted to achieve this motive. The term
blockchain comes from the idea of list of blocks, growing continuously over time wherein every block carries the data relating
to the transactions and data regarding the cryptographical linkage using secure hash algorithms and the protocols. The idea was
adopted from the paper that described about timestamping of digital document published by two people nhamed S. Haber and
W. S. Stornetta. The blockchain concept helped to revolutionize the system so as to prevent accidental leak and updation of
confidential data, as there is no central authority or central server in this system that can be bribed to achieve the falsely

motive. Through this paper, there is a lot to learn about the blockchain technology, its working and its applications.
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. INTRODUCTION

The term BLOCKCHAIN first existed in the year 2009.
However, in 1981 two people named Stuart Haber and W.
Scott. Stornetta published a paper on “How to timestamp a
digital document” [1] which laid the initial basis of further
research in the field of BLOCKCHAIN. The paper focused
on how we can secure a digital document so as to prevent
illegal and accidental updation of data and to prevent the
chance of illegal forward dating and backward dating of the
document by the means of digital signatures.

A person (or group of people) known as Satoshi Nakamoto
in 2008 first implemented Blockchain. It was implemented in
the later years by Nakamoto as a major part of the Bitcoin,
which is a cryptocurrency implemented using Blockchain
[2]. Blockchain is used as the public ledger for all
transactions carried out on the peer to peer distributed
network. Due to blockchain, was the first digitalized
cryptocurrency to successfully solve the double spending
problem without any employment of a server or a central
trusted authority and has been the initial basis for many
additional uses.

The technology of Blockchain was adopted to achieve this
motive. The term blockchain comes from the idea of list of
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blocks, growing continuously over time wherein every block
carries the data relating to the transactions and data regarding
the cryptographical linkage using secure hash algorithms and
the protocols. Each block carries a cryptographical hash of
the previous block, a timestamp, nonce value, and the data
[3]. The blockchain was invented so as to make it resistant to
data modification such as an example where shopkeepers can
modify their invoices later on, or the people may bribe the
central authorities to make illegal modification of data. Block
chain is a mechanism that stores and manages the data and
the transactions over a decentralized network and is a public
ledger. Due to the decentralization, the data is safe and
permanent that is once written as there is no central server or
authority that can be bribed. Data once written is permanent
which cannot be altered or deleted at any point of time later
on. BFT (Byzantine fault tolerance) is a parameter that is
used to regard security of a Blockchain computing system
[4]. Decentralization is therefore achieved using peer to peer
networking. Thus, we may see the use of this technology in
all the areas where we still rely on servers and central
management authorities and revolutionize the era by
implementing blockchains.

Blockchain was built for its use in crypto coin that is the

bitcoin as its public ledger. This made it the first digital
crypto currency to solve the problem of double spending (a
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same digital coin/token/document/tender is used more than
once) in a decentralized manner or we can say by without
using centralized servers or authorities.

GENESIS

NO PREVIOUS

HASH HASH: Obc6712a HASH: 1¢d7823b

HASH: 0be6712a HASH: 1ed7823b HASH: 2de8934c

Figure 1 Typical structure of a BLOCKCAIN

Rest of the paper is organised as follows, Section | contains
the introduction of Blockchain, Section Il contains the
description of main component of Blockchain that is the
Blocks, Section Il contains some relevant concepts about the
Blockchain technology, Section IV contains the idea of Hash
Cryptography adopted in the Blockchain technology, Section
V contains the concept of Immutable Ledgers and Peer to
Peer networks which is the backbone of blockchain, Section
V discusses about the concept of mining, that is how the
blocks are added to the chain, Section VI discusses about the
protocol that is used while the chains get updated that is the
Consensus protocol and Section VIII concludes the research
work with future discussions.

Il. BLOCKS

Blocks hold batches of valid transactions that are hashed and
encoded into a Merkle root tree. Each block includes the
cryptographic hash of the previous block in the blockchain,
linking the two. The linked blocks form a chain. This
iterative process confirms the integrity of the previous block,
all the way back to the original genesis block [5].

Sometimes, there can be a possibility of temporary fork,
which is due to the fact that blocks are mined one after
another continuously. The algorithm that we use in
Blockchain s SHA (Secure Hash Algorithm), but there may
be some other mechanisms that can co-exist to choose which
block have to be added to the blockchain, so the blocks are
scored and the block with the highest score finds its place in
the Blockchain. The low score blocks which are not added or
are discarded are called orphaned blocks. Peers in the
network keep only those blocks in database that have high
score index. If by chance a block with more score index is
encountered or is mined later on, peer will update its list by
removing the block and replacing it with the more accurate
block. So, this gives us a picture that there is no guarantee
whether a particular entry will remain in the blockchain or it
may get replaced. In the blockchain system, there are prizes
for the miners who mines the block and if the block gets
accepted they are paid more fees, but as the probability of
remaining a block in the blockchain is decreased at stages,
thus it is very competitive to mine a block with high score
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value and therefore the chain having with the most appealing
proof-of-work is always regarded as the best chain and
validates the network. [5].

ITIS A RECORD OF:
- DATA:

HELLO
« PREVIOUS HASH:
0xbfe9867a
HASH:
0Oab7861fed

Figure 2 Structure of a Block in Blockchain

I1l.  UNDERSTANDING THE BLOCKCHAIN
CONCEPT

The blockchain concept revolves around the following key
entities —

»  Hash cryptography.

* Immutable ledgers.

«  Distributed peer-to-peer (P2P) networks.
*  Mining.

»  Consensus protocol

Figure 3 Blockchain Concept

e Hash Cryptography
The concept of hash cryptography is like a fingerprint to a
document. Just as a fingerprint is an identity of human being,
similarly hash is an identification number for a document.

e Immutable Ledgers
The term ‘immutable” means non-changeable or something
that cannot be tampered with and the terms ‘ledgers’ mean
records. The concept of immutable ledgers together meaning
non-changeable records apply in BLOCKCHAIN which
implements the DATA-SECURITY.
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e Distributed peer-to-peer(P2P) networks
A peer-to-peer (P2P) network in which interconnected nodes
("peers") share resources amongst each other without the use
of a centralized administrative system.[2]
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Figure 4 Distributed P2P Network

e Mining
Mining is the term that we use for the process that makes the
blockchain to be a decentralized secure system. It secures the
blockchain system and enable a system without any server or
a central authority. Mining allows the user to create new
blocks for the blockchain ensuring decentralization.

e Consensus protocol
Consensus protocol ensures two important security
parameters:
1. Dealing with the Attackers that attack the blockchain
system.
2. Dealing with the simultaneous updation of blockchain at
two peers and resolving it.

IV. HASH CRYPTOGRAPHY

A hash is a function and cryptography is the way of encoding
the data thereby implementing the data security. The data is
applied with a hashing function, and the output of the
hashing function is then encoded to get a number which is
sequence of digits and can be understood only by a decoding
mechanism [5].

e USE OF HASH IN BLOCKCHAIN
A hash defines the fingerprint for a document so that the
document is uniquely identifiable with the corresponding
hash value assigned by the hash function or hash algorithm.
The blockchain implements the hash cryptography with the
help of hash algorithms.

¢ FIVE REQUIREMENTS OF A HASH
ALGORITHM
A hash algorithm must satisfy the following 5 requirements —
It should be one-way.
It should produce deterministic results.
It should have fast computation.
The avalanche effect.
It should withstand collisions.

abrwbdpE
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e UNDERSTANDING THE SHA256 HASH

SHA stands for Secure Hash Algorithm and the value 256
represents the no. of bytes, meaning the SHA256 hash will
be of 256 bytes. The SHA256 hash will be 64 characters long
and is basically a number, more specifically a hexadecimal
number. As it is hexadecimal number, it will comprise of
digits from 0 to 9 and letters from A to F representing the
numbers 10 to 15.

SECURE HASH
ALGORITHM

02abc67891
a2cd45a78f
b2b456fa91

Tabl

DOCUMENTS

64 characters long HEXADECIMAL SHA256 hash

Figure 5 SHA256 ALGORITHM CONCEPT

¢ WORKING OF SHA256 HASH ALGORITHM
The SHA256 satisfies all the 5 requirements of the hash
algorithm so, it is the most widely accepted hash algorithm
that is used.
The SHA256 produces the 64 characters long sequence of
digits for every change in the data.
For example, if there is no data written in the document then
also the hash code will be generated as in below image:

SHA256 Hash copyriont notice

Hash: e3b0c44298fc1c149afbidc8996fb92427aed 104649b934cad95991b7852b855

Figure 6 SHA256 hash without any data.

Now, suppose we write some data to the document, then the
hash code completely changes.
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PEEEESS———
< (] ‘ @ Secure | https//tools.sup \ce.com, in/hash/

&% Blockchain Demo: Hashes and Blocks

SHA256 Hash copyrgnt totice

Data: Understanding the SHA|

Hash: 3d3addae1d26bbdf1df74f4f89a9284a336ef762fa621205bce 169271683 1c1

Figure 7 SHA256 hash with some data.
And now, if we change the data,

<« c | @ Secure | https://tools.st ience.com, \/hash/

& Blockchain Demo: Hashes and Blocks

SHA256 Hash copyriognt notice

Data: Understanding the SHA256

Hash: bf058964279abcbdb3228e9c66c93eb922793d87b5823d%faad 7f24a18c1970c

Figure 8 SHA256 hash with some changed data.

So, every time a new hash code is outputted by the
algorithm, which signifies the Avalanche effect that upon a
small change there will be complete change of the hash code.
The hash code generated represents the fingerprint of the
data that is unique for every data.

V. IMMUTABLE LEDGERS AND PEER
TO PEER NETWORK

The concept of immutable ledger lies in its name only, where
immutable means something that cannot be changed, and
ledger means a record. So, an immutable ledger means a
record that cannot be changed, which is the foremost
requirement of a blockchain as by the definition of
blockchain: Blockchain is list of records called the blocks
that are related to each other. So, we need to maintain the
immutable blocks in the blockchain so as to implement the
data security.

Consider an example,

You have earned money through lots and lots of hard work
and now it’s the time to spend the money for your basic need
that is owning your dream home. You contact the brokers or
the owners of the house you dreamt about and finally you
pay them the amount and get a deed stating that the previous
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owner has sold the property to you in specific amount and
now the house is yours.

The next step is that both of you i.e. the previous owner and
you have to go to a government registry office with the deed
to get the property registered under your name by removing
the name of previous owner and writing your name. For this,
the government charges some registration fee and updates
their records as per the deed made. The records of the
government body may be in the computerized format or in
the form of traditional ledgers where entry is marked with
ink on paper. In both the cases, there is a possibility of
tampering or forging the data.

Any hacker can creep into government intranet of the
registry office and can do unauthorized updation of data by
removing your name and writing someone else’s name in the
registry record or if it is pen-paper ledger, the task is much
easier.

So, now the house for which you spent your hard-earned
money is now not yours legally as you only have now the
deed which you made with the previous owner which is not a
legal document, the legal document is the registry of the
house which is now changed by the hacker.

So, now there will be disputes and eventually the case would
be one by the person whose name is written in the records of
government.

IMMUTABLE LEDGERS:

Figure 9 Problems with traditional ledger system.

These kinds of problem are very common and thus there is
need to implement the more secure means of record keeping,
and that is done by blockchain.

Now in a blockchain, each block will represent the owner of
the house, where first block is the first owner, second block
is the second owner to which the first owner sold the
property and so on, the blocks will be added to the chain.
Now each block contains the previous hash value, i.e. the
hash value of the previous block, so if a hacker hacks a
block and changes the data in the block, then hash of the
block will change as the SHA256 immediately changes the
hash for a minute change in the data, then, the block next to
it will be containing the old value of previous hash, which is
also to be changed now by the hacker, and if the hacker
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updates the value of previous hash in next block then now
this block’s hash will be changed thus again hacker will have
to update the next upcoming block with a new ‘previous
hash’ value. Thus, the hacker has to update all the blocks
after the block in which it changes the data, which will be
very tedious task as this has to be done while network is in
operation and hacker can be caught at any time.

2
=<

IF HACKER DOESN'T KNOW ABOUT BLOCKCHAIN
IMPLEMENTATION
THEN HE IS CAUGHT EASILY

Figure 10 Hacker attacking the blockchain ledger system.

IF HACKER KNOW ABOUT BLOCKCHAIN
IMPLEMENTATION
THEN HE IS TRAPPED IN ITS OWN WEB

Figure 11 Hacker updates all later blocks.

Let’s say, the hacker succeeds to update all the blocks, then
there comes the role of P2P network, In the P2P network [2],
the blockchain is present with every node and the
neighbouring nodes in the network are mutually contacting
with each other, so while communication they may detect
that the blockchain with this particular node is not same as
our blockchain, thus one of the neighbouring node will copy-
paste its blockchain to the node which is not having valid
blockchain, thereby maintaining the consistency of data. All
the task, the hacker did by spending large amount of time,
will be discarded in couple of seconds.
e

DISTRIBUTED P2P NETWORK >U<L

£

Figure 12 Hacker attacking one block in one peer.
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DISTRIBUTED P2P NETWORK
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Figure 13 Hacker attacked block in one peer.

DISTRIBUTED P2P NETWORK

CTT T

Figure 14 Hacker forced to attack all later blocks in one
peer.

DISTRIBUTED P2P NETWORK

BLOCKCHAIN NOT
MATCHING
EEEEENENEEEN
I ENEEENEEN

Figure 15 Neighbouring links passed message about
invalid blockchain.

2

DISTRIBUTED P2P NETWORK

- COPY
PASTE
EEEEEEEEER
EEENEEENEERN
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Figure 16 Neighbouring links replaced the invalid
blockchain with valid one.
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VI. MINING

Mining is the process of adding a valid block to the
blockchain with added security features to be kept in mind.
Mining is usually a hard process and the miner who
successfully mines a block in blockchain is paid a reward in
addition to a small fee for mining. The reward is usually in
the modes of cryptocurrency [5].

Mining is accomplished by adding a valid block at the end of
a blockchain. The block as you know till now contains a
block number, data, previous hash and current hash.

For the process of mining, lets now get introduced to a new
entity in the block, that is the ‘Nonce’. Nonce means Number
used only once.

As we know, we cannot change the block number, if want to
add a block, the block number will be 1 plus in the previous
block number always and we cannot change the data as well
as the previous hash. So, the entity nonce is introduced so
that we can change something in the block. Depending on the
Nonce, previous hash, block number and the data the
SHA256 will compute a hash for the current block. So, for
different Nonce, there will be different hash codes produced
due to the avalanche effect.

Mining — How it works. ﬁ

BLOCK#5

Data:

Salil — ° Karan 500 $

Salill —— Paytm 700 $
I] Paytm — John 70 $

Prev. Hash:
0000ef2d7bfae....

Current Hash:
0000dalf6efala....

BLOCK #5

Data:
Salil — ° Karan 500 $
Salil —— Paytm 700 $

Prev. Hash:
0000ef2d7bfa9e....
Current Hash:
000ael21eff112....

Figure 18 Variation of hash on changing nonce.
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Mining — How 1t works. ﬁ

BLOCK #5 Nonece: 78

Data:
Salil — ~ Karan 500 $
Salil —— Paytm 700 $

Prev. Hash:
0000ef2d7bfa%e....
Current Hash:
lefae4216efbe2....

Figure 19 Variation of hash on changing nonce.

When a miner does mining of block, it is made available to a
pool of hashes. And he/she has to mine the block which will
have has one out of the available hashes.

ALL POSSIBLE HASHES:

LARGEST
FFFFFFFFFFFFF...

0000000000000000...

Figure 20 Pool of hashes.

Now, the task is made bit difficult for the miner by the
blockchain system. The blockchain system sets a target for
the miner to have a hash within a target area.

ALL POSSIBLE HASHES:
18d5alaedcbf543be6013....

LARGEST

00123abedcbf513be3512....

000000000chf513be3512. ...

Blockehain
system
Sets this target

0000000000000000...

Figure 21 Target set by blockchain system.

This creates a lot of problems for the miner and is usually
like a game. If the miner is successfully able to mine the
block with hash within that area, the block will be added to
the blockchain and the miner will be rewarded with some
amount of money for doing this, which he actually deserves
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for this whole process. Also, he is rewarded with a small
mining fee for bringing the block in the blockchain system.
Now, the question is

How the miner will be able to get the hash within that target
area?

The answer is through Nonce.

Nonce is varied in the block, and when the nonce is varied,
the hash changes due to the avalanche effect of SHA256.
Thus, whenever a block is mined such that it has a hash
within the target value, the mine is now the king.

ALL POSSIBLE HASHES:
LARGEST

BLOCK #5 Nonce: 7

Data:
Salil Karan 500 $

Salil Paytm 700 $
Paytm

John 70 $

Prev. Hash:
0000ef2d7bfae....
Current Hash:
000ael2leff112 ....

0000000000000000...

LARGEST

BLOCK #5 Nonce: 78

Nonce: 78

Data:

Salil Karan 500 $
Salil Paytm 700 $
Paytm John 70 $

Prev. Hash:
0000ef2d7bfage....

Current Hash:
lefae4216efbe? ....

0000000000000000...

Figure 23 NONCE value 78 out of range.
ALL POSSIBLE HASHES:

LARGEST

BLOCK #5 Nonce: 7298

Nomce: 78

Data:

Salil Karan 500 $
Salil Paytm 700 $
Paytm John 70 $

Prev. Hash:
0000ef2d7bfae....

Current Hash:
000000a16efbe? ....

Nonce: 7

Nonce: 7298\3}:_;

Figure 24 NONCE value 7298 in the range.

VII. CONSENSUS PROTOCOL

Consensus protocol is the protocol that governs the security
features within a blockchain [5]. The consensus protocol is
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based on the byzantine fault tolerance principle and is used
for 2 major tasks in the blockchain system:

e It deals with the attackers, attacking the blockchain.
e It deals with the problem of simultaneous addition
of two blocks at a time, each a different peer in P2P
network.
The byzantine fault tolerance principle helps to deal with the
non-cooperating / not reliable / phishy node in a peer-to-peer
distributed network.
Now suppose, while a block has to added to the blockchain,
it is added at a peer and is propagated to all the chains over
the network and this block is the block added at the end of
the block.
Now the question is:
How the blockchain system comes to know that the block is
a genuine block by some innocent miner or a block from a
hacker?
The answer is the set of rules which are written for governing
this task by the consensus protocol. The rules are 1000s in
number and through various mechanisms they check the
genuineness of the block.

CHALLENGE 1 FOR CONSENSUS PROTOCOL:
DEALING WITH THE ATTACKERS:

=

SERIES OF
CHECKS
THERE ARE
1000s OF
RULES

o g B

Figure 25 Series of checks for checking the genuine block.

CHALLENGE 1 FOR CONSENSUS PROTOCOL:
DEALING WITH THE ATTACKERS:

A

&

SERIES OF
CHECKS p

THERE ARE
1000s OF \
RULES

m:.-..... .m".""

Figure 26 - The peer rewarded for genuine mining.

Now there may be a situation in the blockchain mining
system that, a block is added at one peer and while the
system was propagating the block to the other peers, at same
time or some time in between another block is added to the
blockchain in some other peer. This creates the situation of
two competing chains.
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CHALLENGE 2 FOR CONSENSUS PROTOCOL:
COMPETING CHAINS:

Figure 27 Competing chains.

The problem of competing chain arises because of the
network delay or the power of hash function of various peers.
The faster peers propagate the block fastly to other chains,
but the peers with lower power propagate the block slowly.
So, to deal with this problem, the system will wait till the
time some other block comes in the view of the blockchain
system at some peer. Now that block if added to the peer
which has the greater hash power, will make the block
propagate to other peers in the network.

Now when this new node is propagating the blockchain
system will check to which chains out of two competing
chains the node is added at first. The chain which has the
second new block at the first, will win and the same
blockchain will be copied to all the peers in the network.

CHALLENGE 2 FOR CONSENSUS PROTOCOL:
COMPETING CHAINS:

i S [y P

Figure 28 New node added to the blue chain.

(=]

CHALLENGE 2 FOR CONSENSUS PROTOCOL:

COMPETING CHAINS:
E EEEEEEE i
n EEEEEEN

E:-u-." E

Figure 29 Blue chain wins and copies to all peers.
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R CONSENSUS PROTOCOL:

COMPETING CHA
EEEEEEN
 EEmEmEEm "
N EEEEEEN

B Fenn.

Figure 30 Orphaned blocks.

The loosing chain discard the blocks that were now invalid to
the chain. These blocks are called the orphaned blocks and
now are of no use. All the power, money and resources of the
miner are now wasted that he spent on mining and will not
get any reward till the time he again computes the hash for
the blocks and again projects them to the system.

VIll. CONCLUSION

BLOCKCHAIN technology as we saw is a very intelligent
method to solve the world’s largest problem that is the data
Security. The term blockchain was limited to originally for
the cryptocurrencies but now it is a universal method that can
be implemented to various projects and various sectors for
implementing the security within the whole sector. Being an
emerging technology, it will occupy our surroundings in
every way and thereby providing us a secure digital world.
This review paper carried only the understanding about the
blockchain technology and concludes with the hope to show
the practical implementation of this technology so as to build
a new Cryptocurrency based on Blockchain, or can be
adopted as a very efficient method to implement the Banking
systems, ledger systems, accounting systems, payment
wallets, credit and debit management in a totally
decentralised manner without any central governing body.
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