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Abstract— Wireless networks are the technology changer that has changed the modern communication system. In the field of 

intelligent transport system, wireless network play an important role in the form of Vehicular Adhoc Network (VANET). 

VANET is a special type of adhoc wireless network which is characterised with fast moving vehicle node, high vehicle speed, 

and moving along the road. But the VANETs have the security issues. The different malicious nodes present in the coverage 

decrease the efficiency of the network. Researchers have performed lot of work to secure the VANET. In this work, a new 

algorithm is proposed for the detection of malicious nodes in VANET. The proposed algorithm is designed and implemented. 

The results show that there is improvement in the VANET.  
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I.  INTRODUCTION  

To fulfil the requirement of mobile users a special kind of 

network is getting more and more attention which is ad hoc 

network. Such wireless ad hoc networks use the popular 

IEEE 802.11 protocol for communication [1]. A vehicular ad 

hoc network (VANET) is an ad hoc wireless communication 

system setup between multiple vehicles in a neighbourhood. 

VANETs are used for infotainment, safety, financial and 

navigational aid [2]. Vehicles can afford significant 

computing, communication, and sensing capabilities if 

provided with continuous transmission of power to work 

them for functioning [3]. The ad hoc domain is composed of 

vehicles equipped with the on board units (OBUs) and 

roadside units (RSUs). An OBU is a mobile node of an ad 

hoc network and RSU is a fixed node. An RSU can be 

connected to the Internet via the network devices. RSUs can 

communicate with each other directly or by using the 

different intermediate nodes.  

The number and distribution of roadside units is dependent 

on the communication protocol to be used [4]. VANET helps 

in the situations, when an accident occurs on the road, then 

vehicles can choose alternate path to avoid congestion on the 

road [5]. VANETs face highly variable density of traffic, 

which affects drastically to connectivity and coverage of the 

ad hoc networking [6]. There are large numbers of problems 

in VANET. These are High Movement, real time work, 

Location Awareness etc. [7]. 

Vehicular networks can be treated as DTNs and defined as 

vehicular delay tolerant networks (VDTNs) [8]. The VDTNs 

are characterized by very short contacts between nodes and a 

highly dynamic network topology, where routing is 

particularly a challenging problem. For the wireless 

communication, IEEE 802.11 is used [9]. 

Security of a network is the key factor in the network design. 

There are so many problems that are associated with the 

security issues. The VANET security requirements are 

availability, authenticity, confidentiality, integrity, non-

repudiation, privacy etc. [10]. There are various types of 

attackers in the VANET that are harmful for network like 

insider, outsider, active, passive, etc [11]. There are so many 

routing attacks [12] that create burden in the network like 

black hole, gray hole, illusion attack, etc. Different 

misbehaviour detection schemes have been proposed by 

researchers in order to identify the attackers responsible for 

misconducts in VANETs. Detection of such malicious nodes 

and abnormal activities in the network is very significant in 

order to devise precautionary measures for it. Detection of 

Malicious Nodes is a technique in which malicious nodes 

that drops and duplicate packets in the network using 

monitoring approach are detected effectively[13] [14]. 

This paper is divided in five sections. Section I contains 

the introduction of the VANETs. The Section II gives the 

description of the work performed by different authors. The 

Section III describes about the proposed work. Section IV 

contains the results analysis. Section V describes the 

conclusion of work with future work.  
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II. RELATED WORK  

In [15], the authors proposed a general approach to detecting 

and correcting errors that have been maliciously introduced 

by the malicious nodes into data in a VANET. In [16], the 

authors proposed an approach to detect the fake messages by 

malicious nodes. In [17], authors presented the important and 

unique characteristics of VANET. Architecture of the 

VANET has been designed with a Centralized Authority to 

which every vehicle and RSU registers. In [18], authors 

proposed an Attacked Packet Detection Algorithm (APDA) 

which is used to detect the DOS (Denial of Service) attacks 

before the verification time. In [19], authors proposed a two-

phase model that is able to motivate nodes to behave 

cooperatively during clusters’ formation and detect 

misbehaving nodes after clusters are formed. In [20], the 

authors detected the malicious node in a network with 

malicious vehicle node detection (MVND) algorithm. In 

[21], authors proposed solutions for securing the safety 

messages. In [22], the authors introduced genetic algorithm 

for optimization of fake nodes. In [23], the authors proposed 

system to handles the various attacks in the VANET. In [24], 

the authors proposed an Enhanced Prediction-based 

Authentication protocol to secure and robust the VANETs. In 

[25], the authors observed that VANET has been facing 

many problems mainly in terms of security. In [26], authors 

described two new variants of attacks in which multiple 

malicious nodes undertake a black hole attack on a network. 

In [27], author proposed a new technique to detect the 

malicious node in VANET. In [28], authors proposed a new 

algorithm for detection of Sybil attack. In [29], authors 

performed the performance analysis of VANET.  

III. PROPOSED WORK  

The different networks like VANET, MANET [30], etc. are 

having the security issues. To secure the network, detection 

of malicious node is required. A new DMN algorithm is 

proposed for VANET. 

In the proposed DMN Algorithm, the base ferry (BF) checks 

every node in two ways to detect the malicious node. The 

authentication of the vehicle node is performed in these two 

steps by the BF.  The node has the GPS location and it is 

denoted by the (X, Y) coordinates. The vehicle node has 

coordinate (Xp,Yp) and the BF node (Xc,Yc). Vehicle nodes 

are moving on the road with a specific speed. Each vehicle 

has OBU with antenna that is mounted on the vehicle node.  

Each vehicle node broadcasts the GPS location, its speed, its 

Direction and its position whether it is in coverage area or 

not. The BF receives the broadcasted information and 

calculates the distance with every vehicle node. Now 

compare this distance with the transmission range of the BF 

and find that whether it is in the coverage area or not. If the 

calculated position and the received position of the vehicle 

node are same then the vehicle node is authentic, otherwise 

the vehicle node is malicious node and the Alarm Value 

should be 1. The node is removed from the network.  

In the next step, the BF node calculates the direction of the 

vehicle node by taking the GPS location coordinates. The 

direction of the vehicle node is also received by BF node. 

Now it is compared with the calculated direction. If both are 

equal then it indicates that the vehicle node is authentic 

otherwise the node is malicious node. In this case the Alarm 

Value should be 1 and node is identified as the Malicious 

node. It is removed from the network.  Now the packets are 

transferred using the ERDV protocol. 

IV. RESULTS AND DISCUSSION 

To obtain the results, the numbers of packets are taken as 1, 5 

and 10. The experiments are performed. It is observed from 

results that the delay varies from 20.515 sec. to 24.032 sec. 

when value of packet is taken 1. Delay varies from 20.3424 

sec to 26.4076 sec when value of packet is taken 5. The delay 

varies from 20.1592 sec to 25.6351 sec for packet value 10. 

The delay graphs are shown in fig. 1, 2 and 3 for Packet =1, 

Packet =5 and Packet=10 respectively. 

 
Fig. 1 Proposed DMN Algorithm Delay Graph for Packet = 1 

 
Fig. 2 Proposed DMN Algorithm Delay Graph for Packet = 5 
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Fig. 3 Proposed DMN Algorithm Delay Graph for Packet = 10 

The results of ERDV and proposed DMN Algorithm are 

analyzed. The percentage improvement is shown in fig. 4. 

There is maximum 19.07% improvement in the delay. The 

delay is reduced and the network quality of services 

improved. 

 

Fig. 4 Percentage Improvement in Delay Graph 

V. CONCLUSION AND FUTURE SCOPE  

The VANETs are facing different problems of security, 

authentication, malicious nodes etc. These problems degrade 

the network efficiency. In the malicious node problem, the 

false information is transmitted by the nodes which create 

overload of the packets in the network and security issues. In 

this work new DMN algorithm is proposed. The proposed 

DMN Algorithm detects the malicious nodes and improves 

the network by reducing the delay. There is maximum 

19.07% improvement in the delay. The delay is reduced and 

the network quality of services improved. By performing new 

designs, vehicular ad hoc network can be improved. Different 

simulation tools can be used to implement VANET. 
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