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Abstract: The metadata properties and the characteristic features of display structure of image/video files
transferred/exchanged using Bluetooth, Wifi(Shareit) and WhatsApp among the android based smart phones have been
analyzed. This metadata study involves the fundamentals of sharing image through Bluetooth, Wifi and the social networking
application “WhatsApp”. From the findings of the study the originated source of image/video files could be identified or trace
out, which could be very useful for forensic authentication of suspect image/video files as well as in police investigation of
various types of the crime cases. Moreover, this research emphasizes the size, resolution and location of the image clicked and
shared in different sharing media applications like Bluetooth, WiFi and WhatsApp. New technologies present both challenges
and opportunities for the security professional, especially for areas such as digital forensics. It analyzes potential originated
source with location of device as they may have used for the crime by criminals. The tests and analysis were performed with
the aim of determining what metadata and information can be found on the device memory for sharing of images/video. The
experiments and results show that the potential evidences and valuable data can be found on sharing of data in Android phones

by forensic investigators.
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I. INTRODUCTION

Mobile devices are increasingly utilized to access social
media and instant messaging services, which allow users to
communicate with others easily and quickly. Digital
evidences in forensics, which contains information of files
lying in Smartphone of different operating systems (10S,
Android and Windows Operating Systems) are designed to
take advantage of both the 3rd Generation (3G) and 4G
networks and in many types of criminal investigations.
However, the misuse of social media (Facebook, WhatsApp,
YouTube, Twitter) and instant messaging (Bluetooth, WiFi)
services facilitated conducting different cybercrimes [1].
Therefore, mobile devices are an important evidentiary piece
in digital investigation.

In this paper, we report the results of our study and
analysis of Bluetooth, WiFi and WhatsApp messaging
services in android phones. We have examined data (Image)
transfer services (Bluetooth, WiFi and WhatsApp). Our
analysis may pave the way for future forensic investigators to
trace and examine the source of the generated image/video
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which can be transferd to another mobile phones through
sharing via Bluetooth, WiFi and WhatsApp data sharing and
social networking applications [2]. The information of image
stored on and associated with mobile devices can help
address the crucial questions in an investigation, revealing
whom an individual has been in contact with, what they have
been communicating about, and where they have been.
Criminals can use a mobile device to make initial contact
with victims, exchange photographs or videos, groom
victims, creating a vivid cyber trail for digital investigators to
follow. Most mobile devices are networked devices sending
and receiving data through telecommunication systems, WiFi
access points, internet and Bluetooth piconets.

Il. RELATED WORK

Bluetooth is an open standard for short-range radio
frequency (RF) ,with frequency 2.4 GHz and band width 800
Kbps. Bluetooth technology is used primarily to establish As
wireless personal area networks (WPAN), commonly
referred to as ad hoc or peer-to-peer (P2P) networks[3].
Whereas, WiFi is based on a local area networking (LAN)
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technology designed to provide in-building broadband
coverage. WiFi offers remarkably higher peak data rates than
do 3G systems, primarily since it operates over a larger 20
MHz bandwidth.

On the opposite side WhatsApp text messaging internet
Application, through which users can send messages,
images, videos and audio media as well as their location [4].

Table. 2( Metadata properties of image file)

Through these web based social apps, information is

A . ; o . ) Exif Dat .
becoming intertwined with our daily lives and could either | go e | Taken File e Location Device
F i ; ; On Name Resol - name
enhance productivity, efficiency and intelligence or make ution | Size
users vulnerable to its side effects. WhatsApp, Messenger, 205.Daks
Facebook, and Viber , have become dominant factor in | Redmi | 1412 | MO-20 | aas6 | .. | hin Xiomi
today’s digital world and are affecting how wusers | Note | 17/16: | jq55,,5 | X460 | p | Marg,36A | Redmi Note
communicate [5][6][7] 3(Sour | 23:14 - 8 ,Sec 3
’ ce) P9 36,chd
I11. METHODOLOGY
(Dl\:k))d IMG_20 | 5456
) ) ) ) | Redmi | ;oU, | 171214 | D20 | 218
The questioned image file was captured by using Xiomi Note4 | oo | 162341 X8 MB - -
Redmi Note3, V5.1.1 (Android operating system) smart 3 Py
phone. Then the same image was sent to five different 505 Daks
android based smart phones of different brands and versions 1412, | IMG_20 | o0 hin Xiomi
. . . . | 171214 2.18 )
(as shown in the Table.1) by using three different modes of | Vivo | 17/16: | jq55)0% | x460 | ‘gp | Marg36A | Redmi Note
data sharing applications ie. Bluetooth, Wifi(Shareit) and 2314 pg 8 3éssﬁd 3
Web based social networking application WhatsApp, to _
determine the source information along with the location of | | 1412 '1'\7"162120 3456 | 5.0 Cha“hd'gar Redmi Note
mobile device. The image taken via the mobile phone | o g’ﬁ 162341 X486° MB | 30.737.76. 3
contains the metadata property of the source mobile phone, ' Pg 759
record the location of cellular towers, potentially providing a IMG 20
. . 14.12. o 3456 )
media information. o | 171214 2.18 Redmi Note
oppo 17/16: 1623417 x460 MB ) 3
23:14 o0 L
Table. 1( Source mobile phone along with targeted phones)
IMG_20
__ : : Samsu 1‘;&2: 171214 ijgg 218 | 30736837
Source of Images receiving devices/mobiles ng sa1a | 162341] | X0 | MB | 76758087 -
Image ' pg
Make Model Version
Xiomi Redmi | Note 3 V5.1.1
ExifViewer, Medialnfo, JPEG-snoop and Amped Five were
Samsu | Galaxy on7Pro SM- | 6.0.1 used to extract the metadata properties of the image and
video files. The Hash calculator was used to calculate hash
ng G600FY . .
value of image files.
Lenov | A7000148 6.0 The XiomiRedmi Note 2, V5.11 was used as the
D source/capturing device of image file and captured file was
Xiomi | Redmi 7.0 transferred/shared with other mobile i.e. Samsumg, Lenovo,
Oppo | A57 6,01 Oppo, Vivo and Redml_note 4 as image receiving andrc_)ld
i smart phones as shown in Tablel. The metadata properties
Vivo V3 5.1 which are being extracted from the media files are shown in

Table.2.
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Table.3(Metadata Properties of received Image Through

Bluetooth)
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Figure 1. Block Chart of Bluetooth and Shareit
properties(Height,Width and Size )
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Table.4(Metadata Properties of received Image Through Sharelt)
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V. RESULTS AND DISCUSSION

The test Image was exchanged via Bluetooth, sharelt and
WhatsApp v2.17.41 using different 6 android phones of
different operating system. We decided to use only three
mobile-applications instead of the too many net based
applications are here. We used an Android Phone since it
produces an image file that is more compressed than the
iPhone one. In this way, we provided an equilibrate spectrum
of BlueTooth, WiFi and Whatsapp contents qualities: namely
high-low resolution and file size. The metadata properties of
image file of source mobile and receiving mobiles using
Bluetooth, Sharelt and Whatsapp data sharing applications
as shown in Table.3,4 & 5.
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Table.5(Metadata Properties of received Image Through WA)
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Figure 2. Block Chart of WhatsApp properties(Height,Width and
Size)
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Their comparison pictorial charts are shown in Figure 1 and
2 shows the resolution (pixels,height and width ) and size of
the test image.

GPS-enabled devices may also contain locations or maps
and when that clicked image is being shared via Bluetooth or
Shareit then the receiver will also get the same location along
with the same metadata properties of image clicked by
source mobile phone that can be very useful in an
investigation.

Additionally, EXIF data embedded in digital image
providing the date and time of the photograph was created,
file name, resolution, size, device name and potentially the
GPS coordinates/locations address of source of where the
photograph was taken as shown in Table 3 and 4. GPS along
with the metadata properties may also provide the user with
mapping functionality, while transferring the data from
Bluetooth and WiFi only

On the other hand whole metadata properties of image
get compressed while sharing via WhatsApp as shown in
Table.5.

V. CONCLUSION

The main purpose of the research is to identify source in
media sharing applications on the Android platform which
aid in forensic investigations. The study of metadata
properties of image and video files of source and receiving
mobiles were studied indicated that the image and video files
sent between the source and other android mobile phones
using the Bluetooth Data transfer and WiFi data Transfer
applications, contained the same metadata properties hence
the source identification is possible. If the GPS is in ON
condition then location of the image will be identified while
sending it through Bluetooth and WiFi sharing application
Sharelt.

The metadata properties of image and video files source
and other phone is not same in case of the files sent using the
Web-based application i.e. WhatsApp. Therefore, the source
identification may not be possible due to the compression
and privacy  protocol (ie.E2EE,  Asynchronous
communication Signal Protocol, and Curve25519) of the file
size at present juncture.
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