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Abstract — The steganography has been used for long time before. The main use for it was for military and 

government messages, nowadays; the approaches of steganography become widely used for many purposes. 

Anyway, the researchers provide and found out many approaches while others enhanced the methods and the 

approaches of the steganography in order to improve the steganographic applications.Nowadays, the steganography 

application for sharing secure message used the multimedia files as a cover carrier for the secure message, since that 

many approaches has been proposed to use different type of the covers to send the secure message. The aim of this 

project is to use the methods of steganography using the video file as a cover carrier. The steganography is the art of 

protecting the information through embedding data in medium carrier. The video based steganography can be used as 

one video file. The use of the video based steganography can be more eligible than other multimedia files. As a 

result, the video based steganography the advantages of using the video file as a cover carrier for steganography have 

been proposed. In this project Steganography and encryption are bothused to ensure data confidentiality. However, 

the main difference between them is that with encryption anybody can see that both parties are communicating in 

secret. Steganography hides the existence of a secret message and in the best case nobody can see that both parties 

are communicating in secret. 
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I. INTRODUCTION 

 

The process of embedding information into a host media is 

known as data hiding. Visual and auditory media are 

favored in general due to their widespread availability and 

the tolerance of the human perceptual systems involved. 

Although the overall structure of the data hiding process is 

unaffected by the type of host media, the methodologies 

differ depending on the nature of the media. For example, 

video and video data hiding have many similarities; but, 

because of the additional temporal component, video data 

hiding demands more complicated designs. As a result, 

video data concealment remains a hot study topic. 

Information covering up in video arrangements is 

performed n two major ways: Bit stream – level, the 

redundancies inside the current compression measures are 

misused. Regularly, encoders have difference choices amid 

encoding and this flexibility of determination is reasonable 

for control with the point of information covering up. 

 

As a result, this sort of information covering up strategies 

is for the most part proposed for delicate applications, such 

as confirmation. On the other hand, information level 

strategies are stronger to assaults. In this manner, they are 

reasonable for a broader extend of applications. In spite of 

their delicacy, the bit stream – based strategies are still 

alluring for information covering up application. For 

occurrence, the repetition in piece measure determination 

of H.264 encoding is misused for covering up information. 

In another approach, the quantization parameter and 

discrete cosine change (DCT) coefficients are changed 

within the bit stream – level.  

 

The advanced day video steganography presents the errand 

of exchanging the implanted data to the goal without being 

identified by the aggressor. Numerous diverse record 

groups can be utilized but advanced recordings are the 

foremost well known since of their recurrence on the web. 

The security of communication in organizations could be a 

exceptionally vital issue. It is around secrecy, judgment 

and verification amid get to or altering of private inside 

reports. A nonconventional implies to extend security is 

the utilize of steganography to show away records in 

advanced recordings, which makes conceivable to show 

away higher sums of data and records than steganography 

in recordings. For covering up mystery data in recordings 

which is in truth an cluster of recordings, there exists a 

huge assortment of strategies. A few of them 

are exceptionally and all of them have 

their solid and powerless focuses. The number and nature 

and nature of blunders in a recently outlined framework 

depend on the framework determinations and the time 

outline given for the plan. A recently outlined framework 

ought to have all the subsystems working together, but in 
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reality each subsystems work autonomously. Amid this 

stage, all the subsystems are assembled into one pool and 

tried to decide whether it meets the client’s prerequisites. 

 

The framework is utilized tentatively to guarantee that the 

computer program will run concurring to the 

determinations and within the way the client anticipates. 

The framework is utilized tentatively to guarantee that the 

computer program will run concurring to the 

determinations and within the way the client anticipates. 

 

Each test case is outlined with the aim of finding blunders 

within the way the framework will handle it. An awfully 

basic part in deciding the unwavering quality and 

efficiency of software and thus could be a exceptionally 

imperative arrange in computer program advancement.  

 

A. VIDEO STEGANOGRAPHY 

Video steganography, is one kind of steganographic 

framework where the mystery message is covered up in a 

advanced video with a few kind of covering up procedure. 

The ordinary video steganographic calculation is the 

slightest noteworthy Bit calculation, the advantage of LSB 

is it effortlessness to implant the bits of the message 

straight forwardly into the LSB plane of the cover video 

and numerous applications utilize this strategy. The 

capacity of data bits within the slightest critical bits of the 

video does not influence the video in a more prominent 

scale and hence the alter isn’t seen by the Human Visual 

Framework. LSB inserting when connected to the pixels of 

a video successively make it simple for any gatecrasher to 

reveal the data, thus the bits can be inserted in a arbitrary 

design to show a more secured way of data hiding. 

 

In video steganography the medium of information 

stowing away is an input video record. A video is nothing 

but a collection of outlines. Utilizing an effective 

calculation ready to select a key outline and after that 

perform and calculation on the pixels of that key 

frame/image. At that point we have to be put back that 

outline into its introductory set of outlines and blend them 

back into the video record. A video steganographic prepare 

can be considered more secured than picture 

steganography or sound steganography. This can be since 

at whatever point a sender covers up a few data interior a 

video record and sends it to the recipient, the gatecrasher 

incorporates a exceptionally low chance of understanding 

the  nearness of a message since the video outlines move at 

a really rate and makes it intangible for him to get it 

anything. Besides indeed in case he oversees to urge hold 

of the outlines there are thousands or more outlines to 

bargain with because the delicate data can be display in 

one outline as it were and each time the choice of outline 

will be diverse, subsequently past information won’t 

suffice to perform this work. On the opposite it is 

conceivable for an picture to induce dotted and cause doubt 

to the gatecrasher or an undesirable commotion in a source 

sound record can do the same in picture and sound 

steganographic strategies individually. 

 

B. APPROACHES TO VIDEO STEGANOGRAPHY 

This approach of video steganography is based on the 

implanting of information inside the large scale pieces of 

Intracoded outlines of MP4 video with minimum scene 

change. A novel video steganographic approach called Tri 

Pixel Esteem Differencing is utilized for implanting the 

message.  

 

II. BACKGROUND STUDY 

 

A.Sarkar, U.Madhow, S.Chandrasekaran, and 

B.S.Manjunath [1] the challenge is to form a 

steganographic method that’s able to stow away 

satisfactory sum of information without modifying the 

quality of the host – signal. In this paper, pixel – value 

differencing (PVD) steganographic conspire and two 

adjusted forms, specifically, upgraded pixel – value 

differencing (EPVD) and tri – way pixel – value 

differencing (TPVD) were actualized, analyzed and 

compared in terms of intangibility, devotion and affect of 

information covering up on the compression proficiency. 

Test comes about show that the EPVD plots is able of 

giving superior execution than other compared plans.  

 

K. Solanki, N. Jacobsen, U. Madhow, B. S. Manjunath, 

and S. Chandrasekaran [2] The  covered up information 

can be recouped dependably beneath assaults, such as 

compression and restricted sums of video altering and 

video resizing. The three main findings are as follows. In 

arrange to restrain detectable mutilation whereas covering 

up expansive sums of information, covering up plans must 

utilize video – adaptive criteria in expansion to factual 

criteria based on data hypothesis. The use of local criteria 

to choose where to hide data can potentially cause 

desynchronization of the encoder and decoder. This 

synchronization issue is unravelled by the utilize of 

capable, but simple-to-implement, deletions and mistakes 

adjusting codes, which too give vigor against a assortment 

of assaults. For straight forwardness, scalar quantization-

based covering up is utilized, indeed in spite of the fact 

that information theoretic rules. 

 

M. Schlauweg, D. Profrock, and E. Muller [3] The 

procedures, which can be isolated in three approaches, 

specifically concatenated coding, energetic programming, 

and punctured channel coding. As illustrated, the last 

mentioned one falls flat to adjust de-synchronization in 

moment era watermarking plans, in moment era 

watermarking plans, in case the number of chosen inserting 

areas is much litter than the number of have flag tests. A 

modern strategy that outflanks all other strategies 

displayed so distant concerning insertion/deletion mistake 

redress in moment era watermarking plans. 

 

M. Wu, H. Yu, and B. Liu [4]A unused multilevel inserting 

system to permit the sum of extractable information to be 

versatile agreeing to the real clamor condition. We at that 

point ponder the issues of covering up different bits 

through a comparison of different balance and 

multiplexing strategies. At last, the nonstationary nature of 
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visual signals leads to profoundly uneven dispersion of 

implanting capacity and causes trouble in information 

stowing away. An versatile arrangement exchanging 

between utilizing consistent inserting rate with rearranging 

and utilizing variable implanting rate with inserted control 

bits.  

 

M. Wu, H. Yu, and B. Liu [5] they apply multilevel 

inserting to permit the sum of implanted data that can be 

dependably extricated to be versatile with regard to the 

genuine clamor conditions. When extending multi-level 

embedding to video, it handles region-to-area and frame-

to-frame non-uniform embedding capacity within the 

frame. It also facilitates the extraction of accurate user data 

payloads and embeds control information to combat 

distortions such as frame jitter. The proposed algorithm 

can be used in a variety of applications such as copy 

control, access control, robust annotations, and content-

based authentication. 

 

E. Esen and A. A. Alatan [6] The new way to hide blind 

data is based on the new concept of prohibited zones where 

changes to the host signal are not allowed during the 

message embedding step. Depending on the error 

probability required, the range of exclusion zones varies as 

a compromise between robustness and embeds distortion. 

Therefore, the proposed method utilizes this zone via a 

single control parameter in combination with a modulated 

quantize for embedding the message. The superiority of the 

proposed scheme over QIM has been theoretically and 

empirically demonstrated through simulation. This method 

is further compared to DCQIM to show its weaknesses and 

strengths. 

 

B. Chen and G. W. Wornell [7] Efficiency-distortion-

robustness trade-off.They are introducing a new class of 

embedding technology called distortion-

compensatedquantization index modulation. In some 

different contexts, including both intentional and 

unintentional attacks, there are methods within this class 

that achieve capacity, but in other contexts, these methods 

are previously proposed spread spectrum. And it has been 

shown to achieve better performance for strain robustness 

than generalized low bits.  

 

D. Divsalar, H. Jin, and R. J. McEliece [8] For 

typicalmemoryless binary input channels, most ensembles 

of parallel and serial turbocodes with fixed component 

codes reduce the word (or bit) error probability to zero as 

the block length increases with the most probable 

decoding. It is "good" in the sense. It is below a finite 

threshold. Our proof uses the limits of classical binding. 

This shows that under very common conditions, when 

noise falls below a certain threshold, the word (or bit) error 

probability is controlled by the lightweight codeword as 

the block length approaches infinity. Second, our main 

coding theorem comes from examining the low weight 

terms of the ensemble weight ensemble. This methodology 

can be used to prove that the thresholds for most 

ensembles of parallel and series turbocodes are finite. 

M. M. Mansour [9] The set of rules over the 

usualinterpretingset of rules are its quicker convergence 

pacewith the aid of using a aspect of in phrases of 

interpreting iterations, development in coding benefitwith 

the aid of using an order of value at excessive signal-to-

noise ratio (SNR), decreased reminiscence requirements, 

and decreased decoder complexity. In addition, an efficient 

algorithm for message computation using a simple 

"maximum" operation is presented. Analysis using the 

EXIT diagram shows that the TDMP algorithm provides a 

better trade-off between performance and complexity when 

the number of decoding iterations is low. This is attractive 

for high speed applications. A parallel model of the TDMP 

set of rule sat the side of architecture-aware (AA) SPCM 

codes that have embedded shape that permits green high-

throughput decoder implementation, are presented. 

 

Z. Wei and K. N. Ngan [10] Proposed DCT-based JND 

model for monochrome images. This model includes a 

spatial contrast sensitivity function (CSF), a brightness 

adjustment effect, and a contrast masking effect based on 

block classification. Gamma correction also takes into 

account the correction of the original brightness adjustment 

effect, resulting in more accurate results. To extend the 

proposed JND profile to video video, temporal modulation 

factors are included by including temporal CSF and eye 

movement compensation.Psychophysical experiments 

were designed to parameterize the proposed 

model.Experimental results show that the proposed model 

is consistent with the human visual system 

"HVS".Compared to other JND profiles, the proposed 

model can withstand more distortion and has much better 

perceptual quality This model can be easily applied to 

many related areas, including: B. Compression, 

watermarks, error protection, perceptual distortion metrics, 

etc. M. Maes, T. Kalker, J.  

 

Haitsma, and G. Depovere [11] They display how 

invariance to translations may be exploited to growth the 

payload. This is achieved by embedding multiple shifted 

watermark patterns at the same time so that the information 

content is hidden by the relative shifts in the pattern. This 

principle is described for JAWS, a spatial domain 

watermarking method developed by Philips. This method 

can be easily applied to other watermarking methods that 

can recognize the shifted version of the watermark. 

 

T. Kalker, G. Depovere, J. Haitsma, and M. J. Maes [12] A 

content monitoring system based on MPEG-2 video 

watermarking. By using our MPEG-2 bit stream video 

watermarking algorithm based on BCH error-correcting-

code (ECC) and compensation techniques, the system can 

detect whether the digital video has been altered on the 

temporal axis and filter the illegal video automatically. 

Combined with the usage of DSP real-time processing and 

network technology, this system can be widely used in 

digital TV system and other broadcasting fields. 

 

M. Maes, T. Kalker, J.-P. M. G. Linnartz, J. Talstra, F. G. 

Depovere, and J. Haitsma [13] The watermark method 
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works directly in the area of the MPEG1 / 2 program 

stream. Perceptual models are used during the embedding 

process to maintain the quality of the video. Watermark 

detection is performed on the compressed domain without 

the need for the original video. The resulting watermarking 

system is extremely fast and reliable, making it suitable for 

copyright protection and real-time content authentication 

applications. 

 

K. Wong, K. Tanaka, K. Takagi, and Y. Nakajima [14] A 

new way to hide data in a compressed video space, 

embedding information in it while maintaining the 

complete video quality of the host video. The information 

is embedded in the compressed video by simultaneously 

manipulating Mquant, which is an important part of the 

MPEG and H.26x-based compression standards, and the 

quantized discrete cosine transform coefficients. As far as 

we know, this method of data hiding is the first attempt of 

this kind. When sent to a regular video decoder, the 

modified video will completely reconstruct the original 

video even in bit-to-bit comparisons. Our process can also 

be undone and the embedded information can be removed 

to keep the original video. A new data representation 

scheme called Reverse Zero Run Length (RZL) has been 

proposed to take advantage of macroblockstatistics to 

achieve high embedding efficiency while computing on the 

payload. 

 

G. Tardos [15] shorten its code length while they are still 

not used in multimedia content. In this paper, A scheme 

has been proposed for tracking multimedia content based 

on the Tardos fingerprint code. Before embedding / 

extracting taldo in multimedia content, fingerprint bits are 

modulated / demodulated using spread spectrum 

modulation and quantized index modulation. Collision 

resistance of Tardos fingerprints based on various 

watermark modulation techniques is analyzed. Simulation 

results show that Tardos fingerprints have different 

collision resistance due to different watermark modulation 

techniques. 

 

III. PROPOSED METHODOLOGY 

 

Information hiding is a technique that hides secrets using 

redundant cover data such as video, audio, movies, and 

documents. This technique has become important in many 

applications these days. For example, digital video, audio, 

and video files are increasingly embedded with 

imperceptible marks that may contain hidden signatures 

and watermarks that help prevent unauthorized copying.It 

is a performance that inserts a secret message into the 

cover act and does not know the existence of the message. 

This system embeds data in video-based steganography. 

Embedding data into a video file begins with selecting the 

desired video, then selecting the video, then the input file 

is selected and further processed. The data is then 

encrypted and embedded in the video file using the 

forbidden zone data hiding technique. By selecting the 

video file and entering the key, the data will be extracted 

from the video file. 

A synchronization by block selection is handled via RA 

code. Synchronization by selecting coefficients is handled 

using multidimensional formats of different dimensions. 

Then the frames are processed independently. It is 

observed that intraframes and interframes do not make a 

big difference. Therefore, use a similar 3D interleaves to 

overcome local error bursts. It does not useselective 

embedding and uses the entire LL subband of the discrete 

wavelet transform. Techniques for handling frame drop, 

insert, or repetitive attacks using frame sync markers. You 

can encode large amounts of data into a video signal by 

replacing the least significant bit of each sample point with 

an encoded binary string. 

 

Ideally, the channel capacity is 1 kb / sec (kbps) per 

kilohertz (kHz). B. For noise-free channels, the bitrate is 

8kbps for an 8kHz sampling sequence and 44kbps for a 

44kHz sampling sequence. In exchange for this large 

capacity channel, there is audible noise. The effect of this 

noise is a direct function of the contents of the host signal. 

For example, crowd noise during live sports obscures the 

low-bit coding noise heard in string quartet performances. 

Adaptive data damping was used to compensate for this 

variation. The big advantage of this method is that it is less 

secure to the operation. Unless encoded using redundancy 

techniques, the encoded information can be corrupted by 

channel noise, resampling, and so on. To be robust, these 

techniques reduce the data rate and often require large 

single or double digit hosts. In practice, this method only 

makes sense in a closed digital-to-digital environment. 

 

The process of actually generating system elements at the 

lowest level of the system hierarchy (system structure 

plan).System elements are manufactured, purchased, or 

reused. Production includes the hardware manufacturing 

process of molding, removal, joining and finishing. Or the 

software implementation process of coding and testing. Or 

the process for developing operating procedures for the 

role of operator. If your implementation involves 

production processes, you may need a manufacturing 

system that uses established technical and administrative 

processes. 

 

 
Fig.3 



   International Journal of Computer Sciences and Engineering                              Vol.10(5), May 2022, E-ISSN: 2347-2693 

  © 2022, IJCSE All Rights Reserved                                                                                                                                   22 

Algorithms and Parameters  

The frame with the highest amount of color information 

was selected as the Key frame.  

Step1:Read the image file 

Step2:Read the R, G, B values of every pixel for every 

frame. 

Step 3:Calculate the sum total of R, G, B values of every 

pixel foreach frame. 

Step 4:Select the frame with the largest RGB sum as the 

key frame. 

 

Algorithm 1.2 for frame selection 

The video information was calculated and using the 

duration. we implemented an algorithm where the middle 

frame was selected as one of the key frames. Further we 

applied the previous approach to select another key frame 

and then merged the two selected key frames to get one 

resultant key 

frame.  

Step 1:Calculate the total duration of the video. 

Step 2:Set the start time and seconds between frames. 

Step 3:Read the input video using IMediaReader and 

create BufferedImages in BGR 24bit color space. 

Step 4:Read out the contents of the media file and dispatch 

events to the attached listener. Calculate end time. In 

attached listener if the selected video stream id is not yet 

set, select a video stream. 

Step 6:Set seconds between frames as equal to the half of 

the duration of the video. 

Step 7:Receive the resultant frame i.e the middle frame and 

the first frame in BufferedImages. 

Step 8:Merge both frames obtained in Step 7 to give a 

single frame i.e the key frame. 

 

Algorithm 2.1 LSB Embedding: 

Step 1:Read the text message which is to be hidden. 

Step 2:Convert text message in binary. 

Step 3:Calculate LSB of each pixels of cover. 

Step 4:Replace LSB of cover with each bit of secret 

message one by one. 

Step 5:Write stego image 

Step 6:Calculate the Payload Capacity, Mean square Error 

(MSE), Peak signal to noise ratio (PSNR) of the 

stegoimage. 

 

Algorithm2.2 LSB Extraction 

Step 1:Read the stego image. 

Step 2:Calculate LSB of each pixels of stego image. 

Step 3:Retrieve bits and convert each 8 bit into character. 

Algorithm: 

Step 1:Read the cover (key frame) and text.Messagewhich 

is to be hidden in the cover image. 

Step 2:Convert text message in binary. 

Step 3:Calculate LSB of each pixels of cover. 

Step4:Replace LSB of cover with each bit of 

secretmessage one by one. 

Step 5:Write stego image 

Step 6:Calculate the Payload Capacity, Mean square 

Error(MSE), Peak signal to noise ratio (PSNR) of the 

stegoimage. 

Algorithm2.2 LSB Extraction 

Step 1:Read the stegoimage. 

Step 2:Retrieve bits and convert each 8 bit into character. 

 

IV. RESULT AND DISCUSSION 

 

 
Fig.2. Embed Text into Video 

 

A saved text video that needs to be embedded in a video 

file, embedding text in the video.We can add text, with just 

a few clicks; you can change fonts, colors, styles and more. 

Just upload the video and click the text tool to get started. 

Add a title or plain text, or choose a handwritten font. 

 

 
Fig.3. Extract Text from Video 

  

Extract the text into a video. After embedding the text in 

the video, you need to extract the original text again. The 

file extracted in text format allows comments and tracked 

changes in the file, and the original content of the text file 

is displayed again. 

 

The second phase applies error correction and evaluates 

performance against some common video processing 

attacks. It uses a typical 10-minute TV broadcast video. 

Due to the computational load of RA decoding, we 

recommend a shorter period of time to draw conclusions, 

which is still accurate. The test video format is 9Mb / s 

MPEG2 and the resolution is 720x576. 
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Fig.4 

 

The results are summarized in a table for two different 

values of embedded distortion. Get the embedded 

distortion value. The results show that a higher number of 

retries than the elimination rate is required. The reason for 

this observation is the fact that decoding errors occur as a 

result of compression and erasure by block selection. 

Error-free decoding requires higher iterations. 

 

Video steganography is a secure way of secret 

communication. Video generally does not cause much 

temptation or suspicion in the eyes of intruders in terms of 

image or audio, and as mentioned above, difficulties must 

be considered even after a security breach. The spirit and 

core of this steganography approach is the random least 

significant bit algorithm. As you can see from a simple 

comparison, the RLSB algorithm is superior to the LSB 

algorithm. Also, the LSB shows better performance than 

DCT and DWT based techniques. Keys play a very 

important role in embedding messages. The larger the key 

size, the harder it is to doubt the secret. Therefore, the 

RLSB method described is a safe way to embed the 

steganography process.In summary, we can conclude that 

video steganography using a random, lowest-order 

algorithm serves as an efficient and effective means of 

communication in today's cyberspace world, which is 

prone to security breaches. 

 

V. CONCLUSION 

 

Video steganography is a secure way of secret 

communication. Video generally does not cause much 

temptation or suspicion in the eyes of intruders in terms of 

image or audio, and as mentioned above, difficulties must 

be considered even after a security breach. The spirit and 

core of this steganography approach is the random least 

significant bit algorithm.As you can see from a simple 

comparison, the RLSB algorithm is superior to the LSB 

algorithm.Also, the LSB shows better performance than 

DCT and DWT based techniques.Keys play a very 

important role in embedding messages.The larger the key 

size, the harder it is to doubt the secret. Therefore, the 

RLSB method described is a safe way to embed the 

steganography process.In summary, we can conclude that 

video steganography using a random, lowest-order 

algorithm serves as an efficient and effective means of 

communication in today's cyberspace world, which is 

prone to security breaches. 
 

VI. FUTURE ENHANCEMENT 
 

The random LSB algorithm is for security, but focusing on 

specific areas of the image, such as edges, can improve the 

selection of cover media bits.This is a good approach 

because you can use edge detection operators such as 

Robert, Laplace, Prewitt, Sobel, and Canny to detect edges, 

mask them, and then apply the RLSB algorithm. The 

message hidden on the cover is also plain text. You can 

improve the algorithm to hide mp3, rar, flv and other 

extensions. 
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