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Abstract— Fraudulent behaviour are suspicious activities that usually occur before a crime takes place. These suspicious 

activities are being carried out on a day-to-day basis in banks, supermarkets, restaurants, Bus stop, offices, residential 

buildings, companies e.t.c. Within the banking industry, fraudulent behaviour is when a customer or a person makes 

suspicious moves before committing a crime. In this paper, an online predictive system for mapping visual scene against 

fraudulent behaviour was developed. The dataset for this system was collected from Kaggle database. The analysis of the 

video clips gave a total of 427 frames, 380 was visually mapped to be of fraudulent behaviour while 47 was being mapped to 

be of normal behaviour. These frames were used in training a convolutional neural network for detecting fraudulent 

behaviour from a video clip. The proposed model was deployed to web using python and flask framework. Our result gave 

about 99.99%. The proposed system was compared with that of Nakib et.al. (2018). The result of Nakib et.al. (2018) gave an 

accuracy of about 90.2% while that of our proposed system gave 99.99%. 
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I.  INTRODUCTION  

 

The actual surrounding has the ability to be extraordinarily 

within the research and determination of suspected 

fraudulent behaviour. Actions carried out early within 

crook’s investigate the crime scene are important to 

understanding this capacity. Nowadays, Artificial 

intelligence is being evolved to predict results in a certain 

situation in a certain situation or vicinity following patterns 

of a few historical data. For a framework to be predictive, 

predictions need to be primarily totally based on a few 

acknowledged styles [1]. This class of systems needs to be 

capable of studying from acknowledged examples, the use 

of their patterns and labels to study an unlabeled and 

unknown example [2]. There are distinctive algorithms that 

can be applied to expand predictive frameworks, they 

include neural networks, Bayesian networks, decision trees, 

logistic regression, and such likes [3], and they may be 

being hired to enhance that can be applied to the modern 

framework. 

 

Fraudulent conduct is an act that includes a deviation from 

the regular manner of human conduct. In [4] they mentioned 

a Theory of Reason Action (TRA) that's defined to be 

targeted at the cognitive perception system, it facilitates in 

probing behaviours of people. These people engage with the 

laptop system, at some point in which facts may be 

accumulated and evaluated [5]. In existence, humans 

generally tend to have a look at various social norms whilst 

they may be online compared to whilst they may be offline. 

Whereas the net become alleged to be nameless and private, 

humans have more and more enriched the cyber area with 

private facts thereby growing the safety problems 

confronted by customers getting access to the net [6]. 

 

Mapping visible scenes to fraudulent conduct can either be 

defined as a way of understanding what mapping clearly is. 

Mapping is the manner of creating a map; it offers an 

analyst the graphical illustration of a crime place and 

understanding of the place and the motives by which such 

crimes occur. In crime mapping, it's miles the usage of the 

geographical facts system (GIS) to carry out a spatial 

evaluation of crime hassle that pertains to police 

investigations [7]. In computing, it's miles the era utilized 

by regulation enforcement organizations within the 

evaluation and correlation of information sources, 

developing an in-depth snapshot of crime incidents and 

elements associated with those crimes inside a geographical 

place or community [8]. So, in mapping visible scenes, one 

has to be capable of constituting visible evidence/ clues in a 

map; however, digitally (that is, online). The virtual 

footprints that are the feature of the fraudulent behavior of 

the criminals are represented on a map and are used to 

expect a criminal offense or fraudulent acts online. Hence, a 

web-based predictive set of rules may be evolved for 

mapping visible scenes to fraudulent behaviour the use of 

the sort of synthetic intelligence strategies specifically 

within the diverse e-commerce frameworks bobbing up in 

the latest times. 

 

II. RELATED WORK  

 

[9] implemented CNN in crime scene prediction through 

detecting threatening gadgets. Without human assistance, 



   International Journal of Computer Sciences and Engineering                                  Vol.10(4), Apr 2022, E-ISSN: 2347-2693 

  © 2022, IJCSE All Rights Reserved                                                                                                                                     17 

crime scene prediction will have a giant effect on laptop’s 

imagination and prescient. The utilization of CNN 

(Convolutional Neural Network) to discover knives, blood, 

and gun from a photo is provided in this study. Detecting 

those dangerous gadgets in a photo can assist us to decide 

whether or not or now no longer a criminal offense has 

come about, in addition to wherein the photo became 

captured. We targeted detecting accuracy in order that we 

do not get fake indicators and may make the maximum of 

the machine. To arrive at a detection end result, this version 

employs the Rectified Linear Unit (ReLU), Convolutional 

Layer, Fully Connected Layer, and CNN dropout 

characteristic. To reap our favored effects, we broaden CNN 

the usage of TensorFlow, an open supply platform. For the 

examined dataset, the cautioned version obtains  90.2 

percent accuracy. 

 

[10] evaluated different areas of corruption with varying 

degrees of significance using data mining tools developed 

by various researchers to promote reducing crime rates by 

discovering, diminishing, or preventing violence. emerging. 

At different stages of data mining methodologies were also 

used. Information gathering, analysis, and model creation 

are all part of the process. The use of previously collected 

data. The use of knowledge to boost expectations in crime 

prevention is an area where further research is needed 

inspection because it has the potential to save lives and 

prevent calamities 

 

[11] used open data from police reports, assess the 

effectiveness of deep learning algorithms in this domain, 

and make recommendations for constructing and training 

deep learning systems for predicting crime regions. A 

comparison analysis of 10 state-of-the-art approaches 

against three alternative deep learning configurations is 

completed using a time series of crime types per location as 

training data. The result of the authors shows that deep 

learning-based algorithms routinely beat previous best-

performing methods in their experiments using five publicly 

available datasets. Furthermore, they assess the efficacy of 

various parameters in deep learning architectures and 

provide recommendations for setting them to improve crime 

classification and prediction performance. 

[12]  used a new video data set collected in low-stakes 

situations, test the ability of different feature sets (i.e., 

improved dense trajectories, OpenFace) and machine 

learning approaches (i.e., support vector machines vs. deep 

neural networks) to differentiate deception from evidence 

based on facial micro-expressions. During the interviews, a 

procedure was used to elevate the computational burden of 

the offenders, allowing for the detection of false cues. The 

best performing method was support vector machines 

(SVMs) combined with OpenFace (AUC = 0.72 videos 

without cognitive load; AUC = 0.78 movies with cognitive 

stress), according to their findings. 

[13] proposed a progressive matching approach was used to 

detect suspicious activity in city parks. Adjacency matrix-

based classification and support vector machines are used 

for a heterogeneous crowd to spot abnormal and abnormal 

activities. The work of object detection and tracking will be 

enhanced, as well as all components of activity 

identification in a human swarm of people in public places. 

The support vector machine (SVM) is used to recognize 

aberrant occurrences in a crowd scenario and to vector those 

events to drive or limit planned actions. 

 

In an Internet of Things (IoT) scenario, a unique deep 

learning-based strategy for forecasting the likelihood of 

anomalous occurrences using footprints obtained from 

networked surveillance devices and alerting users of such 

activities. Dynamic motion detection algorithms are used to 

transform captured images into still blocks and de-blur 

them. Then, using random forest evolutionary algorithms 

with kernel density (RFKD), aberrant behaviours are 

anticipated, and any abnormal actions detected result in 

signals being conveyed to IoT devices via the MQTT 

protocol. Deep neural network with multi-classifiers 

network, and kernel density functions were included in the 

suggested research. For input classifications from a video 

series of frames, the multi-classifier is utilized [14]. 

 

[15]. proposes a smart surveillance cameras system for 

detecting unusual human behaviour in an educational 

setting that takes security and emergency considerations 

into account by focusing on three aberrant activities (falling, 

boxing, and waving). This approach consists of two key 

processes: the first is a tracking system that can track targets 

and identify sets of attributes in order to fully explain the 

human activity and acquire descriptive data on each target. 

The second is a decision-making system that can determine 

if the activity of the target track is "normal" or "abnormal," 

and then activate an alarm when abnormal behaviours are 

detected. 

 

Deep learning algorithms for video-based abnormal activity 

detection were investigated. The study produced a 

schematic classification for detecting abnormal events 

depending on different types of anomalies, the level of 

outlier detection, and the anomaly measurement. Various 

anomaly detection approaches that use deep learning 

techniques as their main methodology have been 

highlighted. Deep learning algorithms are examined from 

both the accuracy-oriented and real-time processing-

oriented aspects of anomaly detection [16]. 

   

III. METHODOLOGY 

 

 
Figure 1: Architecture of the System 
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Figure 1 is an illustration of the proposed online predictive 

algorithm for mapping visual scenes to fraudulent 

behaviour. Data is being collected from either a video clip 

dataset or live feed from a video camera. The dataset is used 

to train the model which will be during the development 

stage and the live feed is collected during the 

implementation of the system. the data collected if analyzed 

and cleaned for use by the predictive algorithm (CNN 

model) after which a context prediction is carried out. When 

fraudulent behaviour is detected, an online notification is 

then sent to the appropriate security personnel on their 

mobile device or the computer system for preventive and/ or 

proactive action to be taken. 

 

A.         Data Collection 

The data for the proposed system is collected via the dataset 

or the camera feed and its fed into the system for analysis 

and cleaning. This data is collected almost the way an 

image data is collected and processed. 

 

B.         Data Pre-processing 

The pre-processing of the video data is done on frame 

bases. Each frame of the video clip is collected resized and 

analysed to be able to track the frames and the behaviour 

exhibited on each videos clip.  

 

C.         Predictive Algorithm 

The convolutional neural network (CNN) model has been 

adopted as the predictive algorithm for this research work. 

The model has been used for several machine learning 

video classification and has been chosen as a prediction 

algorithm for the mapping of visual scene to fraudulent 

behaviour. The schema that illustrates the CNN working 

principle is shown in Figure2 

 

 
Figure 2:  Convolutional Neural Network Framework for 

the Proposed System 

 

Figure 3.2 is a convolutional neural network framework of 

the proposed system explaining the working process to the 

output of the system. The video data is passed to the 

convolutional layer through the input layer. This is the core 

building block of the convolutional network. The 

convolution layer helps to abstract the features to a map; it 

convolves the video input and pass the result the next layer, 

which is the pooling layer. The pooling layer is responsible 

with the reduction of data dimensions as it combines the 

output of neuron clusters in one layer to a single neuron in 

the next layer. The dense layer is also known as the fully 

connected layer which describes the connectivity that exist 

in the next layer after which, we have the output layer 

which presents the result of a fraudulent behaviour or not.  

 

D.         Context Prediction 

The context prediction simply displays classification or 

prediction of the context of the video being analyzed. This 

output is displayed after it has gone through the CNN model 

that was trained and evaluated. It tells whether the behavior 

portrayed by the subject(s) is fraudulent and can predict 

accordingly. When fraudulent behavior is detected, an alert/ 

notification is sent accordingly for proactive or preventive 

measures. 

 

IV. RESULTS AND DISCUSSION 

 

This system presents a smart system for detecting fraudulent 

behaviours from video scenes. The dataset used in this work 

is a surveillance video comprised of the various fraudulent 

and normal behavior of various individuals. A total of ten 

different videos was downloaded from various online 

resources like YouTube, Dreamweaver, google. These 

videos are surveillance videos from supermarkets, ATMs, 

Bus stops, houses, etc. The downloaded videos were saved 

into the working directory for further pre-processing. In 

other to have better training data, each of the videos needs 

to be broken down into various frames. For this purpose, the 

Opencv library was used in reading the videos from the 

working directory and extracting different frames from the 

videos. For a particular video, over 427 frames were been 

generated. In the frames generated, 380 frames were being 

mapped as fraudulent behaviour while that of 40 was 

mapped as normal frames. This was done to have better 

training data. The frames generated was divided into two 

folders. The folders are normal and fraudulent folder.  The 

generated frames were used in training a convolutional 

neural network algorithm in detecting fraudulent 

behaviours. The proposed model was built using images of 

both fraudulent and normal behavior. The images were read 

and pre-processed using ImageDataGenerator. This was 

used in reading the images from the directory as binary files 

(0,1). Setting 0 represent normal human behavior and 

setting 1 is fraudulent human behavior. The pre-processed 

data was trained using a convolutional neural network. The 

following parameters were used. Input_shape = (240, 320, 

3),  first layer (1024), activation = “relu”, Second layer 

(512), activation=”relu”, dropout=0.3 was used in reducing 

overfitting of the model, and finally the output layer=1, and 

activation=sigmoid. The model was compiled using 

optimizer= Adam, loss=binary_crossentropy. Epoch =10, 

the number of steps per epoch = length/bactch_size. The 

summary of the model can be seen in figure 4. The training 

process of the proposed model can be seen in figure 7. The 

training accuracy of the proposed model can be seen in 

figure 5, whereas the loss values obtained by the proposed 

system model can be seen in figure 6. The precited result on 

a test video can be seen in figure 7 The classification report 

of the model’s performance can be seen in figure 8. 
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Figure 4: Summary of the model 

 

 
Figure 5: Training process of the proposed Convolutional 

Neural Network Model. 

 

 
Figure 6: Training accuracy of the proposed model. 

 

 
Figure 7: Model Loss 

 
Figure 8: Classification Report  of the Proposed Model 

 

V. CONCLUSION AND FUTURE SCOPE  

 

The actual surrounding has the ability to be extraordinarily 

vital within the research and determination of suspected 

fraudulent behaviour. Actions carried out early within crook 

research on the crime scene are important to understanding 

this capacity. Intelligent these days intelligent are being 

evolved to predict results in a given state of affairs or 

vicinity following styles of a few historical data. For a 

framework to be predictive, predictions need to be primarily 

totally based on a few acknowledged styles. Due to the 

security challenges in Nigeria and the world at large, 

detecting fraudulent behaviour before the scene is carried out 

will be a great benefit to Nigeria and the world at large. 

Therefore, this thesis presents an online system for detecting 

fraudulent behaviours on a surveillance video. The system 

starts by extracting frames from the video and converting 

them to images automatically. The system uses the extracted 

images in building a convolutional neural network model so 

as to enable it to detect and alert the user for fraudulent 

activities detected on a video scene. The result of the model 

shows that the model achieved an accuracy result of about 

99.99%. The result of the proposed system was compared to 

an existing method. And this shows that the model 

outperforms the existing system. 
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