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Abstract- Internet usage has gone far beyond expectation and continues to grow. Services on the Internet are also more
innovative than ever before. Many more different system architectures are currently used to obtain the same pool of services.
Now, the trend is to make uniform architecture to provide services. SOA is a service that aims to integrate and be interoperable
with various implementation languages. SOA is a concept of distributed computing, the best example of which is file sharing.
Remote sharing remains an issue. Although many services are available to provide remote file sharing, they have problems in
accessing file with ease, user friendliness, a generic communication protocol, a secured method to communicate during
transferring and traversing the secured firewalls. This paper focuses on how easily the file can be shared with the generic
communication protocol and a secured method by bypassing the issues of NAT. To provide such service, we do not have any
option other than XML, which enables the system to service the end users, who can choose to download or upload files using a
browser or an application client. Thus, we have built a middleware for file sharing. The middleware and the application client
are equipped with the NAT facilities to traverse the firewalls. Our proposed middleware can service the users of both systems
(Browser and Application client). The performance of the proposed system for remote sharing suggests using XML as an
interface to implement the SOA-based applications.
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of current technology with heterogeneous applications and

L. INTRODUCTION technologies. The Web service enables software system

Research on the Internet has provided countless designers to support interoperable communicating entities to
opportunities to develop innovative applications and interact over a network. Figure 1 shows communication is
methods of communication [1]. The Internet has a critical achieved through XML frameworks such as the WSDL,
function in human life because its users can easily obtain SOAP, and UDDI

information and conduct interactive communication [2].

Web browsers are required to retrieve text and image Discovery Mechanism

information and facilitate social interaction online. Web

browsers use the hypertext transfer protocol (HTTP) to . -] o T register

retrieve information from websites [3]. HTTP is the most
commonly used Internet protocol in the world [4], and

Message and Transport Protocol

information providers use it to enable interactive o e N
communication. Among these operations, Web browsers can hent \[‘\ -
transfer files as attachments through email services. Email \ e comraes /
service providers use Web browsers to enable instant ~ P
messaging (IM) and audio and video communications [5]. \\\—{ }///
However, Web browsers have certain limitations in ~

transferring files. Service- oriented architecture (SOA) is Figure 1: Communication of web services.
becoming a more popular technology to facilitate Web A.  Service-Oriented Application Architecture

services because it allows interoperability and application
integration [6]. Interoperability provides a platform for
application developers to access the SOA through standard
languages and protocols. SOA is Flexible, Replaceable, and
Scalable Fault — tolerant and can also create new services
from an existing infrastructure, which enables the interface

Description

SOA (service-oriented architecture) is a component model
and links different functional units (called services) of the
application through well-defined interfaces and contracts
between these services. Interface is defined by a neutral
manner and it should be independent of implementation
Corresponding Author: Sumaya Sanober services, hardware platforms, operating systems, and
programming languages. This allows the service to be built
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in a variety of such systems to interact in a uniform and
general way .The service is the basis of the SOA; thereby,
they can be applied directly and effectively depending on
system and interaction of software agents.

B. Web Services Description Language (WSDL)

1. The Web Services Description Language (WSDL)
forms the basis for the original Web Services
specification.

2. A service provider describes its service using
WSDL. This definition is published to a repository
of services. The repository could use Universal
Description, Discovery, and Integration (UDDI).
Other forms of directories could also be used.

3. A service consumer issues one or more queries to
the repository to locate a service and determine
how to communicate with that service.

4. Part of the WSDL provided by the service provider
is passed to the service consumer. This tells the
service consumer what the requests and responses
are for the service provider.

5. The service consumer uses the WSDL to send a
request to the service provider.

6. The service provider provides the expected
response to the service consumer.

C.  Universal Description, Discovery, and Integration
(UDDI)

The UDDI registry was intended to eventually serve as a
means of "discovering" Web Services described using
WSDL. The idea is that the UDDI registry can be searched
in various ways to obtain contact information and the Web
Services available for various organizations. How much
"discovery" was ever used is open to discussion.
Nevertheless, even without the discovery portion, the UDDI
registry is a way to keep up-to-date on the Web Services
your organization currently uses. It can be used at design
time and with governance [7].

D.  Simple Access Control Protocol (SOAP)

SOAP essentially exchanges the information in a
decentralized, distributed environment. It is an XML based
protocol that consists of three parts: an envelope that
defines a framework for describing what is in a message
and how to process it, a set of encoding rules for expressing
instances of application-defined data types, and a
convention for representing remote procedure calls and
responses. SOAP can potentially be used in combination
with a variety of other protocols; however, HTTP is the
familiar connection we all use for the Internet. In fact, it is
the pervasiveness of HTTP connections that will help drive
the adoption of Web Services [8].
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Several tools can transfer files from a source to a
destination via the Internet. Files can be transferred as email
attachments through multipurpose internet mail extensions
(MIME) [9]. Applications such as IM are also heavily used
and typically bundled with file transfer capabilities [10].
However, file transfers among remote users require logging
into the IM system [11, 12]. The Microsoft Windows
operating system allows users to share files in the network
with the permission of other system users [13]. The file
transfer protocol (FTP) is dedicated to file sharing [14]. In
FTP communication, files must first be sent to the FTP
server before other users can access a copy of the file
through a software application called an FTP client. The
peer-to-peer (P2P) system allows users to share (send and
receive) files over the Internet [15]. However, P2P systems
work outside of the browser, and P2P applications must be
downloaded before the files can be transferred. The
innovative storage abstraction layer method, which is a file
service for mobile devices [18], is used to access cloud
services in the heterogeneous environment for mobile
devices. Table 1 and table 2 represents method uses Google
Docs, FTP services, Amazon S3 services, and others. XML-
based services are extended to the ubiquitous environment,
where these services are provided to mobile users and new
types of devices that can use the mobile networks [19].

Services Storage Description
Google Drop box Enables user to store
Doc information and help to sync
their files and folders with
their devices.
File Syncplicity | Uses a storage cloud and has
Transfer the facility to sync files.
Protocol
Amazon iCloud Enables users to save their
s3 data such as emails,
Calendars, and address books.

Table 1: Cloud Services in Heterogeneous Environment

System Description
Coda(constant | System that works even when Internet
Data access is disconnected or has
Availability) Low bandwidth.

LBF(Pound | System can provide service under low-

Force) bandwidth conditions and

Can be installed on already running
systems.

GridFTP System that is secure and reliable in
which data transmission method For
High-bandwidth networks

Table 2: Network Based File Storage
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A. Problem Statement

.NAT (Network Address Translation) traversal encountered
certain problems like connectivity, Security, Scalability and
improved support for quality of service (Qos). NAT makes
application compatibility more difficult since NAT tampers
with IP header fields which cause issues with File Transfer
Protocol (FTP), when communicating with a global server
through NAT devices. The most common method to allow
incoming and outgoing traffic is to configure routers to
allow global ports and global Internet protocols to
communicate with NAT clients. However, this solution may
give intruders an opportunity to disturb the system

B.  Proposed Solution

Inspired by the characteristics of data the design of
middleware with the service-oriented architecture  was
employed in this research, compatible with various types of
data and the agreement has been divided. Consequently, this
paper presents the basic framework of SOA- based
applications, Service providers (producers) use of various
types of environmental sensing technology. Data process
sing platform is responsible for data processing, data
filtering, and data integrity. It provides XML scheme for
data  unification and metadata consistency and
standardization of heterogeneous data processing. In our
study, we built the middleware to enable the file transfer
among heterogeneous architectures. File transfer is
conducted between 2 browsers within application clients
and between browser and application clients, but the
communication among these entities is achieved through
only the XML protocol.

We obtained information about the existing file transfer
methods and concluded that they should have certain
features to provide better services. We propose a solution
that provides easy access to files, a user-friendly GUI, a
generic protocol to communicate, a secure transmission
method, and a method to prevent network address
translation (NAT) issues. Our system offers improvements
in the following aspects:

a) Accessibility: Easy access to files. Currently, the users
have only two options to download and to upload remote
files: through a web browser and through an application
client.

b) Coupling: User friendliness. The existing solutions
provide the user with only one choice. The users must
register to the service to transfer files either with browsers
or applications but not with both options together. In our
system, the users can download or install the application
client to obtain the file transfer service, or they can use the
browser to transfer files.

c) Availability: Generic communication protocol. SOA is
currently the only solution to achieve service availability.
SOA is easily accessible through any program, and the user
must not worry about the system architecture and
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implementation details. Thus, our project uses Web services
as the middleware to provide a file transfer service.

d) Reliability: Secure file transfer. In our system, using an
encrypted communication channel between file transferring
and the receiving client is not necessary except when the
clients are not securely communicating with each other. The
proposed architecture uses the email service as the secure
mode of communication. Our system generates a random
number for each uploaded file, and the random number is
sent to the intended recipient of the file.

III. FILE TRANSFER ARCHITECTURE

“client-server” describes the relationship between two
computer programs where the client makes request to the
server. This relationship is seen in such tasks as sending
emails and accessing the web. Many business applications
currently use the client-server model as well as the main
Internet application protocols (HTTP, SMTP, telnet
etc.)Servers would include web servers, FTP servers,
application servers, mail servers, file servers, and most web
services.

Client-server architecture enables the responsibilities of a
system to be distributed amongst several individual
computers. These individual computers are accessed only
through a network so it is easier to maintain and repair or
even relocate a server without affecting the clients. Another
benefit exists in that data is stored on servers which
generally have greater security than clients. Servers can also
control user access and resources. One example A of an
innovator in this field is Ipswich — a software company
which has been offering FTP software since 1991.As the
field of file transfer continues to grow, so will the need for
safe servers and happy clients who together form a healthy,
networked relationship.

‘ File Server ‘

!

‘ HTTP Server WEB Server ‘

»
\
\

Figure 2: file-transferring architecture

Figure 2 illustrates the file transferring architecture which
consists of the Apache Web service to serve an HTTP-based
browser, application, or non-browser clients. The file server
stores the files. Browser clients can communicate only with
the Web server to upload and download files, whereas the
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Web server can communicate with the file server to retrieve
and upload the files. The Apache Web service aims to serve
the file transfer requirements of application clients. Figure 1
presents the file transfer architecture where the browsers or
clients are used to receive and send files. This architecture
supports a large number of clients. In the proposed system,
the transfer browser or application clients send the file to
the server. Communication between the Web service and
the file server is conducted through socket programming.
The browser clients use HTML and JavaScript with PHP to
demonstrate the file transfer among browsers and
application clients.

IV.METHODOLOGY

A. Client-Server Model

The Web-based file transfer is a client-server model divided
into three levels of functionality: Web interface, Web
server, and file server figure 2. The client side is considered
the initial level of the Web interface, which accepts requests
for processing. The server-side architecture is a two-tiered
system that consists of Web and file servers. When a client
initiates a request, the Web server transfers the data
between the client and the file server. The Web server
consists of three major modules for file chunking,
reconstruction, and transfer.

Oient Sends Aegquest
T AR

Albovar Weh someer bo
procced chand Fecuash
to file someer

)

bEnd

Figure 3: File Transfer Flow Chart for the client server
communication.

B.  Procedure of browser and web-server
communication

When the sender browser wants to share a file, the user
must upload the file and provide a valid email address. The
HTTP server receives the file and sends it to the file server.
Then, the file server generates a link and a random number
for the current file. At the receiving side, the recipient
browser sends the link or random number to the server. If

o
ASJCSE  ©2016, 1ICSE Al Rights Reserved

Vol.-4(02), PP(32-39) Feb 2016, E-ISSN: 2347-2693

the link or random number is valid, the server starts sending
the file to the recipient browser.

Write X bytes in
| The il server

e B

ke from|
Fle server

Figure 4: Flow of information between the browser and the
WEB service. Initially, the web browser establishes a
session with the web server to upload or download a file.

C.  Procedure of web-server and file server
communication

Figure 4 illustrates the communication at the server side
(HTTP and file servers). According to the request received
from the clients or browsers (sender or receiver), the HTTP
performs tasks such as receiving or sending files. If the
HTTP server receives a request from a client to upload a
file, it establishes a relay session with the file server to store
the requested file and accordingly generates a URL link or a
random number for the file to be stored. The HTTP server
also acknowledges the sender client through the link or the
random number.

Figure 5:.Flow of information between the browser and the
WEB service according the request received by the server to
transfer the files.
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Figure 6: File transfer flow chart between the server and the
file server.

Figure 6 shows the communication between the http and file
servers. Initially, the HTTP server waits for connections
from the clients. If the connection is POST, the server reads
the files from the client (i.e., from the sender browser) until
it writes the file to the file server. After the file is written to
the file server, the latter generates a link or random number
for the written file. The communication between the HTTP
server and the file server is described as a relay session.

V.IMPLEMENTATION

The Apache server is a secured server that provides HTTP
services for HTTP standards [16]. The HTTP server that
hosts the file transfer method is exposed to one or more
clients such as browsers or relay clients. These relay clients
(browsers) are under the control and services provided by
the HTTP server, which implements the previously
described protocol for HTTP requests by other clients. The
JavaScript part of the hosted HTTP server is also configured
with the URLs of one or more file servers, so that it can be
used to store and retrieve files. Instead of the clients making
a direct HTTP request to the server for communication, the
Web browser builds an HTTP request pipeline, encloses it
in a normal HTTP request, and sends the enclosed request
to the HTTP server. The clients support the embedded
messages, which are enclosed requests with a content
type of message or HTTP. The clients also support
embedded pipelines with a content type of application or
HTTP. With the limitations of the browser in uploading
files, one possible method to share files faster and more
safely is to upload the files in separate byte chunks. Then,
the file server method reconstructs the file content in the
correct order. Figure 5 presents a screen shot of the
prototype. To examine the feasibility of the model, the
prototype system was implemented using PHP, HTML,
JavaScript, and the Apache Web Service server.
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Figure 7: Browser Client, which was built using PHP,
HTML, and Java Script to transfer files among the clients
through a server.

Application architecture: it consist of three layers

1) The presentation layer: user interface consisting of
HTML and JavaServer Page (JSP) forms;

2) The business layer: processing and interpretation of
XML document;

3) The data layer: provides access to specified data source

Service Layer

SOAP Client Apache SOAP Layer

Tamcat Services
Engine
Apache SOAP
Web Based
Administration Tael

[

Apache S04
SOAP Client
Other SOAP

Client 3

Apache
SOAP
Runtime

2\
>
o

Apache SOAP
Command Line
Deployment Tool

Presentation Layer

Data Layer

Business Layer

Figure 8: Application architecture

For applications, we used the Apache SOAP Web service.
The Apache SOAP Project is a Java-based implementation
for SOAP version 1.1. SOAP is a communication protocol
that provides data transportation for Web services [17].
Each method is associated with a Soap Document Method
Attribute that defines the SOAP actions and connects the
Apache SOAP service to obtain or set information in the
HTTP header of SOAP requests or responses. The client
also uses the XML encoding style to format parameters in
the body of the SOAP request. For NAT, we have a proxy
class on the client side and a global proxy method on the
server side, which interact with each other when the client is
running. These methods do not flood the network by polling
with regular intervals because the application clients only
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serve the users when receiving or transferring files. After
the client comes in contact with the server, it obtains the list
of clients who are currently using the server.

Flow of communication from user (client) to file server:

User { Application ) { Wb Server ) (File Server )
¢S SEIER)
1. Request Service E@ E@

2. Redirect

3. Authenticatg [authorize client

4. Redirect (with auth code)

5. Request token
(with auth code)

B. Request data {with access token )

7. Response

8. Request Service .
9. Request data (with gocess token |

10. Rasponsea

Figure 9: Communications between client and web server
Parsing the XML message for communication between
client and web server:

The client will send a connection request to the server.
e  Connection Information:

< connection —info >

< connection —url > ...... </ connection — url >

< /connection —info >

The server will validate the client's authentication details.
e Authentication Information:

< authentication —info >

< auth—name > .....< /auth—name >
<auth—code > ...... < [auth—-code >
<auth—role> ....... < /auth—role >

< /authentication —info >

The client can send a message (command) to the server.
® Request message with a specific command:

< request >

<command > ...... </ command >
[command parameters|

< /request >
The server will process the request and return a response to
the client.

e Response message to:

< response >
< command > . </ command >
[response details ]

< /response >

ROUTING MESSAGES TO THE CORRECT FILE
SERVER:

After parsing the XML message received from a client
application, the XML gateway requires a method to
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determine the correct file server to which to send the
messages [21].

The following three methods were considered:

1) Using a unique address location mechanism: Many
request commands require (as an input parameter) some sort
of unique address or field that indicates where the data can
be located. This address may be a directory location, a
database table and/or field name, a file name, a network
node and file name, and many other possible location-type
variables.

2) Using a specific XML element: option two considers
including an additional element (the protocol element) to
the XML model that will identify the server application that
is a child element of the request element. This means that
all commands within the request element will be directed to
the identified file server i.e.

< request >

< protocol > LDAP

<command > read < /command >
< command > modify </ command >
</ protocol >

</ request >

This approach requires that the client application specify, in
the creation of the XML document, the server for which
server the requests are intended.

3) Trying the first available (connected) server
application specified in the connection URL:

Option three attempts a connection to each server
application specified in the connection URL. The request is
sent to the first server application that is available and the
result returned to the client.

VI. RESULTS

Communication between the Web and the file servers is
achieved using C socket programming. The backbone of our
architecture is the file server, which hosts the files of the
users and is a POSIX standard server. The file server
implements the cache manager, which caches and manages
the most frequently used commands by the clients in our
environment. The server hosts a dedicated directory for
every client. Thus, an active client works on the space
provided by the server. The client-side cache manager
always logs its data onto the log file. The log file contains
information such as date, time, and all attributes of the files,
and it also maintains records of the uploaded, removed, and
downloaded files. On the client side, when the user works in
the space to retrieve information about the files or data, the
cache manager retrieves the information from the log
instead of contacting the server. Table 1 presents the
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algorithm to retrieve data from the server in the client
workspace.

1. Connect to the server

2. If (clientlog.feild == serverlog.feild)

3. The,display the attibutes of file directories
4. Else;

5. UpdateLogFileData (Client ID, Client, Path);
6. End

Algorithm 1. Retrieval of Attributes File

Table 3: Retrieval of File attributes. Data are retrieved from
the server only when there is a mismatch in their log file
IDs at the server and the client.

The log file data are shared with the cache of the respective
clients from the server, so that information can be made
available locally instead of remotely to the clients who
request to browse the workspace. The log files on either
side are shared by the server after the transaction is
conducted on the server. The client side cache is only
updated after the transaction. The local cache can reduce the
overhead of data retrieval from the remote server. Fig. 6
indicates that with a cache, the overhead is much lower than
that without a cache.

The “no cache” condition requires contacting and retrieving
data from the server, whereas with a cache, the client must
not retrieve the workspace attributes; thus, the overhead is
drastically reduced. However, the time taken to perform a
task such as removing a file from the server remains
identical for both conditions. Downloading and uploading
files require approximately the same amount of time with or
without a cache because these tasks require interaction with
the remote server. The listing of file attributes does not
require interaction with the server, which reduces the
overhead.

Work Load with and Without Cache
600

500

500 —
400
400
300 —

200

100 +—

Time in Seconds

Upload File Download File List Complete Files Delete Files

Work Performed By the Server

 Without Catche With Catche

Figure 10: Performance of the server with and without the
cache manager. The Y axis shows the time in seconds, and
the X axis shows the work performed on the server.
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VII. CONCLUSION

File sharing services have increasingly attracted attention
over the years. In this paper, we presented XML-based
middleware file service architecture. Our proposed solution
focuses on various aspects such as ease of access, user
friendliness, secure transmission, and NAT traversal. For
ease of access to the remote file, we provided options to
download using a Web browser or an application client. To
obtain a secure method of transmission, we used the
services of email providers to receive files. The proposed
solution can traverse any NAT network. The results of our
study show that by using XML, we reduced the overhead of
messages per second across the network. By applying a
cache, we minimized the overhead involved in browsing
remote files. We envision that the use of this solution can be
extended to heterogeneous mobile devices.
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