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Abstract- Image Steganography is an emerging field in computer science. There is a need of secured data transmission system 

to protect the data and maintain the privacy. This work is based on multilevel security method. The reversible data hiding has 

been implemented using a robust method. The secret image is encrypted using Reversible Image transformation, followed by 

AES (Advanced Encryption Standard) algorithm and finally the UES( Unified Encryption and Scrambling) is applied for data 

embedding into the carrier image.  The secret key is also added to the encrypted image and it further makes the frame work 

more robust. The frame work is simulated using MATLAB and the statistical results like PSNR, MSQE and SSIM confirm the 

proposition.  
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I. INTRODUCTION 
 

The public channels like internet and cloud services are 

popularly used at global level. There is a need of  massive 

data exchange. There is heavy demand of temper proof data 

exchange systems and public storage like google drive. 

There is a dire need of well secured data encryption  and 

decryption systems. The data owners need the accountability 

and full trust so as to rely upon the service providers like 

cloud and internet. These data providers offer the high level 

security. There are certain time critical missions which need 

extra security like online banking, defence, forensic systems, 

examination systems, paid services like information 

databases, travelling systems, online ecommerce etc. The 

smart solution to develop and deploy the well-designed 

stenographical systems which use their own methods of 

encryption at the senders end decryption at the receiving end 

with the help of secret key which is exchanged through 

private channel [1]. 

 

The RDH behind the carrier picture is the modern method of 

secret message transmission. The most popular techniques 

are classified  as the SD (spatial domain) and the frequency 

domain methods. The secret data hiding using LSB, MSB, 

histogram shifting, EMD, Enhanced EMD , Generalized 

EMD are very common. These methods are combined with 

the histogram shifting to improve the payload capacity. The 

standard algorithms like AES, DES, UES are used to  

 

 

 

 

 

encrypt the semantic message and then hiding it behind the 

cover image. But, these methods are also vulnerable cyber-

attacks. The methods like DWT ( Discrete Fourier 

Transform ) in frequency domain are more robust to cyber-

attacks. The addition of noise to the stego image can further 

provide the security [2], [3]. 

 

Zhang et al. have adoptedthe HMA (Histogram based 

modification algorithm)forthe reversible data hiding using 

maximum modification chances[4],[5]. It is rather difficult 

to maintain the secrecy of the private messages. It has 

happened when the private photographs of Hollywood got 

leaked through the cloud. The RDH method thus fails in 

providing the complete security. The encryption can be 

adopted to hide the secret photographs behind some other 

cover image or video. 

 

This RDH can be very safely applied to get RDH-EI. The 

cloud service provider cannot access the original data. 

Looking at the requirements of the secret methods many 

programmers have worked out very effective systems to 

protect the data. These developments are more in  

encryption area. The data is secured when data compression 

is done losslesly. 

 

This the paper is organized in four sections. The section I, 

contains brief introduction to the steganography and the 

proposed work. The section II is the main part and it 

describes the proposed work. It briefly describes RIT, AES 

and UES algorithms. The third section contains simulation 

work and results. The IV section precisely concludes the 

work with the future direction of the research [6],[7],[8]. 
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Fig.1  RDH method for plaintext images. 

 

II. THE PROPOSED WORK 

(a) REVERSIBLE DATA HIDING METHODS FOR 

PLAINTEXT IMAGES 

II This design involves a very smart and unique reversible 

data hiding (EI) frame work. It uses  Reversible Image 

Transformation (RIT). This method changes the image I 

into image J. The word reversible means that the recovered 

image is same without any distortion. This is called as 

Semantic Transfer Encryption. The output image E(I) is 

encrypted and it is very similar to J. The encrypted image 

has text format. The private cloud service provider  can 

hide the data in the image J.[9] 

 

The RIT method is described in fig 1.. The image I 

ciphered  and E(I) is in the form a simple text. The secret 

key is added to make the work temper free. All the image 

data will be stored in the form of text whether encrypted or 

not on the public service provider. The cloud server can 

hide or recover the data in E(I). We can get back E(I) from 

the Ew(I) i.e image containing the watermark. This can be 

sent to the user having password. The revers RIT method 
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is used by the receiver to recover the secret message 

provided he has the secret key K. 

 

The advantages of RIT are : (a)  The method or RIT can be 

smartly sent to the service provider in the form of  simple 

text. The attackers will not doubt the popular service 

provider. (b) The service provider can use any RDH method 

to hide the text or can get it back. This does not affect the 

purpose of sending and receiving the secret image.[10]. 

 

RIT ( Algorithm 1). The working is as under: 

The secret Image is I and key is K  (INPUT)  

 

E(I).(Encrypted Image)    (OUTPUT) 

1. RDH is applied to get E(I) and Image J from AI. 

2. Apply AES and use key K to decrypt AI and get CIT of I. 

   (               
3. Divide J in N blocks and find SD of each block. 

4.  CITs of J’ are used to reorganize  the groups of J’ 

5. For each block  
  of J’ for 1 ≤  i ≤ Nrotate   

 in the reverse 

orientation of    and then minus    from pixel value  of   
  

and the secret image  I 

6. AI( Accessorial Information) is hidden in J’ and get output 

E(I) 

 

Reverse Transformation  ( Algorithm 2) 

Input:The ciphered picture E (I) and secret key  K. 

Output:I the hidden original image  

1) The  target image J and  I as cover image having same size..

  

2) Divide I ,  J in  4 x 4 size bins , calculate the  and Std. 

Deviation  of each block.  

3) Categorize  the blocks on the basis of percent  quantile 

of SDs and create  CITs for I and J  

4) Pair bins of  I with J bins  using  the CITs  

5) For  block pair (Bi,Ti) (1 ≤  i ≤ N), find the mean 

difference     Add    to each pixel of Bi next  rotate 

the block into the optimal direction    (   
 {                }and get   

  . 

6) The carrier  image J, replace each block Ti with the  

transformed block   
 for 1 ≤  i ≤ N , find  J’. 

 

(b) REVERSIBLE DATA HIDING  IN ENCRYPTED 

IMAGE  

The output of RIT is the ciphered image  E(I). The attractive 

feature of this method is the image remains apparently 

meaningful when compared with classical RDH methods. 

The cloud server can deploy any method at its discretion.  

The final PSNR values  is basis of selecting the method. We 

have used Unified Data Embedding and scrambling method 

to hide the large amount of the payload. The result is the 

trade-off between payload and PSNR of the image. 

 

UNIFIFIED ENCRYPTION AND SCRAMBLING 

(UES) 

The UES method has  been used here. This is applied on 

already encrypted image. The AI data is large and thus the 

classical RDH provide low quality stego images. The cloud 

server can blend the watermark along with UES[11]. This 

deteriorates the image quality. 

 

 
Fig. 2  Check board prediction (CBP) 

 

The UES frame work is like a checkerboard probability 

(CBP). This reduces the size of the algorithm. It is illustrated 

in figure 10. The picture consists of the set of pixels which 

are grouped in three ways. The pixels are marked as solid 

circles, cross mark and delta sign. The cirles are fixed  and 

used as  reference to guess the pixels falling in two other 

types. The cross set is guessed by rounding the results of   

 

Eq. (1) and then delta set is guessed by rounding the results 

of equation(2). [12] 

  

                                 
                                

                           
                        

(1) 
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(2) 

1. The prediction errors are determined. 

2. use HC (Huffman Coding) to reduce prediction errors 

size.  

3. Insert the predicted error and Watermark and use  the 

guessed  positions and replace the pixels. The watermark 

when recovered by the receiver confirms the validity of the 

message. The PE( prediction errors) are decompressed and 

summed with the pixel values by the values of CBP. The 

UES algorithm is changed and becomes reversible. We are 

aware of the fact that UES technique is not reversible  but it 

is modified by using eij. 13], [14], [15] 

 

III. THE SIMULATION AND RESULTS 

 

Table 1  The Encryption and Decryption results for the base work. 

Base work 

input (LEENA) 
ENCRYPTION DECRYPTION  

Target Image  MSE SSIM PSNR MSE SSIM PSNR 

Peppers  1150.12 0.51024 40.349 10.87 0.99483 86.96 

Baboon 492.49 0.5836 48.83 8.1826 0.995 89.90 

Airplane 938.69 0.4354 42.38 4.2654 0.997 96.32 

 

 

Table 2  The Encryption and Decryption results for the proposed work 

Proposed work 

input (LEENA) 
ENCRYPTION DECRYPTION  

Target Image  MSE SSIM PSNR MSE SSIM PSNR 

Peppers  123.72 0.777 62.64 170.95 0.9714 59.4 

Baboon 85.89 0.8145 66.29 167.73 0.972 59.60 

Airplane 171.32 0.6805 59.38 167.465 0.9729 59.61 

 

 

IV. CONCLUSION AND FUTURE WORK 

 

The simulation results of the base work are tabulated in 

Table1 and the proposed results in Table 2.The three 

standard images are used as the career image. The standard 

‘Lena’ image is encrypted using the base methodology 

which is based on AES but UES is not used for the 

embedding the secret image. The encrypted data is sent in 

RGB frames only. The proposed method is mainly uses RIT  

and UES algorithm to embed the data. The RGB frames are 

not used instead YUV (also called as YCbCr ) colour space 

model is used.The careful comparison of the metrics shows 

that the proposed work out performs base work. The PSNR 

values for the encrypted image is above 60 and the similarity 

index is 0.8 with low MSQE values. The decrypted secret 

image has very high SSIM close 1 and still PSNR around 60. 

It means that the recovered image has a very good quality 

and at the same time stego image is imperceptible. 

 

The Future Work: This work is only limited to image as 

the secret data and the RDH method adopted is vulnerable to 

cyber-attacks. The more secured embedding method like 

DWT can be used. The high-resolution images can be used 

for this purpose. The research can be extended to video and 

audio as the carrier of the secret message. 
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