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Abstract— Developers with innovative ideas no longer needs the huge amount of capital investment in hardware or supporting 

software to deploy their service or the human expense to operate it because of the introduction of Cloud Computing. Cloud 

Computing is the delivery of computing services such as servers, software, databases, storage, networking, intelligence, 

analytics etc. over the Internet to facilitate faster innovation, economies of scale and flexible resources. While a lot of research 

is currently going on in the technology itself, this paper is trying to contain the new and emerging technologies in cloud 

computing. Here we have tried to bring most important new technologies introduced in Cloud Computing such as data sharing 

and data security. Finally, we presented some proposals which have connected other areas with cloud computing.  
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I. INTRODUCTION 

 

Nowadays Cloud Computing has become another most 

discussed term in all industry. Cloud Computing is not a 

completely new term, it has a strong connection to the 

concepts alike Grid Computing paradigm, utility computing, 

cluster computing, and distributed systems etc. However, 

there are many different definitions for Cloud Computing 

and most of them seem to be not a clear idea on what a Cloud 

is. One of the detailed definitions of cloud computing by 

NIST is that Cloud computing is a model for enabling 

ubiquitous, convenient, on-demand network access to a 

shared pool of configurable computing resources (e.g., 

networks, servers, storage, applications, and services) that 

can be rapidly provisioned and released with minimal 

management effort or service provider interaction. This cloud 

model is composed of five essential characteristics, three 

service models, and four deployment models [1].  

 

Cloud Computing is the delivery of computing services such 

as servers, software, databases, storage, networking, 

intelligence , analytics etc. over the Internet to facilitate 

faster innovation, economies of scale and flexible resources. 

Users have to typically pay only for cloud services which 

they have used. The concept helps lower operating costs, run 

infrastructure more efficiently, increased productivity, speed 

and efficiency, performance and security. The name was 

inspired by the cloud symbol that's used to represent the 

Internet in flowcharts and diagrams. Recently Cloud  

 

Computing is connected to almost all fields. In a simple 

word, cloud computing is a kind of outsourcing of computer 

services. Using cloud technology, users are able to access 

applications and software from wherever they are actually 

stored, the services are being owned by an outside party and 

reside in the cloud environment. That enables users without 

worrying about things such as storage and power etc. They 

can simply enjoy the end result. 

 

The cloud service providers enable users to store files and 

applications on remote servers and they can access the stored 

data using the Internet. The user is not required to be in a 

specific place to access the data, it enables the user to work 

remotely. 

 

A. Clod Services. 

The Cloud services are broadly divided into three different 

categories such as: Infrastructure-as-a-Service (IaaS), 

Platform-as-a-Service (PaaS) and Software-as-a-Service 

(SaaS). 

1. IaaS: The most basic category of cloud computing 

services. With IaaS, anyone can rent elements of 

infrastructure such as hardware, software, servers and virtual 

machines (VMs), storage, networks, operating systems from 

a cloud provider (third party) and also providing backup, 

security, and maintenance. IaaS is provided as on demand 

basis through IP-based connectivity. The users need not 

purchase software or servers, instead use these resources in 

an outsourced, on-demand service. Some of the popular 
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examples of the IaaS system are IBM Cloud and Microsoft 

Azure.  

2.  PaaS: PaaS allows and provides the platform for 

users to develop, run, and manage applications without 

having the code, storage, infrastructure and so on. Mainly 

three types of PaaS are there, either public, private or a 

hybrid mix of the two. Public PaaS is hosted in the cloud, 

and its infrastructure is managed by the provider. Private 

PaaS, on the other hand, is housed in onsite servers or private 

networks, and is maintained by the user. Hybrid PaaS uses 

elements from both public and private, and is capable of 

executing applications from multiple cloud infrastructures. 

PaaS is considered the most complex of the three layers of 

cloud-based computing. PaaS shares some similarities with 

SaaS, the primary difference being that instead of delivering 

software online; it is actually a platform for creating software 

that is delivered via the Internet. This model includes 

platforms like Force.com and Heroku. 

3. SaaS: Software as a service is a method for 

delivering software applications over the Internet, on demand 

and usually on a subscription basis. With SaaS, cloud 

providers host and manage the software application and 

underlying infrastructure and handle any maintenance, like 

software upgrades and security patching. Users connect to 

the application over the Internet, usually with a web browser. 

SaaS provides a complete software solution which we can 

use as rent basis from a cloud service provider. The 

underlying middleware, infrastructure, app software and app 

data are located in the data centre. The service provider 

manages the hardware and software and with the appropriate 

service agreement, will ensure the availability and the 

security of the app and the data as well.  

                       

B. Types of cloud deployments: public, private and hybrid 

Several different models, types and services have been 

available and developed to help the uses to select a right 

choice as their use. There are three different ways to 

deploy cloud services: on a public cloud, private cloud or 

hybrid cloud. 

 

1. Public cloud: Third-party cloud service providers are 

owned and operated the public clouds. They deliver their 

computing resources like servers and storage over the 

Internet. Microsoft Azure is an example of a public 

cloud. With a public cloud, all hardware, software and 

other supporting infrastructure is owned and managed by 

the cloud provider. Clients can access these services and 

manage the account using a web browser. 

2. Private cloud: A single business or organisation used 

cloud computing resources is refered as a private cloud. 

A private cloud can be physically located on the 

company’s on-site datacenter. Third-party service 

providers also host someones  private cloud on a 

payment basis. A private cloud is one in which the 

services and infrastructure are maintained on a private 

network. 

3. Hybrid cloud: Hybrid clouds is a combination of  public 

and private clouds, bound together by technology that 

allows data and applications to be shared between them. 

A hybrid cloud gives greater flexibility, more 

deployment options and helps optimise the existing 

infrastructure, security and compliance since it allows 

data and applications to move between private and 

public clouds. 

4. Community cloud: The cloud infrastructure is 

maintained for the exclusive use of a specific 

community of consumers from organizations that have 

shared concerns. It may be operated, owned, and 

managed by one or more of the organizations in the 

community or a third party or some combination of 

them, and it may exist on or off premises[1]. 

The remainder of the paper is organized as follows: Section 

II contains the literature review on cloud computing. In 

Section III, new trends and technologies in cloud computing 

is discussed. The section is partitioned in to three sub 

sections. The first part contains new trends in secured data 

sharing in cloud computing, second part dealt with data 

security in cloud computing and the third section contains an 

overall view of the new technologies on cloud computing. 

The paper is concluded in Section IV.  

 

II. RELATED WORK 

 

Many papers have been published which dealt with cloud 

computing paradigm.  Josep and Anthony D., et al.  states 

that their aim was to reduce that confusion by clarifying 

terms, providing simple figures to quantify comparisons 

between of cloud and conventional computing, and 

identifying the top technical and non-technical obstacles and 

opportunities of cloud computing [2]. 

 

Another paper is trying to compare and contrast Cloud 

Computing with Grid Computing from various angles and 

give insights into the essential characteristics of both [3]. 

Another group of authors have published a paper as View of 

Cloud Computing [4]. The authors of paper [5] define what 

is Cloud computing and they also provide the architecture for 

creating Clouds with market-oriented resource allocation by 

leveraging technologies such as Virtual Machines (VMs). 

They also provide insights on market-based resource 

management strategies that encompass both customer-driven 

service management and computational risk management to 

sustain Service Level Agreement (SLA)-oriented resource 

allocation. The authors also present some representative 

Cloud platforms, especially those developed in industries, 

along with their current work towards realizing market-

oriented resource allocation of Clouds as realized in Aneka 

enterprise Cloud technology [5]. The aim of another paper on 

cloud computing is to provide a better understanding of the 
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design challenges of cloud computing and identify important 

research directions in this increasingly important area [6]. 

Other paper presents a set of recommendations for the 

practitioners who will provide and manage this technology. 

They also outline the different areas of research that need 

attention.  Finally, they have presented some of the key 

issues facing governmental agencies who, due to the unique  

nature  of  the  technology,  will  have  to  become  intimately  

involved  in  the  regulation  of  cloud computing[7]. 

 

III. NEW TRENDS AND TECHNOLOGIES IN CLOUD 

COMPUTING . 

 
A. Secure data sharing in cloud computing. 

Data sharing in cloud computing is a very important task. 

Many secure data sharing technologies have been introduced 

in this area and became popular too such as fine-grained data 

sharing, attribute-based encryption etc. However, most of the 

existing solutions suffer from the disadvantages of high 

computation overhead and weak data security, which has 

severely impeded resource-constrained mobile devices to 

customize the service. The problem of simultaneously 

achieving efficiency on the data owner’s side, and standard 

data confidentiality of cloud data sharing actually still 

remains unresolved. With the popularity of cloud computing, 

how to achieve secure and efficient data sharing in cloud 

environments is an urgent problem to be solved. In addition, 

how to achieve both anonymity and traceability is also a 

challenge in the cloud for data sharing. 

1. A new research paper is introduced to addresses this 

challenging issue by proposing a new attribute-based data 

sharing scheme suitable for resource-limited mobile users in 

cloud computing [8]. The proposed scheme eliminates a 

majority of the computation task by adding system public 

parameters besides moving partial encryption computation 

offline. In addition, a public cipher text test phase is 

performed before the decryption phase, which eliminates 

most of computation overhead due to illegitimate cipher 

texts. For the sake of data security, a Chameleon hash 

function is used to generate an immediate cipher text, which 

will be blinded by the offline cipher texts to obtain the final 

online cipher texts. The proposed scheme is proven secure 

against adaptively chosen-cipher text attacks, which is 

widely recognized as a standard security notion. The paper 

also presents an extensive performance analysis, which 

indicates that the proposed scheme is secure and efficient. 

2. Group data sharing in cloud environments is also another 

challenge and has become a hot topic in recent decades. 

Another research paper proposed by Shen, Jian, et al on the 

data sharing in cloud environment, they have given special 

attention on group data sharing. The paper focuses on secure 

and efficient data sharing and storage for the same group in 

the cloud in an anonymous manner. A novel traceable group 

data sharing scheme is proposed by leveraging the key 

agreement and the group signature to support anonymous 

multiple users in public clouds. However, the group 

members can communicate anonymously with respect to the 

group signature, and the real identities of members can be 

traced if necessary. Based on the key agreement a common 

conference key is derived to enable group members to share 

and store their data securely. Here the important thing is that 

for key generation, a symmetric balanced incomplete block 

design is utilized which substantially reduces the burden on 

members to derive a common conference key. Both 

theoretical and experimental analyses demonstrate that the 

proposed scheme is secure and efficient for group data 

sharing in cloud computing [9]. 

3. Mobile devices can store/retrieve personal data from 

anywhere at any time. With the popularity of cloud 

computing, the data security problem in mobile cloud 

becomes more and more dangerous and it discourages further 

development of mobile cloud. Consequently, there are lots of 

research studies have been conducted to improve the cloud 

security. However, most of the new approaches are not 

applicable for mobile cloud because mobile devices only 

have limited computing resources and power. Solutions for 

this problem are in great need for mobile cloud applications. 

In a new research paper the authors propose a lightweight 

data sharing scheme (LDSS) for mobile cloud computing. It 

adopts CP-ABE, an access control technology used in normal 

cloud environment, but changes the structure of access 

control tree to make it suitable for mobile cloud 

environments. LDSS moves a large portion of the 

computational intensive access control tree transformation in 

CP-ABE from mobile devices to external proxy servers. 

Furthermore, to reduce the user revocation cost, it introduces 

attribute description fields to implement lazy-revocation, 

which is a thorny issue in program based CP-ABE systems. 

The experimental results show that LDSS can effectively 

reduce the overhead on the mobile device side when users 

are sharing data in mobile cloud environments [10]. 

4. In the cloud environment the sharing of data with 

multiple users from different domains has been benefited 

considerably. To ensure the sharing file should not be 

exposed to the unauthorized users or cloud providers, it is 

highly desirable to make the sharing in a highly secure way. 

Unfortunately, issues are still remaining challenging. To deal 

with these challenges, a novel anonymous attribute-based 

broadcast encryption (A $^{2}$ B $^{2}$ E) is proposed 

which features the property of hidden access policy and 

enables the data owner to share his/her data with multiple 

participants who are inside a predefined receiver set and 

fulfil the access policy. The authors first suggest a concrete 

A $^{2}$ B $^{2}$ E scheme together with the rigorous and 

formal security proof without the support of the random 

oracle model. Then,  design an efficient and secure data 

sharing system by incorporating the A $^{2}$ B $^{2}$ E 

scheme, verifiable outsourcing decryption technique for 

attribute-based encryption, and the idea of online/offline 

attribute-based encryption. Extensive security analysis and 
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performance evaluation demonstrate that the proposed data 

sharing system is secure and practical [11]. 

5. It is convenient to share large-scale data among various 

kinds of users in cloud computing. As a kind of attribute-

based encryption, ciphertext-policy attribute-based 

encryption (CP-ABE) is an efficient technique for realizing 

fine-grained access control on shared data. However, 

traditional CP-ABE is not suitable for mobile cloud 

computing, where mobile users are resource-limited and 

privacy is fragile. In a new research  paper, the authors have 

proposed an efficient and privacy-aware attribute-based data 

sharing system supporting offline key generation and offline 

encryption. In the proposed system, sensitive attribute values 

specified in an access structure are not explicitly sent along 

with a ciphertext. The online/offline encryption mechanism 

alleviates the computational burden of mobile users by 

performing most of encryption tasks without draining the 

battery charge. In addition, the online/offline key generation 

mechanism allows the attribute authority to finish most of 

operations in the key generation process in advance, which 

enables efficient mobile user registration. The proposed 

system is proved as a fully secured and efficient system in 

the standard model and performance analysis also shows its 

effectiveness in mobile cloud computing [12]. 

 

B. Data Security in cloud computing. 

In fact, security problem is one of the  major obstacles in 

cloud computing adoption. Many efficient technologies are 

proposed to secure the data in cloud. However, the data 

protection is still remains significant challenges in cloud 

storage for data sharing. Here we have suggested some new 

proposals from various authors in this regard. 

 

1. The cryptographic techniques are usually applied to 

protect the confidentiality of the shared sensitive data in 

cloud computing. Among them, how to protect and revoke 

the cryptographic key is the fundamental challenge. To 

handle this issue a new data protection mechanism is 

proposed by Zuo, Cong, et al[13]  for cloud storage. They 

have mentioned the following properties. 1) The 

cryptographic key is protected by the two factors. Only if one 

of the two factors works, the secrecy of the cryptographic 

key is held. 2) The cryptographic key can be revoked 

efficiently by integrating the proxy re-encryption and key 

separation techniques. 3) The data is protected in a fine-

grained way by adopting the attribute based encryption 

technique. They have done a security analysis and 

performance evaluation which shows that the proposal is 

secure and efficient. This paper proposed a fine-grained two-

factor data protection for cloud storage. They have separated 

the secret key into two parts (the two-factor) one can be 

stored in a potential-insecure place, and the other is stored in 

a tamper resistant device. Only if one of them is kept secret, 

the proposal remains secure.  

2. Jouini et.al proposed a new system to deal with security 

problems in cloud computing systems and show how to solve 

these problems using a quantitative security risk assessment 

model named Multi-dimensional Mean Failure Cost (M2FC). 

In fact, they summarize first security issues related to cloud 

computing environments and then propose a generic 

framework that analysis and evaluate cloud security 

problems and then propose appropriate countermeasures to 

solve these problems[14]. 

3. The file sharing ability between mobile terminals and 

public clouds is limited  because of the storage and 

computing capacity limitations of a mobile terminal. 

Moreover, the security issues of public clouds increases the 

risks again.  Private clouds  can be regarded as a  very 

effective trusted platform and have  more security  when a 

user uses a file from public clouds. Yang, Li, et al[15] 

propose a new scheme called FREDP (File Remotely 

keyed Encryption and Data Protection). The new scheme 

involves three-party interaction among a mobile terminal, 

private clouds and public clouds. The private clouds share 

the cipher text file to the public clouds until the mobile 

terminal and the trusted third party, the private clouds, finish 

the encryption of the plaintext file using a remotely keyed 

encryption algorithm. The private clouds as the third party 

regularly verify the integrity of the data in the public clouds 

to ensure security when a mobile terminal uses data. Finally, 

to use the data the mobile terminal and private clouds decrypt 

the ciphertext file. The authors have analysed the security of 

FREDP using BAN. The FREDP satisfies the security 

standard.  

4.  

C.  Other Recent Technologies. 

An interesting proposal is introduced by Langmead, Ben, and 

Abhinav Nellore[16]. In their paper they have explained how 

cloud computing is used for large-scale genomics 

collaborations and research. They also explain  how cloud 

computing will likely be a basic underpinning for future 

large-scale genomics collaborations and for efforts to re-

analyze archived data, including privacy-protected data.  

 

Another approach is introduced as an implementation of 

biometric system. The proposed method presents a new 

Cloud platform designed to support basic web applications 

shared by small and medium companies. The platform 

guarantees secure access of multiple users and complete 

logical separation of computational and data resources 

related to different companies. They have ensured a high-

level of protection of the data stored in the Cloud by using a 

peculiar data fragmentation approach. The OpenStack 

architecture is used to build the platform. The user 

authentication is based on an original biometric approach that 

easily integrates finger and face modalities [17]. 

Another two papers [18] [19] have introduced another kind 

of approaches which connects cloud computing with 

healthcare. In this paper, the authors propose a new scheme 
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that provides a combined approach of fine-grained access 

control over cloud-based multiserver data along with a 

provably secure mobile user authentication mechanism for 

the Healthcare Industry 4.0. The proposed scheme is the first 

to pursue fine-grained data access control over multiple 

cloud servers in a Mobile Cloud Computing environment 

[18]. 

 

In cloud computing different devices can be used to monitor 

residents’ health and upload collected health data to cloud 

servers for sharing, which facilitates the development of e-

healthcare record (EHR) systems. EHR systems have been 

faced privacy and efficiency challenges. One of most 

important issues concerned by patients is the confidentiality 

of EHRs. A new scheme is proposed for removing these 

kinds of issues [19]. The proposed system introduced a fine-

grained EHR access control scheme which is proven secure 

in the standard model. In the proposed scheme, an EHR 

owner can generate offline ciphertexts before knowing EHR 

data and access policies, which performs a majority of 

computation tasks. Furthermore, the online phase can rapidly 

assemble the final ciphertexts when EHR data and access 

policies become known [19]. 

 

 Ning, Zhaolong, et al.[20] have introduced "Green and 

sustainable cloud of things”. The article first discusses some 

distinct research directions to provide a comprehensive 

understanding of edge computing supported by the 

integration of IoTs and cloud computing. The authors 

proposed a green and sustainable virtual network embedding 

framework for cooperative edge computing in wireless-

optical broadband access networks [20].  

 

 

An opensource software framework for cloud computing is 

presented as EUCALYPTUS in [21].  EUCALYPTUS 

implements as Infrastructure as a Service (IaaS) systems that 

give users the ability to run and control entire virtual 

machine instances. The paper gives an outline of the basic 

principles of the EUCALYPTUS design, detail important 

operational aspects of the system, and discuss architectural 

trade-offs. Finally, the authors provide evidence that 

EUCALYPTUS enables users familiar with existing Grid 

and HPC systems to explore new cloud computing 

functionality while maintaining access to existing, familiar 

application development software and Grid middle-ware[21]. 

  Many research papers have been published based on cloud  

computing. Each day researchers are introducing different 

new technologies to improve the cloud computing security, 

trust, data sharing speed and so on. Some authors have 

contributed as survey papers on cloud computing. A survey 

paper is presented by Sakshi kathuria [22] by saying that the 

security will be more on multi cloud than a single cloud. In 

another survey paper, the authors briefly analyzed the factors 

and working aspects of cloud-based Trust models and the 

they also compares the factors of different types of Trust 

models, which are calculating trust values using different 

types of parameters such as data integrity, service availability 

and data turnaround efficiency[23]. Now a days in each and 

every field is using cloud based technologies. Even the 

people without any awareness  about clouds are using cloud 

technologies. Cloud Computing has become an integral part 

of our life. Its use make our life easy and avoids wasting of 

our valuable time. 

 

IV. CONCLUSION AND FUTURE SCOPE 

 

The paper covers only some recent proposals in cloud 

computing.  Security and data sharing are two of the most 

important issues in Cloud computing. So we have included 

more papers on those topics. We also have included some 

interesting approaches in Cloud Computing field. Many 

researchers have proposed lots of methods in these areas. We 

have selected only few papers in this survey. Finally, various 

cloud related schemes have been discussed on a comparative 

framework. On a whole, the paper aims at constructing a 

proper snapshot of the recent trends in Cloud Computing.  
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