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Abstract— Security is one of the major issues in the current scenario. Because of the wireless nature of the nodes present in
Wireless Sensor Networks, there is a chance of the nodes getting easily affected to severe security attacks. One such attack is a
Selective Forwarding Attack in which the malicious nodes gain access to the wireless network and interrupts the data
communication, overwrites the data packets, drops the packets and degrades the wireless network performance. In this paper,
an effective cryptographic protocol using Authentication technique is proposed. To separate the attacking nodes in participating
in the future networking activities, a Certificate Revocation Method is also proposed. This paper guarantees security to the
nodes and do not allow access to any of the affected nodes by using a more efficient Authentication method. It also improves
the performance of a network. Through simulation, the correctness and efficiency of the scheme is verified.
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I. INTRODUCTION to network and tries to corrupt or interrupt the data.

Sometimes these nodes try to drop some packets during

Because of the adhoc nature of Wireless Sensor Network and
the inbuilt requirements of WSN there may be some
challenges that are to be faced by such type of networks. So,
security will become one of the major issues that influence
the attackers to focus on severe attacks on the network. And
because the nodes are distributed throughout the network
there is a high chance of the corruption of data because of
some malicious attacker nodes. A Wireless Sensor network is
shown in Fig 1.
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Figure 1. A Wireless Sensor Network

Wireless Sensor Network’s may be prone to severe attacks.
One such attack that is prominently known is Selective
Forwarding attack. In this type of attack, during the
transmission of data, the malicious nodes tries to gain access
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transmission of data.

Hash algorithms have a significant role in cryptographic
applications like securing passwords, authentication of
nodes, data authentication, etc.,. This type of algorithms will
take variable length data as input and generates fixed sized
data called as Message Digest as output. Of these hash
algorithms, one-way keyed hash functions are most
commonly used. In this paper, MD5 algorithm is used for
authentication of node identities.

So, in this paper an identity based light-weight
Cryptographic Authentication based method is proposed to
detect the malicious nodes. This method involves simple
calculations.

Another important consideration is once a node is identified
as malicious it should be avoided from all the activities that
are being done on the network. So, whenever a node is
identified malicious its identity has to be invalidated. This
can be done by adding Certificate Revocation [5] Method as
second layer of security.

Il. RELATED WORK

Existing systems provides a hash based message digest
method using less number of calculations and relatively less
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overhead. But they are not effective in terms of utilizing the
message digest [1][6] in the authentication of nodes or
authentication of messages.

These systems are able to separate malicious nodes using
revocation of Certificates [4][5]][7] but they are unable to
provide authentication for the nodes using one-way hash
functions.

Some of the systems used fuzzy logic in revoking the
certificates of the affected malicious nodes. But using this
fuzzy logic for separating the nodes can be a bit costly. So
this type of method is not preferable.

Some of the methods used voting mechanism [4] to choose
clusters and then use certificate revocation method for
invalidating these certificates. But this system do not provide
additional layer of security. This also do not provide good
throughput and efficiency.

So, some of these existing systems are facing many
challenges such as lack of security, more overhead, packet
drop, delay in the forwarding of packets, no data hiding and
less throughput. So, there is a need for a more efficient
scheme to overcome these problems.

I11.  PROPOSED SYSTEM

The proposed system is divided into 3 basic functions:
a) Authentication of Nodes

b) Securing the information using MD5 and

c) Revocation of malicious node certificates.

A. Authentication of Nodes

In this method, we pick some nodes randomly and mark
these nodes as temporary server nodes. Every node is
assigned an identity or ID which is unique. Each sender node
will create a pair of keys [8] and transmit the information to
temporary server node. This temporary server will
authenticate [3] the sender nodes identity and then if the node
is valid one then the information will be transmitted to the
destination. If the nodes’ authentication fails, then the sender
node is marked as a attacker node.

1. Algorithm for Authentication of Nodes

1. Choose a node as Temporary server
authenticating the rest of the nodes.

2. Each node must be identified with an identity that is
unique.

3. Sender will create a pair of keys.

4. Then the sender will transmit information to the
Chosen server.

5. This server will authenticate the sender’s identity.

a. If the sender node is a valid node, then
i. Data will be forwarded to the destination node.

node for
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b. Else
i. Sender node is marked as malicious node.

B. Securing the information using MD5

Once the node is identified as a malicious node, the sender
node’s information will not be sent directly to the
destination. Only the hash value of the message will be
transmitted. So, the proposed method uses a Cryptographic
hash function that is based on One-way Keyed hashing
algorithm, MD?5 to hide the original data from other nodes.
This algorithm will take variable length data as input and
generates fixed sized data of 128-bits called as Message
Digest as output. One restriction for MD5 hashing algorithm
is that no two messages should have the same message
digest. And also there should not be same hash value for
different messages.

The MD5 hash algorithm [1] [6] will generate a 32-bit
hexadecimal hash value as shown in Fig 2. This algorithm
first divides the variable length information into some part.
Each part should be of 512-bits. If any part of the message
could not form 512-bits then some extra bits are appended to
that part to make it a multiple of 512. This appending uses a
modulo exponentiation method.

Node (0) —--> c4dfdl45e645845%csb4ab6f83c052a8de
Node (1) —-—-> a%9%l3dlaleaccaalfel&200dcS2faaac
Node (2) —-->» 31de56583d142dd056eed4aafedl4d2F7
Node (2) —-—> 251bel4410bal28c%abB83590af4538f818
Node (4) ——> 54be2bfc7f4db2Zaadb437af2f3aa074a
Node (3) —-—->» cc631450d37686kb8e309072242777408
Node (&) ——-> £105638e£55215%8f3ef3%eckecE3dEs0
Node (7) —-—-> afS58&7eB3stebdTaZ2B82de3aT7ef2967k
Node (B) —-—>» c4dfdl45e64508459=sb4a66f83c052a8de
Node (53) —--> a%%l3dlaleaccaalBel&200dc92faaac
Node (10) —--> 30c536lcece5BaadfBe5d307b480abit

Node (11) —--> 3ealabS55ebe28186a7ab538535%ffedeb
Node (12) —--> bScc57ad5d0£f54ad05blf4al25ae5%2ef
Node (13) ——-> 25085b19%15158d918c64521825%2abal2
Node (14) ——> 0lbcbbB824aaldefdebibfécad430Ebéec
Node (15) —-> €3f026956eab9%50edaf8dlb33b5ce%als0
Node (le) ——> 1l8aS5dbeeflidlebSefcS52c8c920a8350b
Node (17) ——> bfelfb5a555da33fe91cb2cl12d357das
Node (18) ——> Eallﬁ?f64554bdl?ﬁebl2GTGDSEBblhd
Node (15) ——> 47caBdB6l8763bdcfb41dl46£13a4d51

Figure 2. 32-bit hexadecimal hash value generation

C. Revocation of malicious node certificates

Once if the nodes are identified as malicious, the immediate
action that is to be taken is to separate these attacker nodes
from further interacting with the network and performing the
network activities. So, there is a need for Revocation of
certificates.

The network is partitioned into many separate clusters
[2][10]. Then a voting mechanism [4] is employed for
election of a Cluster Head node for each and every cluster.
The Cluster Head nodes will have a database of all the
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certificates i.e., keys of all the nodes present in the cluster.
The node that is found to be malicious will not be allowed to
participate in any of the future network activities by revoking
that particular nodes certificate or the keys. So, if a node’s
certificates are revoked [7] [9] then it cannot be able to
communicate with any of the nodes in the future. In this way,
the Selective Forwarding attack can be stopped to affect the
network’s performance.

IV. RESULTS AND DISCUSSION
In this scenario, a network comprising of 20 nodes is taken.

Fig 3 shows the arrangement of nodes in the wireless
network environment.
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Figure 3. Arrangement of Nodes in the network

Fig 4 displays the malicious behavior of the nodes. In the
simulation the malicious node is trying to reroute the nodes
path.
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Figure 4. Malicious node Behavior
Here, the temporary servers will maintain two separate lists:
Malicious nodes, Non-malicious nodes list. In simulation, the
nodes that are identified as malicious are marked in red color

as shown in Fig 4. Fig 5 shows how malicious nodes are
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separated from communication of information. Fig 6 shows
transmission of data after recovery from malicious nodes.
The malicious nodes are separated from the network and are
not allowed to take part in any of the further communication
of information over the network. Fig 7 shows the Selection
of Cluster Heads in the clusters formed. These cluster heads
keep track of keys and certificates of the malicious node and
invalidates them.

T i) Y YT YERCL N RN YR YO EXYTYIRTLANTNTIRIT] (IR AL RTTRTE] (YTAIT AN RCTER AR IREAR AR IR T TR

1 recvs Coop from 10
8 reces Coop from
7 rucs Coog feum &

e ST LT ST L S Ty FETRTR s SYTTRRI FTYERETL YRNISITH
e oo irom 2

ccupte opmn of 19 il st b

i il o of 13 25 3 HEI2OMIONON

= i T
Figure 7. Selection of Cluster heads
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V. PERFORMANCE EVALUATION USING - : e
SIMULATION f = = PackeiDropRate
As the proposed system is able to separate malicious nodes B ——— S —
using Revocation of certificate mechanism, the throughput of :
the proposed system is more when compared to the existing
system. Fig 8 shows Improvement of Throughput in ]
proposed system when compared to existing system. As the Vo ‘
malicious nodes are separated from the network, there will J IS s e
not be any packet loss. So this improves the packet delivery
ratio of the networks. Fig 9 shows improvement in the packet oonmo——/ /-
delivery ratio of the network.
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g N N In the proposed system, we provide security to the network
- I by separating malicious nodes from the network. It first
oo /A S N N NN R S provides authentication to the nodes. Once the malicious
e nodes are identified, then an additional layer of security is
B S N N provided by using the revocation method. This provides
e T T i security to the nodes by not allowing them to perform any
o000 further activities on the network. This improves the network
5.0000 - N
100000 / - - | performance and also increases throughput. The data will be
wae A secured by using a one way hash function using MD5. This
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' Figure 9. Graph showing Improvement of Pace Delivery proposed system do not focus on energy saving of the nodes.

Ratio in proposed system VIl.  FUTURE SCOPE
gr']% %r?eagglg?nl;rzr;%\gv:dtz;rt?:#c“On In the packet drop rate In future, an efficient mechanism that is based on energy
' saving of the nodes will be added to the proposed system.
This work can be further extended to include mobile nodes
where the security will become more complicated.
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