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Abstract— Data security can be achieved in a variety of ways. Often encryption algorithms are prone to attacks and hence
can’t ensure high data security for classified and highly confidential data, the reason being the fact that encrypted data is often
perceptible and hence more prone to attacks due to its existence on the application layer level of the OSI model. Hence the
necessity for physical layer security arises. The proposed technique uses partially transmitted sequences along with the fast
Fourier transform for physical layer security. The performance of the proposed system is based on the complementary
cumulative distribution function (CCDF) of the crest factor of the data. It has been shown that the proposed system attains a
low crest factor therefore reducing the perceptibility and increasing the level of security.
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I. INTRODUCTION

Most of the data transmissions these days are migrating
towards wireless data transfer due to the following
reasons:

1) Lower Cost

2)Ease of maintenance

3)Mobility

4)Scalability

However due to the unguided media of transmission
between the sender and receiver, chances of attacks
increase manifold compared to wired or guided media.[1]-
[3] It is customary to use encryption algorithms but they
do not guarantee security owing to the fact that encrypted
data is often highly perceptible and hence attract more
attacks.  Guided media also encounters the same
challenges, mostly at the routing joints. Hence, the design
of physical layer security mechanisms is mandatory as the
most critical aspect is making the system immune against
attacks. One of the most effective ways to do the same is
by maintaining a noise like low power profile for the
transmitted signal. However, this is the most difficult
challenge in data transmission since it exhibits sudden
surges or peaks in signal power that makes it detectable to
possible attackers. [6] Hence it becomes mandatory to
reduce such peaks to decrease perceptibility. The
performance metric that measures the surges in power is
called the crest factor. The objective of the system design
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would be reduction in the crest factor of the system. This
would lead to lesser deviation from average power of the
system in terms of the fact that the sudden surges in the
power would be absent from the system. This would lead
to lesser perceptibility of the transmitted data by possible
adversaries. This is a measure by which the threats can be
thwarted from possible attacks. However the choice of an
appropriate system for crest factor reduction is to be
chosen so that the side information does not yield
excessive complexity to the system.[5] The basic nature of
such a system would be keeping the original data intact.
The rest of the paper is organized as follows: Section 1l
describes data crest factor (CF), Section Il presents the
partially transmitted sequence (PTS) algorithm, and
Section IV describes the modified PTS algorithm, Section
V shows the resultant image, and finally Section VI
concludes the research work.

Il. THE DATA CREST FACTOR (CF)

The crest factor decides the chances of perceptibility of the
data. Often the crest factor is measured in terms of the
deviation of the data signal above a particular threshold.
The signal lying below a particular threshold can be
visualized as the chances to produce erroneous reception.
Let the threshold be given by K.[4]

The probability that the strength will lie below the
threshold is given by:
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Primod{x(t)] < T )
Here,
Pr represents probability
X(t) is the time domain OFDM-PON signal
T is the threshold
The occasion when the signal strength dips below the
prescribed threshold is called the fading dip of the system.
The visualization of such a dip occurring in transmission is
given by:

Figure 1. Chances of Fading Dips

The threshold (T) is used to decide the fading dip. The
threshold value may vary system to system.

The fading dips result in the increased chances of bit errors
in the reception. Thus is to be ensured that the fading dips
are avoided. This clearly indicates the fact that clipping the
signal to reduce the crest factor of the system is not an
effective measure to ensure security for the system. [7]-[8]
This paves the path for the need of different crest factor
reduction techniques that would not adversely affect the
error rate of the system. However, the chances for the
system to attain a crest factor greater than a particular
value of threshold crest factor are given by the
complementary cumulative distribution function (CCDF)
of the system.
The CCDF of a particular random variable X is defined as:
Y=Pr[X > X,] )

Here,
Y is the CCDF value
X is random variable denoting the PAPR
X0 is the instantaneous PAPR
Pr stands for probability.
Often CCDF is represented as:

CCDF =1 - CDF (3)
Here,
CCDF  represents the
distribution function
CD represents the cumulative distribution function
A steeper fall in the CCDF depicts a lesser crest factor
value. The CCDF probabilistic approach is needed as the
data generated as the plain text can be random hence the
final signal would be random. Hence a non-deterministic
stochastic approach using the CCDF suits the purpose.
The problem with data security lies in the fact that the high
swing in the strength of the signal is responsible for
increased perceptibility of the data transmission. In this

complementary  cumulative
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section we evaluate the reasons for the increased crest
factor for the designed systems:
Let the time domain signal for the signal be given by;

X:(f) = INZE x(m)vexp(—j2nfn) )
Where,

n are the number of sub carriers
X(f) is the frequency spaced signal
Let the number of users be N
Let the bandwidth requirement of each user be W. The
complex exponential is needed for a real time transmission
of the signal through wireless media.
Then the overall bandwidth available to the system can be
given by:

Co = NW (5)

N is the number of multiplexed data streams through the
channel. The rate of sampling the signal should be twice or
equal to the maximum bandwidth and according to
Shannon’s sampling theorem:

I < [2NW] (6)
Here,
| represents the aliasing factor.
The CDF of the above function can be represented by A,
and is given by:

1-24, = 47r\/C_D exp(—2nC,) @)

Here,
Co denotes the overall bandwidth of the system
The overall power spectral density (psd) of the system can
be given by:
G z;lln n 2
S(H) = Zn=p AnlXn (NI 8)

IhisAn

Here,

S(f) represents the PSD

Xy represents the sampled version of the signal X with n
samples.

The PSD the spectral coverage of the data stream.

I11. THE PARTIALLY TRANSMITTED SEQUENCES

(PTS) ALGORITHM

The technique exploits the fact that the time domain signal
is highly sensitive to phase shifts. It can be intuitively
inferred that phase shifts would lead to the change in the
way the N sinusoids superimpose on each other thereby
changing the nature of the time domain transmitted signal.
Addition of certain phases would lead to the decrease in
the peak values whereas addition of certain other phases
would increase the peak value of the signal. Thus phases
are added (generally equidistantly) to modify the peak
value. The results can be further improved if the degree of
freedom (DoF) [6] for phase addition could be increased.
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This is exactly what is done in the partially transmitted
sequences technique. The parallel data stream coming
from the serial to parallel converter is portioned into
disjoint sub blocks. This increases the degree of freedom
for phase additions to the sub blocks and increases the
probability of further reduction in the peak value and
subsequently the crest factor (CF) value. After different
phases are added, an exhaustive search is carried out in the
optimizer block to select the phase that results in minimum
CF. It should be noted though that such an optimization
problem substantially increases the complexity of the
system, [8] though it does not remain a hindrance in
practically using PTS since advancements in system on
chip technology has made it possible to implement
complex algorithms on ICs. Although PTS exhibits
considerable CF reduction capability, yet the search for
more efficient algorithms possessing higher reduction
competence remains an active area of research because the
exhaustive search for the optimal phase and optimal
partitioning of the data stream increases the system
complexity considerably.[5]

From the previous discussions, it can be concluded that the
partially transmitted sequences (PTS) is one of the most
effective techniques for the reduction of crest factor and
hence can be used to enhance the physical layer security of
encrypted data at the physical layer level encryption
mechanism which yields higher security compared to
application layer security mechanisms. The block diagram
of the PTS algorithm has been shown in the figure below:

Plain Text (Serial Data)

!

Serial to Parallel

{

Sub-Blocking
\ 4
IFFT
v Search
Vector Shift Adder Ly For
l least
Crest
Parallel to Serial < Value

Figure 2. Block Diagrammatic Implementation of PTS Algorithm
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The use of the Fourier Transform gives complex values
thereby making the data less perceptible compared to
simpler mappings and real transforms.

The mathematical formulation here in the IFFT block for
the implementation of the Fourier Transform is given by:

X(f) = fwx(t)e_j“’tdt

Here,

X(f) represents the data stream after the Fourier Transform
X(t) is the data stream prior to application of Fourier
Transform

o represents the kernel vector

The Fast Fourier Transform is a faster way to implement
the conventional Fourier Transform.

A 4
Generate Serial Plain Text

v

Convert serial data to parallel form

v

Apply Sub-blocking of data stream to form
clustered data blocks

v

Apply IFFT

v

Apply Vector Shifts

v

Run exhaustive search for vector shift resulting in
least crest factor

v

Convert parallel data to serial form

v

Analyze effect of security using CCDF of crest
factor of data

Figure 3. Flowchart of Proposed Algorithm
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IV. THE MODIFIED PTS ALGORITHM

The PTS can be modified to remove residual peaks
existent from the application of the PTS technique. This
needs the concept of peak windowing. Peak windowing is
a technique of detecting and removing residual peaks. This
can be done using weighted functions.

The proposed system can be explained using the following
algorithm:

Stepl. Generate random binary plain text.

Step2. Detect its residual crests after PTS using threshold.
Step3. Obtain the locations of the crests and adjacent
samples to decide the peak window.

Step4. Design a peak windowing function to fit in the crest
window.

Step5. Multiply corresponding values of the signal and the
windowing function.

Step6. Plot the CCDF of the CF of the obtained signal.
Step7. Compare the results with conventional PTS
technique and previous work.

The Windowing Functions designed in this case is the
inverse Gaussian function defined as:
The inverse Gaussian Function,
mathematically expressed as;

which can be

2
-1 ai)
w(n):—e2<’zv 0<nf<% )
Then the windowing function is multiplied with the signal
after application of PTS in the peak window period, which
can be mathematically expressed as;
Cn) =x(n).wn) (10)
Where, x(n) is the original data signal after application of
PTS and w(n) is the winnowing function.

V. RESULTS

Time Domain Signal (PTS+nverse Gaussian Windowing)
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Figure 4. Residual Crests
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CCDF Comparison
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Figure 5. Comparative CCDF Analysis

The analysis of the results can be carried out using the
CCDF values of CF for the proposed and the existing
system. The following table tabulates the required values.
It can be seen that the proposed system attains better crest
factor (CF) reduction compared to both PTS and previous
work.[1]

Table 1. Comparative CCDF Values for X_0

’\Sk') Technique Probability Xo
1. Original Data 10° 10.7dB
Original Data 3
2. with PTS 10 5.2dB
PTS + Inverse
3. Gaussian 10° 2.6dB
Windowing
Base Paper
4, (Adnan AE. 10°® 8.7dB
Hajomer et
al) [1]

VI. CONCLUSION

It can be clearly seen from the CCDF curves as well as the
tabulation of CCDF that the proposed system attains better
results compared to conventional PTS. It is worth
mentioning here that though the PAPR reduction
capability of PTS increases with the increase in the size of
the phase vector added and also the level of partitioning of
the data blocks, it increases the system complexity
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substantially. In the proposed approach, we have put forth
an approach which tries to detect the neighborhood of the
residual peaks of the data signal after PTS has been
applied and subsequently apply peak windowing. It should
be noted though that the design of the windowing function
is critical as extension of the windowing function beyond
the peak window is bound to affect the signal sample
where peaks do not appear thereby degrading the
performance of the system. It can be concluded from the
results that an appropriate mathematical windowing
function in the peak window period can achieve much
better CF reduction compared to the conventional PTS
algorithm without enhancing the system complexity. This
ensures high level of security without increasing system
complexity above bounds. A comparative analysis shows
that the proposed system attains better crest factor
reduction compared to latest existing techniques.
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