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Abstract— The open nature of the wireless form leaves it vulnerable to intentional interference attacks, typically referred to as
jamming. This intentional intrusion with wireless transmissions can be used as a launch pad for mounting Denial-of-Service
attacks on wireless networks. Typically, jamming has been addressed under an external threat representation. However,
adversaries with internal knowledge of protocol description and network secrets can launch low-effort jamming attacks that are
difficult to recognize and counter. In this work, we address the issue of selective jamming attacks in wireless networks. In these
attacks, the opponent is active only for a short period of time, selectively targeting messages of high importance. We embellish
the advantages of selective jamming in terms of network staging mortification, and opponent effort by presenting two case
studies; a selective pounce, on TCP and one on routing. We show that selective jamming attacks can be launched by execute
real-time packet classification at the physical layer. To mitigate this pounce, we develop three schemes that intercept real-time
packet classification by combining cryptography primitives with physical-layer attributes. We inspect the security of our

procedure and evaluate their computational and communication overhead.
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l. INTRODUCTION

Wireless networks rely on the untroubled, availability of the
wireless medium to interconnect participating nodes.
However, the open nature of this medium leaves it vulnerable
to multiple security ultimatums. Anyone with a transceiver
can intrude on wireless transmissions, administer specious
messages, or jam legitimate ones [1]. While intrude and
message injection can be prevented using cryptographic
methods, jamming attacks are much harder to counter. They
have been shown to actualize severe Denial-of-Service (DoS)
attacks opposition wireless networks [2, 3]. In the
uncomplicated form of jamming, the opponent obstruct with
the reception of messages by transmitting a continuous
jamming signal, or several short jamming pulses. Typically,
jamming attacks have been considered under an external
threat model, in which the jammer is not part of the network.

Under this model, jamming scheme includes the continuous
or random transmission of high-power intrusion signals [4].
However, adopting an always-on strategy has several
disadvantages. First, the adversary has to expend a
significant amount of energy to jam frequency bands of
interest.
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Figure.1. Communication System

Second, the continuous existence of unusually high intrusion
levels makes this type of attacks easy to recognize.
Conventional anti-jamming techniques rely extensively on
Spread-Spectrum (SS) communications, or some form of
jamming evasion (e.g., slow frequency hopping, or spatial
retreats). SS techniques contribute bit-level protection by
spreading bits according to a Secret Pseudo-Noise (PN) code,
known only to the communicating parties [5]. These methods
can only protect wireless transmissions under the external
ultimatum model. Potential declaration of secrets due to node
compromise neutralizes the gains of SS [6, 7]. Broadcast
communications are particularly vulnerable under an internal
threat model because all intended receivers must be aware of
the secrets used to protect transmissions. Hence, the
compromise of a single receiver is sufficient to reveal
relevant cryptography information. In this paper, we address
the problem of jamming under an internal ultimatum model.
We consider a experienced, adversary who is aware of
network secrets and the implementation details of network
protocols at any layer in the network stack.
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The opponent utilizes his internal knowledge
for launching selective jamming attacks in which specific
messages of “high importance” are targeted [8]. For example,
a jammer can target route-request/route-reply messages at the
routing layer to intercept route learning, or quarry TCP
concession in a TCP session to seriously reduce the
throughput of an end-to-end flow. To launch selective
jamming attacks, the opponent must be capable of
implementing a “classify-then-jam” procedure before the
completion of a wireless transmission[9]. Such strategy can
be actualized either by classifying dispatch packets using
protocol semantics, or by decoding packets on the fly. In the
latter method, the jammer may decipher the first few bits of a
packet for improve useful packet identifiers such as packet
type, source and destination address. After classification, the
opponent must induce a sufficient number of bit errors so
that the packet cannot be improved at the receiver. Selective
jamming necessary an confidential knowledge of the
Physical (PHY) layer, as well as of the specifics of upper
layers [10].

Il. RELATED WORK

Jamming attacks on voice communications have been
instigate since the 1940s. In the background of digital
communications, the jamming problem has been addressed
under various ultimatum models. We present a classification
based on the selective nature of the adversary.

1) Prior work on Selective Jamming

B. MAC layer

Thuente knowing the impact of an external selective jammer
who targets various control packets at the MAC layer[11]. To
perform packet classification, the opponent exploits inter-
packet timing information to infer illustrious packet
transmissions. In Law et al. proposed the estimation of the
expectation dispensation of inter-packet transmission times
for different packet types based on network traffic analysis.
Future transmissions at various layers were predicted using
evaluate timing information.
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C. Jamming Strategies

Using their model, the reporter proposed selective jamming
strategies for well known sensor network MAC protocols. In,
Brown et al. illustrated the achievability of selective
jamming based on protocol semantics [12]. They considered
several packet identifiers for encrypted packets such as
packet size, precise timing information of dissimilar
protocols, and physical signal sensing. To intercept
selectivity, the integration of packet characteristics such as
the least length and inter-packet timing was proposed [13].
Similar packet classification techniques were analysing in.
Liu et al. considered a smart jammer that takes into account
protocol specifics to optimize its jamming procedure [14].
The adversary was assumed to target control messages at
different layers of the network stack [15]. To mitigate smart
jamming, the authors proposed the SPREAD system, which
is based on the idea of stochastic selection between
collections of parallel protocols at each layer. The
uncertainty introduced by this stochastic selection, mitigated
the selective ability of the jammer. Greenstein et al.
presented a 802.11-like wireless protocol called Slyfi that
intercept the classification of packets by external viewers.
This protocol hides all explicit identifiers from the
transmitted packets by encrypting them with keys only
known to the intended receivers [25, 26, and 27].

Selective jamming attacks have been experimentally
executed using software-defined radio engines. Wilhelm et
al. executed a USRP2-based jamming platform called
RFReact that enables selective and reactive jamming.
RFReact was shown to be agnostic to technology standards
and readily flexible to any desired jamming strategy.
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Figure 3. Jamming Architecture

Selective jamming attacks against the rate-adaptation
contrivance of 802.11. They showed that a selective jammer
targeting specific packets in a point-to point 802.11
conveyance was able to decrease the rate of the
communication to the least value of 1 Mbps, with relatively
little attempt[16,17]. The consequence was experimentally
verified using the USRP2/GNU radio platform.

Assorted researchers have suggested channel-selective
jamming attacks, in which the jammer targets the broadcast
control channel. It was shown that such attacks reduce the
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required power for performing a DoS attack by several
orders of magnitude. To protect control-channel traffic, the
replication of control transmission in multiple channels was
proposed in. The “locations” of the control channels where
cryptographically protected. In, Lazoset al. proposed a
randomized frequency hopping instructions to protect the
control channel from interior jammers. Strasser et al.
proposed a frequency hopping anti-jamming technique that
does not require the existence of a secret hopping sequence,
shared between the communicating parties.
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Figure 4. Jamming Attack

D. Jamming Attacks

The success rate of a selective jamming pounce against a
802.15.4 network was measured to be 99.96%. Blapa et al.
cstudied

2) Non-Selective Jamming Attacks

A. Broadcast Communications

Conventional procedure for mitigating jamming employs
some form of SS conveyance. The transmitted signal is
spread to a huge bandwidth following a PN sequence [18].
Without the knowledge of this sequence, a large amount of
energy (typically 20-30 dB gain) is required to interfere with
an on-going transmission [19]. However, in the case of
broadcast communications, compromise of commonly shared
PN codes neutralizes the advantages of SS.

B. Uncoordinated Direct Sequence Spread Spectrum

Popper et al. initiate a jamming-resistant communication
model for pairwise communications that does not rely on
shared secrets [20]. Communicating nodes use a physical
layer modulation procedure called Uncoordinated Direct
Sequence Spread Spectrum (UDSSS). They also initiate a
jamming-resistant broadcast method in which transmissions
are spread according to PN codes randomly selected from a
general codebook. Several other projects remove overall the
need for secret PN codes.

3. Wormhole-based ant jamming techniques in sensor
networksA. Denial-of-Service

Due to their very nature, wireless sensor networks are
possibly the category of wireless networks most endangered
to “radio channel jamming”-based Denial-of-Service (DoS)
pounce. An opponent can easily mask the events that the
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sensor network should detect by stealthily jamming an
appropriate subset of the nodes; in this way, he prevents
them from reporting what they are sensing to the network
operator. Therefore, even if an event is discern by one or
several nodes (and the sensor network is otherwise fully
connected), the network operator cannot be enlightened on
time [21, 22]. We show how the sensor nodes can utilize
channel diversity in order to create wormholes that lead out
of the jammed region, through which an alarm can be
dispatch to the network operator [23, 24]. We propose three
solutions: The first is based on wired pairs of sensors, the
second relies on frequency hopping, and the third is based on
a novel concept called uncoordinated channel hopping. We
develop suitable mathematical models to study the suggested
solutions.
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Figure 5. Wireless Network

4) Control channel jamming: Resilience and identification of
traitors

A. Channel Jamming

We address the issue of countering the control channel
jamming in wireless communication systems. Targeting
control traffic on a system like GSM (e.g., BCCH channel)
leads to smart attacks that are four orders of vastness more
efficient than blind jamming[28,29,30]. We propose several
schemes based on coding theory and its applications that can
counter  both  external and internal attackers
(traitors)[31,32,33]. We introduce a T-(traitor) resilient
scheme that requires less than control information
retransmissions and guarantees delivery of control
information against any coalition of traitors. The proposed
scheme also allows the identification of the traitors[34,35].

I1l. RESULTS AND DISCUSSION

In this paper, we address the problem of jamming under an
internal threat model. We consider a sophisticated that is
aware of network secrets and the implementation details of
networks protocols at any layer in the network stack. the
adversary exploits his internal knowledge for launching
selective jamming attacks in which specific messages of
“high importance” are targeted.
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IV. CONCLUSION AND FUTURE SCOPE

We addressed the issue of selective jamming pounce in
wireless networks. We considered an internal adversary
model in which the jammer is part of the network under
attack, thus being aware of the protocol specifications and
shared network secrets. We showed that the jammer can
classify transmitted packets in real time by decoding the first
few symbols of an on-going transference. We appraised the
influence of selective jamming attacks on network protocols
such as TCP and routing. Our findings show that a selective
jammer can significantly impact performance with very low
effort. We expanded three schemes that transform a selective
jammer to a random one by preventing real-time packet
classification. Our enterprise integrate cryptographic ancient
such as commitment schemes, cryptographic puzzles, and all-
or-nothing transformations (AONTS) with physical layer
characteristics. We analysed the security of our schemes and
quantified their computational and communication overhead.
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