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Abstract — Bank Credit card frauds are on the increase and are becoming smarter with the passage of your time. Usually, the
deceitful transactions are conducted by stealing the master card. Once the loss of the cardboard isn’t detected by the
cardholder, a large loss are often round-faced by the MasterCard company. A really very little quantity of knowledge is needed
by the wrongdoer for conducting any deceitful group action in on-line transactions. For getting product and services on-line,
the net or phone phone. Devices are used. In some cases, the pattern during which transactions are done by the user is that the
solely approach through which it’s doable to grasp that the cardboard is purloined. A fraud detection methodology must be
applied to scale back the speed of triple-crown mastercard frauds. This analysis work relies on the prediction of deceitful
mastercard transactions. During this paper, varied techniques for the mastercard fraud detection are reviewed in terms of sure

parameters.
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l. NTRODUCTION

The prediction analysis is most helpful style of knowledge
that is performed these days. To perform the prediction
analysis the patterns must generate from the dataset with
the machine learning. The prediction analysis may be done
by gathering historical data to come up with future trends
[1]. So, the data of what is going on antecedently is
employed to produce the most effective valuation of what's
going to happen in future with prognostic analysis. The
declaration analysis models are designed in line with
application sort. The model is trained mistreatment the
sample knowledge that has renowned attributes. The new
knowledge may be analyzed and its behavior can be
determined mistreatment this trained model. mastercard
fraud detection is one among the applications of prediction
analysis. In mastercard fraud detection, the fraud
transactions are foreseen supported the historical data of
mastercard transactions [2].The credit cards are getting
used terribly usually these days for purchasing many
product and accessing varied services in our daily lives.
once the physical-card based mostly buying technique is
applied, the cardboard is given by the cardholder to the
merchandiser in order that a booming payment technique
may be performed. The dishonorable transactions are
conducted by the offender by stealing the mastercard. once
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the loss of the cardboard isn't noticed by the cardholder,
the large loss may be moon-faced by the mastercard
company. a awfully very little quantity of data is needed by
the offender for conducting any dishonorable dealings in
on-line transactions. for purchasing product and services
on-line, the web or phonephone devices are used. In some
cases, the pattern during which transactions are done by the
user is that the solely manner through which it's attainable
to understand that the cardboard is purloined. A fraud
detection technique must be applied to scale back the speed
of booming mastercard frauds. the present purchase
knowledge of the actual cardholder is that the basis on that
this fraud detection technique is projected. one among the
largest threats being moon-faced by business organizations
these days is mastercard fraud. The approaches that end in
inflicting fraud ought to be perceived at first in order that
they'll be handled in a good manner. For committing the
fraud, a range of strategies are employed by mastercard
fraudsters. once somebody else’s mastercard is employed
for private reasons and therefore the owner of the cardboard
doesn't have any data regarding it, the mastercard fraud is
made public. The one that is conducting the fraud can ne'er
aim to contact the owner of the cardboard or repay the
losses to the particular user.

There are various issues and challenges being faced by
fraud detection systems amongst which few are enlisted
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below][3]:

a. Defining the Type and Level of Fraud: It is very
important to define the type and the level of fraud that has
occurred in any transaction. However, a universal
measurement approach through which all the frauds that
exist today can be identified is impossible to be
developed. Thus, the level of frauds is reported and then
depending upon certain factors, that fraud is categorized
into any of the subcategories that are predefined.

b.Fraud Departments Resides in Silos: Silos are the
organizations which work individually and do not share
any personal information with other groups.[4] It is
impossible for a fraud detection approach to identify the
fraudster that goes online, changes the account address of
a genuine user and then requests for a new card for
personal use, for such silo systems. It is possible for one
team to just view the change is address and the other to
view the transactions made from thatcard.

c. A requirement of Real-time Detection Techniques: The
techniques available currently for detecting the frauds
only work for cases where fraudulent transactions have
occurred for more than one times. Also, the speed at
which fraudster is moving is higher as compared to the
fraud monitoring solution. Therefore, till the time that
fraud is detected, the money of genuine user is already
stolen. So, it is important to provide real-time detectio [5]
techniques for financial institutions for protecting their
clients. The suspicious transaction patterns are to be
monitored and recognized immediately by the tools such
that actions can be made as soon as the fraudster makes
any attempt. Thus, the losses can beprevented.

d.Fraud is measured a Reasonable Issue: The banks have
considered fraud prevention techniques as their basic
necessity since the numbers of frauds are growing with
each day [6]. Therefore, a reasonable issue being faced
today is the various potential gaps, which needs to be
exposed andresolved.

e. Enhance Working Practices: The fraudsters are adapting
new techniques too successfully launch frauds. The staff
and systems can be much efficient so that it can quickly
detect frauds in creditcards.

1.1 Types of Frauds

There are different kinds of frauds found in credit card
transactions. Amongst them few are explained below [7]:

a. Application Fraud: When someone falsifies an
application such that a credit card can be acquired, this
kind of fraud occurs. There are three different ways in
which the application fraudoccurs:
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*  When the personal information of another person is
obtained illicitly by an individual and the legitimate
information is partly used for opening account on his or
her name, the assumed identity fraudoccurs.

«  When false information related to the financial status is
provided for attaining credit, the financial fraud occurs.

*  When a card is stolen from the postal service before it
is received at the actual destination, postal intercepts or
Not-received items (NRIs) occurs.[8]

b. Lost/ Stolen Cards: The card is either lostor stolen from
the actual account holder in order to perform certain
criminal activities. A fraudster does not need to get
involved in any kind of technology to conduct this kind
of fraud. This kind of fraud was the first credit card
fraud conductedever.

¢. Account Takeover: When the personal information of a
valid customer is attained by a fraudster, this type of
fraud occurs. Either the account number or card
number of a legitimate account is taken by the
fraudster to take control over it. Further, for mailing the
contact information to new address, the fraudster
masquerades the real cardholder by contacting the card
issuer. A report of lost card and a request of
replacement are demanded by the person who commits
thefraud.

d. Fake and Counterfeit Cards: The highest threat within
credit card frauds is related to the generation of
counterfeit cards along with the stolen cards. For
generating counterfeit cards, new and innovative ideas
have been introduced by fraudsters overtime.[9]

1. LITERATUREREVIEW

Kuldeep Randhawa et al. [10] proposed a technigue using
machine learning to detect credit card fraud detection.
Initially, standard models were used after that hybrid
models came into picture which made use of AdaBoost and
majority voting methods. Publically available data set had
been used to evaluate the model efficiency and another data
set used from the financial institution and analyzed the
fraud. Then the noise was added to the data sample through
which the robustness of the algorithms could be measured.
The experiments were conducted on the basis of the
theoretical results which show that the majority of voting
methods achieve good accuracy rates in order to detect the
fraud in the credit cards. For further evaluation of the
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hybrid models noise of about 10% and 30% has been
added to the sample data. Several voting methods have
achieved a good score of 0.942 for 30% added noise. Thus,
it was concluded that the voting method showed much
stable performance in the presence ofnoise.

Abhimanyu Roy et al. [11] proposed deep learning
topologies for the detection of fraud in online money
transaction. This approach is derived from the artificial
neural network with in-built time and memory components
like long term short term memory and several other
parameters. According to the efficiency of these
components in fraud detection, almost 80 million online
transactions through credit card have been pre-labeled as
fraudulent and legal. They have used high performance
distributed cloud computing environment. The study
proposed by the researchers provides an effective guide to
the sensitivity analysis of the proposed parameters as per
the performance of the fraud detection. The researchers also
proposed a framework for the parameter tuning of Deep
Learning topologies for the detection of fraud. This enables
the financial institution to decrease the losses by avoiding
fraudulentactivities.

Shiyang Xuan et al. [12] used two types of random forests
which train the behavior features of normal and abnormal
transactions. The researcher compares these two random
forests which are differentiated on the basis of their
classifiers, performance on the detection of credit card
fraud. The data used is of an e-commerce company of
China which is utilized to analyze the performance of these
two types of random forests model. In this paper, the author
has used B2C dataset for the identification and detection of
fraud from the credit cards. Therefore, the researcher
concluded from the result that the proposed random forests
provide good results on small dataset but there are still
some problems like imbalanced data which makes it less
effective than any otherdataset.

Zahra Kazemi et al. [13] proposed Deep autoencoder
which is used to extract the best characteristics of the
information from the credit card transaction. This will
further add softmax software to resolve the class labels
issues. An overcomplete autoencoder is used to map the
data into a high dimensional space and a sparse model was
used in a descriptive manner which provides benefits for
the classification of a type of fraud. Deep learning is one of
the most motivated and powerful techniques being
employed for the detection of fraud in the credit card. These
types of networks have a complex distribution of data
which is very difficult to recognize. Deep autoencoder has
been used in some stages to extract the best features of the
data and for the classification purposes. Also, higher
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accuracy and low variance are achieved within

thesenetworks.

John O. Awoyemi et al. [14] proposed an investigation
through which the performances of several algorithms were
evaluated when they were applied on credit card fraud data
that is highly skewed. The European cardholders’ 284,807
transactions were used as a source to generate the dataset of
credit card transactions. On the skewed data, a hybrid
approach of under-sampling and oversampling is
performed. On raw and preprocessed data, there are three
different techniques applied in Python. Based on certain
parameters like precision, sensitivity, accuracy, balanced
classification rate and so on, the performances of these
techniques are evaluated. It is seen through the achieved
results that in comparison to naive Bayes and logistic
regression approaches, the performance of k-NN is better.

Sharmistha Dutta et al. [15] presented a study on the
commonly found crime within the credit card applications.
There are certain issues faced when the existing non-data
mining approaches are applied to avoid identity theft. A
novel data mining layer of defense is proposed for solving
these issues. For detecting the frauds within various
applications, two algorithms named Communal Detection
and Spike Detection which generate novel layer. There is a
large moving window, higher numbers of attributes and
numbers of link types available which can be searched by
CD and SD algorithms. Thus, results can be generated by
the system by consuming a huge amount of time. Since the
attackers do not get time to modify their behaviors with
respect to the algorithms being deployed in real time, there
is no true evaluation achieved even after a regular update of
the algorithms. Therefore, it is not possible to properly
demonstrate the concept of adaptability. These issues can
be resolved by making certain enhancements in the
proposed algorithm in futurework.

Krishna Modi et al. [16] investigated several techniques
that were used for detecting the fraudulent transactions and
provided a comparative study amongst them. The
fraudulent transactions can be detected by utilizing either
one of these or integrating any of these methods. The model
can possibly be trained in a more accurate manner by
adding new features. Several data mining techniques are
being used by bank and credit card companies for detecting
fraud behaviors. The normal usage pattern of clients
depending upon their past activities can be identified by
applying any of these methods. Therefore, a comparative
analysis is made here by studying different fraud detection
techniques proposed over the years.

1214



International Journal of Computer Sciences and Engineering

Table 1: Table of Comparison
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IAuthor

Year

Description

Outcome

Kuldeep
Randhawa

2018

/A technique using machine learning to detect credit card fraud
detection. Initially, standard models were used after that hybrid
models came into picture which made use of AdaBoost and
majority voting methods. Publically available data set had been
used to evaluate the model efficiency and another data set used
from

the financial institution and analyzed the fraud.

Several voting methods have
achieved a good score of 0.942 for
30% added noise.

Abhimanyu
Roy

2018

This approach is derived from the artificial neural network with
in-built time and memory components like long term short term
memory  and several other parameters. According to the
efficiency of these components in fraud detection, almost 80
million online transactions through credit card have beenpre-
labeled as fraudulent and legal.

The researchers also proposed a
framework for the parameter
tuning of Deep  Learning
topologies for the detection of
fraud. This enables the financial
institution to decrease the losses
by avoiding fraudulent activities.

Shiyang
Xuan

2018

The researcher compares these two random forests which are
differentiated on the basis of their classifiers, performance on the
detection of credit card fraud. The data used is of an e-commerce
company of China which is utilized to analyze the performance of
these two types ofrandom

forests model.

The researcher concluded from the
result that the proposed random
forests provide good results on
small dataset but there are still
some problems like imbalanced
data which makes it less effective
than any otherdataset.

Zahra
Kazemi

2017

Deep autoencoder which is used to extract the best characteristics
of the information from the credit card transaction. This will
further add softmax software to resolve the class labels issues. An
overcomplete autoencoder is used to map the data into a high
dimensional space and a sparse model was used in a descriptive
manner which provides benefits for the classification of a typeof
fraud.

Deep autoencoder has been used in
some stages to extract the best
features of the data and for the
classification  purposes.  Also,
higher accuracy and low variance
are achieved within
thesenetworks.

John O.
Awoyemi

2017

The European cardholders’ 284,807 transactions were used as a
source to generate the dataset of credit card transactions. On the
skewed data, a hybrid approach of under-sampling and
oversampling is performed. On raw and preprocessed data, there
are threedifferent

techniques applied in Python

It is seen through the achieved
results that in comparison to
naive Bayes and logistic
regression  approaches, the
performance of k-NN is better

Sharmistha
Dutta

2017

There are certain issues faced when the existing non-data
mining approaches are applied to avoid identity theft. A novel
data mining layer of defense is proposed for solving these
issues. For detecting the frauds within various applications, two
algorithms named CommunalDetection

and Spike Detection which generate novel layer.

Therefore, it is not possible to
properly demonstrate the
concept of adaptability. These
issues can be resolved by
making certain enhancements in
the proposed algorithm in
futurework.

Krishna
Modi

2017

The fraudulent transactions can be detected by utilizing either
one of these or integrating any of these methods. The model can
possiblybetrainedinamore

accurate manner by adding new features.

Therefore, a
analysis is made here by
studying different fraud
detection techniques proposed

comparative

over the years.
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1. CONCLUSION

The fraud transaction detection is the major issue of
prediction due to frequent and large number of
transactions. The fraud transaction prediction has the
two phases which are feature extraction and
classification. In the first phase, the feature
extraction technique is applied and in the second

phase classification
transaction

is applied for the fraud
detection. In this paper, various

techniques for the credit card fraud detection are
reviewed in terms of certain parameters
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