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Abstract— The aim of this research work is to study the security issues in the Web learning environment. Problems in Web
learning system are related to networking issues, database management issues, operating system related issues, memory and
sharing issues, resource channeling issues, learners’ authenticity related issues, load related issues, virtualization-related issues,
management information system, etc., These above said issues are very common and hurdle in Web learning environment.
From Web service providers to learners there are many possibilities in security lapse. The service providers have possibilities to
control the system, but controlling the flow of information and controlling the technology such as networking and database
usage, virus and information related laws are difficult to manage. There are possibilities to control the flow of information from
every stage from the main service provider to users. Data losses can be minimized by maintaining the local backups separately.
By developing the infrastructure, a service provider can facilitate the communication between the learner and the educator.
Storing the sensitive data in a secured place is the best method to save. Storing the important data in the Web has a potential
risk. This review paper critically analyzes the various issues related to Web security
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L INTRODUCTION

Web computing has many security problems in several ways.
Problems such as DoS (Denial of Service), sensitive and non-
sensitive data loss, data privacy, DNS failure, data
segregation, provider viability, data recovery, user
accessibility, etc., Distributed Denial of Service is the main
problem in Web computing which breaks the communication
paths between the user and the Web service provider. It is one
of the primary and main problems in the current scenario of
Web computing environment. Hackers can attack the main
server activities and programs in the Web computing
environment. The well-constructed intelligent network may
reduce the risk of hackers attack on the Web’s main server.
There are possibilities to develop the new networks such as
genetically based network, artificial intelligent network,
parallel processing network, etc., to reduce the risk of network
security. Threats are very common on the Web because it has
many different web hosts and network configurations and
system. Main Challenges in Web computing: Management of
Web environment, Data protection, Data availability and
recovery, Regulatory and compliance restrictions are the main
challenges in Web computing. Attacks on Web environment
can be DoS (denial of service), Side channel attacks, a man in
the middle cryptographic attacks and authentication attacks.
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II. REVIEW OF LITERATURE

Thiruselvan et al, (2012), proposed a new algorithm named
fast-Flux Swarm network to reduce the security issues in Web
computing. It had many advantages. J. Mirkovic et al,
(2005), developed a new technique named D-WARD
technique to detect the unauthorized access to the Web
network. It helped to reduce the others’ suspicious activities
in the Web network. Stoica et al, (2002), developed the idea
of multipurpose internet indirection infrastructure. It did not
require the provider to be aware of the user. Gangadevi
(2011), found the potential use of Iris biometrics technique to
reduce the authentication issues in a Web environment.
Seungwon (2012), developed a new network algorithm
named Cloud Watcher to control the safety in a Web
environment.

Data mining technique can be used to analyze the users’
preferences, users’ satisfaction level and their comfortable
level in the online learning environment. Artificial
intelligence is very useful to search the learners’ learning
behaviors and activities in the online and virtual learning
system. KDD (Knowledge Discovery Database) is the useful
data mining technique which has many potential applications
to reduce the security lapse in Web learning environment
(Ala, 2001). According to Jayasimman, “enhancing the web
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learning system using cognitive load and cognitive aspects of
the learners is possible through a proper algorithm (Jay,
2012).”  Jayasimman developed a new algorithm called
PSOPMLP-particle swarm optimization technique based on
cognition of the learner in a web-based learning system. He
successfully classified the learners’ preferences with
accuracy. Much research evidence is available for the genetic
algorithm, particle swarm optimization, CART, Naive Bayes,
Random Forest, etc. Even though learning environments such
as e-learning, online learning, and distance learning looks
similar, there are many differences in its methods and
learning delivery (Joi, 10). Thus, Web learning environment
has certain distinct qualities than general web learning, e-
learning and distance learning (NiK, 2008).

II1. OBJECTIVES OF THIS STUDY

[J To study about Web learning system security in the
learning environment.

[0 To study
networking.

about various algorithms related to

[0 To review the related works in order to find the new
algorithm.

To propose a framework to enhance the Web security
To study about the possibilities to improve the current

Web learning environment

Iv. FRAMEWORK TO ENHANCE THE WEB
SECURITY

Web Learning Environment

Iris Bio metric identification

! }

User learning activities

} I

Artificial Intelligence

Enhanced & Secured Web Learning Environment

User Preferences

Great advances in computing technology have resulted in
thousands of specialized courses in e-learning and web
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learning. But infrastructure such as internet, storage capacity,
speed, accuracy is very poor in this environment. Without
proper online learning environment, mere trial and error may
result in a waste of time and effort. The learners have many
problems in communication because of today’s highly
competitive and complex world. As forcing to study online
would result in wastage of efforts, dissatisfaction,
underachievement and waste of time, etc. planning a full-
fledged online learning system needs high speed, accuracy,
storage capability, infrastructure, etc. Web computing is the
good answer for this issue. Furthermore, studying about the
enhancement of security in Web computing is essential to
reach the mass illiterate people with the available and limited
infrastructure.

V. CONCLUSION

Current Web learning environment has many security issues in
networking aspects. The main aim of this research is to
propose a new algorithm to reduce the security risks in data
transmissions, storage and loss. By studying the security issues
in data, infrastructure, network, user identification, etc., this
proposed research work tries to minimize the risks related to
security in Web learning environment. This research outcome
can be applicable to public Web environment as well in a
private Web environment. The Web learning environment is
developing in a fast phase and the security issues are growing
in a very fast phase. To address those issues, research work
related to security in Web learning environment is the need of
the hour. By identifying the students’ learning styles and
activities any Web learning environment can be improved.
Furthermore, classification of accuracy in students’ learning
preferences by using the artificial network and iris-based
biometric authentication tool can help to enhance the Web
learning environment security. User interface design of the
learning system in a Web learning environment should be in a
proper design based on design principles and communication
principles.
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