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Abstract— the present DNS is a distributed network which helps in finding the IP addresses. The ICANN or the Internet 

Corporation for Assigned Names and Numbers lays the regulation for the functioning of DNS. It gives approval for the TLD or 

the Top Level Domain names like .com. It is the authority that accredit the registrars like the GoDaddy to sell the rights of 

using the domain name.  The current DNS system is hierarchical. This system‟s root servers represents a high-value attack 

vector. Since the entire system is centralized even the slightest failure at a single point can take down the whole internet. With 

a DNS of the Blockchain, it will be based on the decentralized system, and thus, it may not hamper the redirection 

process.  Furthermore, Blockchain based DNS may counter the censure and also avoid the problem of cache poisoning or DNS 

spoofing. It is true that Blockchain-based DNS inherits the benefits of decentralization. Unlike the current DNS system which 

is governed and is controlled by organizations, Blockchain-based DNS does not have any authorities. Every node in the server 

is equal. Only the owners can make changes in the current records. It is difficult for the authorities to make any changes in the 

domain name records. The current DNS system is prone to attach and hacking, but this is not the case with Blockchain based 

DNS. Blockchain based DNS will host or store DNS records on blockchain in the form of blocks which means that every block 

will store domain name and its corresponding IP address (name, value pair). 
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I.  INTRODUCTION  

 

Domain name system (DNS) is responsible for the 

resolution of the global domain name [1], and the root 

server is commissioned by the Internet Corporation for 

Assigned Names and Numbers (ICANN) to operate 13 

specialized agencies in only a few countries [2]. Domain 

name services is a distributed database where IP addresses 

are mapped to domain names, giving people easier access 

to the Internet. It has been a core service of the Internet, 

since the first domain name was registered in 1985 .The 

current DNS system is a centralized where the generation 

and distribution of domain name is entirely depended on 

ICANN [3]. The process of domain name transaction is 

cumbersome and inefficient. In addition, the current DNS 

system often faces security threats, such as DDos. Most 

recently, in October, 2016, DDoS attacked the servers of 

Dyn [4], a company that controls much of the Internet‟s 

DNS infrastructure, bringing down websites including 

Twitter, Netflix, Reddit, CNN and many other in the US 

and Europe. This attack is roughly twice as powerful as any 

similar attack on record, which makes it the largest of its 

kind in history. Other than DDoS which attacks DNS 

servers, there are several security vulnerabilities oriented 

from the flaws in the DNS protocol such as DNS  

 

 

cache poisoning and man in the middle attack which also 

threaten the security of DNS. 

 

The domain name system security extensions (DNSSEC) 

drafted by IETF tried to replace the DNS for enhancing the 

security [5]. DNSSEC aims to address these issues by 

adding security to DNS protocol while maintaining 

backward compatibility. DNSSEC was designed to provide 

DNS client‟s origin authenticated information and to 

prevent DNS data from being forged or manipulated, which 

makes it an effective weapon against attacks such as DNS 

cache poisoning. Basically, in a DNSSEC deployed zone, 

the DNS answers clients received are digitally signed. By 

checking the digital signature, clients are able to know 

whether the data contained in the answers is altered. 

Although DNSSEC guarantees the authentication and 

integrity of DNS data, it does not provide confidentiality of 

data, which means all DNSSEC data are not encrypted and 

visible to everyone. Another negative effect of DNSSEC is 

that the signing and verification of DNS data introduce 

additional overhead to the servers and network, thereby 

impacting the performance of DNS servers and making 

them more vulnerable to DDoS attacks. The complexity 
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and difficulties of DNSSEC deployment also hinder the 

adoption.  

 

Blockchain technology was first introduced by Satoshi 

Nakamoto in 2008 as the foundation of Bitcoin [6]. A 

blockchain is a distributed database that is used to maintain 

a continuously growing list of records, called blocks. Each 

block contains a timestamp and a link to a previous block. 

A blockchain is typically managed by a peer-to peer 

network collectively adhering to a protocol for validating 

new blocks. By design, blockchains are inherently resistant 

to modification of the data. Once recorded, the data in any 

given block cannot be altered retroactively without the 

alteration of all subsequent blocks and the collusion of the 

network. Blockchains can be divided into fully public 

blockchain, fully private blockchain and consortium 

blockchain with different read and write permissions. 

Blockchain was also adopted by some applications in smart 

contract, notarization security, digital assets, file storage 

and other fields, such as Ethereum and HyperLedger [7][8]. 

 

Namecoin first made an attempt to combine domain name 

service and blockchain, and builds a new blockchain with 

POW protocol, but faces serious security problems [9]. 

Blockstack absorbs a lot of lessons from Namecoin and 

migrates domain name service to the Bitcoin blockchain in 

order to improve security of the system [10]. 

 

In this paper, several blockchain- based DNS alternative 

systems are reviewed and compared. Meanwhile, their 

merits and potential limitations are also discussed and 

analyzed. 

 

II.    RELATED WORK  

 

In order to have clear cut, unbiased, complete and broader 

prospective many sources have been explored. The 

Literature Review has been carried out according to the 

guidelines proposed by Kitchenham [14]. The extensive 

Literature review has been carried out in the following 

databases: 

1. ACM digital Library 

2. IEEE xplore 

3. Science Direct 

4. Wiley online Library 

5. Springer 

 

The reason behind exploring these databases is their rich 

library of journals with high impact factors. The review 

also takes into account conference proceedings. 

The search term was „Decentralization of DNS using 

blockchain‟. The search was filtered to include the papers 

and conferences of previous 10 years. This was done to 

limit the scope of research to the present trends instead of 

exploring unverified and undeveloped techniques.  

In the domestic research field, relevant research 

scholars have done the following work:  

 (Zhu Guoku et al.) [19] In year 2017 proposed a system 

which Aim at the problem of DNS single point failure and 

resolution data storage, they design a decentralization 

resolution data storage model, and implement the 

blockchain-based decentralization domain name resolution 

data storage system, and build multiple parallel 

decentralization DNS nodes. Based on this model, a 

distributed algorithm was designed to achieve the 

decentralization and consistency of the domain name 

server. 

 

 (Yuan Yong et al.) [20] In year 2016 made a detailed 

introduction to the ecology of Bitcoin by studying the 

composition of the blockchain, and studied the principles of 

blockchain, smart contract, and existing security issues. 

The centralized management of domain name servers 

brings cyber security threats to the country. 

 

(Zhao He et al.) [21] In year 2015 presented a research 

article in which they used blockchain to protect the 

sampling data. Their research results show that the 

blockchain can effectively improve the data security 

protection. This method realizes decentralization domain 

name management, eliminates the restriction on the number 

of root servers, enables different organizations to enjoy the 

same domain name management rights, and solves the data 

synchronization problem.  

 

(Wang Jiye et al) [22] In year 2017 proposed a blockchain-

based data security sharing network system research to 

resolve problems such as restricted access to centralized 

deployment, no unique identification, being easily stolen, 

or falsifying hidden dangers. 

 

In foreign research fields, relevant research scholars 

have done the following work:  

(Swan M) [23] In year 2015 presented a research paper in 

which he studies the application of blockchain. Research 

shows that blockchain is beneficial to applications in 

artificial intelligence and human enhancement.  

 

(Kraft D) [24] In year 2016 proposed a Poisson process 

model based on time intensity changes. This model is used 

when the hash value is different, the prediction block 

discovery time is deduced, and the research applied to 

Bitcoin is analyzed, and the stability of the update block 

difficulty guarantee time is analyzed. 

 

(Zyskind G et al) [25] In year 2015 studied the trust 

mechanism based on Bitcoin and applied it to the field of 

trusted computing. 
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 (Kypriotaki K et al) [26] In year 2015 studied the digital 

currency with Bitcoin's similar functional class, using 

blockchain technology to ensure the correctness of 

transactions and operations. 

 

(Kosba et al) [27] In year 2016 proposed a decentralization 

smart contract system to indirectly store blockchain 

transaction data to effectively protect user privacy. 

 

(Haferkorn M et al) [28] In year 2014 proposed Namecoin 

which is a DNS system that uses a blockchain and uses a 

“bit” top-level domain name. A user can apply for a 

second-level domain name under the domain name without 

authorization and without third-party control. 

 

(Satoshi Nakamoto) [6] In year 2008 proposed a system for 

electronic transactions without relying on trust. He started 

with the usual framework of coins made from digital 

signatures, which provides strong control of ownership, but 

is incomplete without a way to prevent double-spending. 

To solve this, he proposed a peer-to-peer network using 

proof-of-work to record a public history of transactions that 

quickly becomes computationally impractical for an 

attacker to change if honest nodes control a majority of 

CPU power. The network is robust in its unstructured 

simplicity. Nodes work all at once with little coordination. 

They do not need to be identified, since messages are not 

routed to any particular place and only need to be delivered 

on a best effort basis. Nodes can leave and rejoin the 

network at will, accepting the proof-of-work chain as proof 

of what happened while they were gone. They vote with 

their CPU power, expressing their acceptance of valid 

blocks by working on extending them and rejecting invalid 

blocks by refusing to work on them. Any needed rules and 

incentives can be enforced with this consensus mechanism. 

(Muneeb ali et al) [29] In year 2017 presented Blockstack 

as a new decentralized internet secured by blockchains. 

Blockstack provides a full stack to developers for building 

decentralized applications including services for identity, 

discovery, and storage. Blockstack can introduce new 

functionality without modifying the underlying blockchains 

and can survive the failure of underlying blockchains. The 

design of Blockstack is informed by 3 years of production 

experience from one of the largest blockchain-based 

production systems to date. Their performance results show 

that Blockstack can give comparable performance to cloud 

services on the traditional internet and only introduces a 

small CPU overhead.  

 

(DR. GAVIN WOOD) [7] In year 2014 presented 

“Ethereum Project Yellow Paper” in which he explained 

blockchain paradigm when coupled with cryptographically-

secured transactions has demonstrated its utility through a 

number of projects, with Bitcoin being one of the most 

notable ones. Each such project can be seen as a simple 

application on a decentralised, but singleton, compute 

resource. We can call this paradigm a transactional 

singleton machine with shared-state. Ethereum implements 

this paradigm in a generalized manner. Furthermore it 

provides a plurality of such resources, each with a distinct 

state and operating code but able to interact through a 

message-passing framework with others. 

 

(X. Wang et al) [3] in year 2017 proposed ConsortiumDNS, 

a new distributed domain name service based on 

consortium chain. They have designed a three-layer 

architecture and add external storage layer to address the 

storage challenge of blockchain. The system builds indexes 

for transactions and blocks to speed up domain name 

resolution. In addition, a similar Gossip protocol was used 

to synchronize blocks between different nodes. They have 

also mentioned in their paper that Blockchain has many 

advantages in decentralization and security. Combining 

domain name service and blockchain is an excellent 

solution. It can make DNS decentralized and more secure. 

They also proposed their future work to address the 

problem of low throughput in their system by adopting a 

more efficient consensus mechanism. Maybe the Byzantine 

protocol is a choice. Therefore, there is a lot of work to do 

to make ConsortiumDNS feasible. Their three-layer 

architecture is shown below. 

 

 
Figure 1: Architecture of ConsortiumDNS [5] 
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(Li.liu et al) [36] In year 2018 presented a paper in which 

they are trying to explain the features and effects of 

Blockchain technology on our business. They said that 

blockchain can change the way of conducting business. 

Blockchain technology is a new way of trading based on 

key technologies such as password security, decentralized 

coherence, shared public accounts and visibility of its 

proper controls and permissions. They said that Blockchain 

can completely change the way our society produces and 

lives by registering and exchanging assets which are 

physical and virtual, tangible and intangible. Blockchain 

technology is not just an application technology for new-

generation transactions. It creates trust, responsibility and 

transparency while simplifying business processes. It will 

completely change the way Internet transactions and bring 

about changes to Internet information security technology. 

The realization and application of any technology will 

inevitably face some security risks in the development 

process. However, the unique information storage and 

sharing method of blockchain technology is expected to 

bring a revolutionary solution to the unmanaged 

information security industry. 

 

(B.Benshoof et al) [37] In year 2016 presented a paper in 

which they explain how D3NS can overcome the problems 

faced by current DNS. They also explain in their paper that  

how D3NS can eliminates the need for certificate 

authorities .They present D3NS, a system to replace the 

current top level DNS system and certificate authorities, 

offering increased scalability, security and robustness. 

D3NS is based on a distributed hash table (DHT) and 

utilizes a domain name ownership system based on the 

Bitcoin blockchain. It addresses previous criticism that a 

DHT would not suffice as a DNS replacement. D3NS 

provides solutions to current DNS vulnerabilities such as 

DDOS attacks, DNS spoofing and censorship by local 

governments. D3NS eliminates the need for certificate 

authorities by providing a decentralized authenticated 

record of domain name ownership. Unlike previous DNS 

replacement proposals, D3NS is reverse compatible with 

DNS and allows for incremental implementation within the 

current system. 

 

(J.Liu et al) [39] In year 2018 published a paper in which 

they try to explain how a DecDns is compatible with 

current DNS. They experimentally verified that how a 

blockchain technology can replace the current DNS. Their 

main motivation for this model was the challenges and 

problems faced by current DNS. They said that the 

technology of blockchain is still in the developing stage. 

The boundedness of query efficiency and capacity limit the 

popularization and application of blockchain. The 

emergence of blockchain provides the foundation for the 

development of decentralization application. Choosing the 

appropriate blockchain model is the key to solve the 

problem. The domain name system is the core service of 

the Internet. With the continuous development of the 

Internet, the security problem of the domain name system 

has become more and more prominent. Aiming at the 

problem of DNS single point failure and resolution data 

storage. They designed design a decentralization resolution 

data storage model, and implement the blockchain-based 

decentralization domain name resolution data storage 

system, and build multiple parallel decentralization DNS 

nodes. In the case of one or more resolution nodes failing, 

as long as a parallel resolution node works well, DecDNS 

deployed in a real network environment can implement 

normal domain name resolution function. Their 

experimental results show that DecDNS can be compatible 

with the original system, achieve parallel domain name 

resolution, solve the problem of domain name autonomy 

and single point of failure, and meet good performance 

requirements. So it provides a practicable method for the 

decentralization of domain name resolution. 

 

III.     BLOCKCHAIN BASED DNS ALTERNATIVES 

 

1. Namecoin 

Namecoin[9] is the first blockchain-based DNS system. It 

is a fork of Bitcoin with modifications which allow the 

blockchain to store name-value data other than transactions. 

Thus, Namecoin and Bitcoin share the most functionalities 

and mechanisms. Namecoin was designed as a more 

general name-value resolving system rather than a 

substitution of the current DNS system. Namecoin uses the 

virtual .bit top-level domain name which is not officially 

registered in current DNS system. This means Namecoin is 

isolated from the DNS system and users cannot resolve .bit 

domain names without installing additional resolving 

software. Namecoin provides complete functionalities for 

registering, renewing and transferring a domain as 

traditional DNS does. 

 

2. Blockstack 

Blockstack[10] is the first naming system which operates 

directly on top of the Bitcoin blockchain. Formerly it was 

Onename and built on top of Namecoin. After a security 

crisis of Namecoin, the development team decided to 

migrate the whole system to the Bitcoin blockchain. 

Therefore, the ability to migrate across different 

blockchains became one of their design philosophies and 

the name is also changed to Blockstack which reflects the 

concept of layered blockchains. Both Namecoin and 

Blockstack share the similar DNS functionality with one 

major difference stemming from Blockstack‟s distinctive 

multi-layer blockchains. Namecoin stores name-value pair 

data on the blockchain. Thus, the maximum length of a 

domain name is 64 characters. Otherwise the blockchain 

will grow too fast. On the contrary, Blockstack is built on 

top of the Bitcoin blockchain which cannot accommodate 
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large data such as name-value pair information. Therefore, 

a separate logical layer, i.e. virtualchain, on top of the 

blockchain is proposed to maintain the naming system 

while the underlying blockchain is only used for achieving 

consensus on the state of the naming system and the 

integrity of name-value data records. 

 

3. Nebulis and more 

Another project similar to Blockstack is a platform called 

Nebulis [30], a global distributed directory which intended 

to upgrade and replace the existing DNS using blockchain. 

The difference between the two is that their platform uses 

IPFS [31] or MaidSafe[32] as a replacement for HTTP and 

utilizes the Ethereum[28] blockchain for DNS capabilities. 

There are other blockchain-based naming systems such as 

Emercoin[33] and EtherID[34] which may focus on other 

aspects of a DNS system such as name squatting, pricing 

policies. These are more of social or economic issues than 

technical problems. Fundamentally they share the similar 

underlying technology with Namecoin or Blockstack. 

 

IV.     COMPARATIVE ANALYSIS 

 

The favorable points of interest and drawbacks of all the 

above talked strategies are depicted in table 2. 

 

Table 1: Comparative Analysis 

S.NO Approach Advantages Disadvantages 

01. 

  

  

Consortium 

DNS [3] 

•distributed 

domain name 

service 

 

•address the 

storage 

challenge of 

blockchain 

•low 

throughput 

02. 

  

  

 

Namecoin 

[9] 

•Can be used 

as a DNS 

 

•Created 

Decentralized 

DNS 

•Low 

throughput 

(more lookup 

time). 

•Less 

scalability of 

blockchain 

•No DNS 

caching. 

03. 

  

Blockstack 

[10] 

•operates 

directly on top 

of the Bitcoin 

blockchain

  

•The 

maximum 

length of a 

domain name 

is 64 

characters. 

04  

  

 

D3NS[37]

  

•Successfully 

implemented 

the approach 

as a DNS 

server. 

 

•Robustness 

•Security 

issues relevant 

to DNS 

authentication. 

 

•Doesn‟t 

implement 

DNS caching 

(More lookup 

time) 

05. 

  

  

 

DecDns[39] •compatible 

with current 

DNS 

 

•achieve 

parallel 

domain name 

resolution 

•query 

efficiency  

 

•capacity limit 

 

V.     RESEARCH QUESTIONS 

 

The systematic review intends to classify the work related 

to Blockchain in a field of DNS by proposing the set of 

questions .The aim of the work is to identify the gaps in 

existing methodologies and propose an answer to fill the 

gaps. The questions we wish to answer are as follows: 

 

RQ1: What is the present state of the art? 

RQ2: What are the advantages, if any of using Blockchain 

over traditional methods for DNS? 

 

VI.      ANSWERS TO RESEARCH QUESTIONS 

 

RQ1: During the review, it was found the Blockchain has 

not been explored in detail. In general SPRINGER had the 

highest number of pertaining to Blockchain. 

 

RQ2: Blockchain has been used in diverse fields and 

applications. However, the focus of the review was to find 

the applicability of Blockchain in DNS. Research reveals 

Blockchain provide a robust way for decentralizing DNS 

over traditional system .But the applicability of Blockchain 

in decentralizing DNS is still in infancy and is not explored 

in detail. 

 

VII. PROPOSED WORK 

 

Our proposed work is to develop a blockchain backed 

DNS, that is decentralised DNS on blockchain. Our work 

will be to store the DNS entries on blockchain. We will be 

storing a domain name and its corrosponding IP adress on 

blockchain.A single block will contain an information 

about a single domain .These blocks of DNS entries will be 

linked together by a Hash value of a previos block. We will 

not be replacing entire DNS system with blockchain but we 
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will be trying to replace the DNS caching concept with 

blockchain.  For this we will develop a web interface. It can 

be also done using command line. Our proposed work will 

be as follows: 

 

 Develop a private etherium blockchain network 

with 3-4 nodes. 

  Write smart contracts in solidity language and 

deploy them on blockchain. 

 Use HTTP server to host web application for 

domain name resolution. 

 Develop two smart contracts 

 

A. Registration of DNS 

This smart contract will provide an  interface  to 

register or store  domain name information directly on 

blockchain.  

 

B. Querying 

 This samrt contract will be used to retrive or fetch domain 

adress from blockchain. This will check first if the required 

domain is stored On blockchain .If so it will fetch it from 

blockchain. If not then it will retrive it from taditional DNS 

system and  then will strore it on blockchain. Next  if same 

domain is requested then domain resolution will be done 

from blockchain itself like DNS caching. 

 

VIII. STRUCTURE OF A DNS RECORD IN OUR 

PROPOSED WORK 

 

A DNS record for a domain will be stored in a structure 

DNS which stores the IP address or the nameserver (Dip), 

validity information valid from and valid to, owner address 

(owner addr), update address (update addr) and two arrays 

pubsd and privsd for storing the information about 

registered public and private sub-domains respectively. 

Structure of a DNS record is shown in table 2. 

 

Table 2:  Structure of DNS Record in proposed work 

  

Block Header 

 

Domain Name (e,g www.abc.com) 

 

IP Address corresponding to  particular domain (e,g 

1.2.3.4) 

 

Valid from (Date Of Registration Of domain on 

blockchain) 

 

Valid to (Date of deletion of domain from blockchain) 

 

 

IX.  CONCLUSION AND FUTURE SCOPE  

 

The technology of blockchain is still in the developing 

stage. Blockchain has many advantages in decentralization 

and security. Combining domain name service and 

blockchain is an excellent solution. It can make DNS 

decentralized and more secure. Blockchain technology is an 

unstoppable force that could converge to a storm of 

computing revolution that would profoundly reshape not 

only businesses and societies, but also variety of Internet 

services. In this storm, blockchain-based DNS systems are 

forerunners of this Internet innovations from whom we can 

learn lessons. Essentially, blockchain technology is a 

candidate of great promise for the next generation DNS 

system in that it inherently possesses the qualities of 

censorship-resistance, security, and resilience. On the other 

hand, there still are issues such as 51% attack and last mile 

problem which have to be addressed by the endeavor of 

blockchain communities and researchers before blockchain-

based DNS can be standardized and deployed in practice. 
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