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Abstract - ATM machine is a great piece of technology used by millions of people around the world. It makes our daily
transactions easier without loading up the banking systems. However, it is important to keep them secure from thefts and
other malicious activities. This work deals with the prevention of ATM theft from robbery, so overcome the drawback
found in existing technology in our society. Whenever robbery occurs, Vibration sensor is used here which senses
vibration produced from ATM machine. Here DC Motor is used for closing the door of ATM when the vibration is sensed,
also a buzzer is also used, once the vibration is sensed, beep sound will occur from buzzer. Furthermore, infrared sensor is
also used to develop the automatic light switching system. The automatic light switching system will lead to energy saving
and efficient energy usage which could benefit every single individual. This system is developed with safety environment,
switching the light ‘ON’ or "OFF’ during entry and exit. In this paper we have proposed a model for smart security and

electricity saver system developed with the help of Arduino uno kit and sensors.
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l. INTRODUCTION

An automated teller machine (ATM) is a specialized
computer that allows bank account holders to check their
account balances, withdraw or deposit money, transfer
money from one account to another, print a statement of
account transactions, and even purchase stamps. The first
ATM was set up in June 1967 on a street in Enfield,
London at a branch of Barclays Bank, credited to a British
inventor named John Shepherd-Barron. The idea of
designing Anti-theft ATM security system project is
introduced by observing our real-life incidents. In our
project, IR sensors and vibration sensor are used. IR
sensors detects the person entering and coming out of
cabin and opens the door. Vibration sensor detects the
suspicious movement like when someone tries to break
ATM machine. The Arduino board is an open-source
software and hardware development enrollment. It is used
to store and implement the programs or codes written in
different machine understandable programming languages.
This system process real-time data collected using IR
sensors and vibration sensor. Once the suspicious
movement is detected, the buzzer starts producing buzzing
sound, the servo motor that is used to open and close the
door is closed permanently so, no one came out of ATM
till officials arrives. This system allows only one person at
a time to enter to ATM cabin, once a person enters to
cabin, the entry sensor stop working till the person came
out of cabin. In this system automatic lighting system is
also embedded, when someone enters to cabin, light turns
ON automatically and on exit it turns OFF automatically.
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Through this we can easily prevent ATM theft and the
criminals can also be caught. The overall objective of this
project is to create a public friendly environment and
decrease the rate of theft and robberies.

In recent years, physical attacks on ATMs have increased,
due to both difficult economic circumstances and access to
technology to break into the machines. ATMs will always
be a high-profile target due to the volume of cash and the
fact that they are often unattended. The combination of
challenging economic times, along with easy access to
technologies, have increased the levels of criminal activity.
Few major security techniques that are most widely used in
ATM security are following:

1.1 Face Recognition Technology: Face recognition is
done by camera place at the door of ATM counter. The
face detection is done by either biometric technique or
computer application which recognizes the customer from
image or video frame. The door will open only if the face
is detected. The detection is accomplished by using
techniques like blurred human shapes or skin tones. Face
recognition is done by using Haar cascade classifier for
face recognition to increase ATM security. The facial
detector is applied on each frame of the captured image.
Then a recognition model of the face is built from the
frame using local binary pattern histogram (LBPH) and it
is recognized.

1.2 Fingerprint Verification Technology: The fingerprint
detected by the sensor is scanned for the biometric trait in
the template database. In the decision module the
similarities in the matcher module is checked and
authorization is granted.
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1.3 Global Positioning System (GPS) and Global
System for Mobile Communication (GSM) Technology:
ATM attacks can also be reduced by using GSM and GPS
technology. If ATM is tampered an SMS will be send to
the main controlling station through GSM. If cash box is
robbed it can be tracked by using GPS.

1.4 OTP Verification: The transactions can also be
authorized based on OTP verification. The transactions are
authorized only after confirmation of the message by the
user which may be a onetime password (OTP) or
confirmation message. The OTP is send by using GSM
technology.

1.5 Card less Transactions: ATM transactions are done
without using ATM cards by combining 1oT and computer
vision for enhancing ATM security. Transactions are
authorized on the basis of face recognition, fingerprint
verification and OTP authentication without ATM card and
PIN.

Il. RELATED WORK

In paper "A smart home energy management system using
IOT and big data analytics approach”, the authors A.R. Al-
Ali, M. Alikarar, R. Gupta, M. Rashid, I. A. Zualkernan,
proposed an idea for implementing an Energy Management
System (EMS) for smart homes. In this system, each home
device is interfaced with a data acquisition module that is
an loT object with a unique IP address resulting in a large
mesh wireless network of devices. The data acquisition
System on Chip (SoC) module collects energy
consumption data from each device of each smart home
and transmits the data to a centralized server for further
processing and analysis. This information from all
residential areas accumulates in the utility’s server as Big
Data. The proposed EMS utilizes offthe-shelf Business
Intelligence (BI) and Big Data analytics software packages
to better manage energy consumption and to meet
consumer demand. Some challenges of this system
include: lifetime of a WSN network deteriorates with time
due to the deployment of new sensors in the network, the
data collected and aggregated solely by the home server in
a system using zigbee as a communication protocol could
lead to data loss in case of a system failure, the lack of
standardized protocols and regulations were the main
challenges in considering intelligent DC powered homes as
suitable replacement to AC power systems and the device
status and power consumption details transported to the
web server through an extensible mark-up language
(XML) interface would tend to be heavy weight for data
delivery between browser and servers and the architecture
will face significant bandwidth challenges in sending these
large files across the network.

I1l. METHODOLOGY

The figure 1 shows the block diagram of proposed model
for security and electricity saving purpose.
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Fig 1: Block diagram of proposed model

The proposed model has six major components described
below:

3.1 IR Sensor

This is the most fundamental type of sensor available in
the market. The basic concept is simple. There is an emitter
which emits infrared (IR) rays. These IR rays are detected
by a detector. This concept is used to make proximity
sensor (to check if something obstructs the path or not,
etc), contrast sensors (used to detect contrast difference
between black and white, like in line follower robots), etc.
The working of this sensor in the work is to detect the
person to open the door and turn ON the light.

3.2 Vibration Sensor

Vibration sensors are sensors used to measure, display and
analyze frequency, displacement, velocity or acceleration.
There are various types but the most commonly used
vibration sensor is accelerometer. It produces electrical
signal proportional to acceleration of vibrating component.
The working of this sensor in the work is to detect the
vibration if any suspicious activity happen.

3.3. Arduino Uno R3/ Micro-controller

An Arduino is an open-source microcontroller
development board. Arduino consists of both a physical
programmable circuit board (often referred to as a
microcontroller) and a piece of software, or IDE
(Integrated Development Environment) that runs on
computer, used to write and upload computer code to the
physical board.

In the project we use it to communicate and provide
interface between sensors and other end devices. It also
stores program in which the project works.

3.4 Buzzer/Alarm

An audio signaling device like a beeper or buzzer may be
electromechanical or piezoelectric or mechanical type. The
main function of this is to convert the signal from audio to
sound.

This device is used for alert purpose.

3.5 Servo Motor

Servo motor is basically a simple motor that works under
the mechanism of servo mechanism. The main aim to use
servo motor in the project is, it helps in closing and
opening door. If the vibration sensor senses any suspicious
activity, the door will automatically close.
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3.6 LED Light

An LED is an electronic device that emits light when an
electrical current is passed through it. It is used in this
project for the purpose of light, inside the ATM cabin.

1V. EXPERIMENTAL SETUP & WORKING

Figure 2 shows the actual experimental setup of proposed
work carried out to achieve the security and power saving
objectives.

Fig 2: Actual Experimental Setup of proposed model

* There are three sensors (two IR sensor and one vibration
sensor), one Arduino uno, one servo motor, one LED and
one buzzer are used in the model.

« First IR sensor at entry, senses the person, sends signal to
open gate and to turn ON gate.

« First sensor become inactive after entry, till the person
inside the ATM cabin came out of it.

» Second IR sensor, senses the person on exit to open the
gate and to turn OFF the light.

* Third sensor i.e. vibration sensor senses the vibration if
any suspicious activity happens (like if someone tries to
break the ATM).

* Vibration sensor sends signal to buzzer, to beep and to
servo motor, to close the door till officials arrives.

Int countin=0, 51, 52, 53
read 51,52,53

Gate-open
LED-OM
Countin++

Gate - open
LED - OFF
Countin-—-

Buzzer —ON
Gate - close

606

LED — QFF
Gate - close

Fig 3: Flow chart of proposed work
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V. RESULTS AND CONCLUSION

Based on the result, the main objective of implementing
I0T Based ATM security system using Arduino uno, IR
sensors and vibration sensor has been achieved. The
purpose of model is to provide security to ATM. Whenever
someone tries to tamper the ATM, the sensor which senses
the motion, sends the signal to the microcontroller. Once
the controller receives signal, it locks door of ATM by
sending signal to DC motor. At same time, the buzzer also
gets activated which alert the officials.

Here, also the objective of saving electricity is achieved.
When someone enters to ATM, sensor sends signal to
microcontroller and it sends to LED light, that turns ON.
When the person comes out of cabin, LED automatically
turn OFF.

In this work both objectives, security to the ATM and
electricity saving have been achieved through this loT
inspired proposed model.
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