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Abstract— In recent times, there exist several approaches for differential-style attacks like truncated differential attack, high-

level differential attack, boomerang attack etc.  This paper involves the study of boomerang-style attack on S-boxes and a new 

SAC analysis approach to test the strength of S-boxes against such attacks. The proposed analysis is tested on each input 

elements of 8 S-boxes of DES and 8 input elements on the S-box of AES. The vulnerability factor   ⁄  has been measured by 

calculating all     of every column from the generated SAC matrix. Finally a comparison of standard deviation, coefficient of 

variance and other factors show the way towards the conclusion. 
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I.  INTRODUCTION  

 

Differential cryptanalysis is one of the most important 

cryptanalytic techniques in cryptology. Published cipher may 

be broken by using differential cryptanalysis.  So, one of the 

most important responsibilities of the block cipher designer 

is to ensure protection and security against such 

cryptanalysis. 

 

The upper bound probability of any differential 

characteristics is tentatively   and the designer of the 

algorithm presumes, following the ―folk theorem‖, that 

differential attack requires at least   ⁄  texts to break the 

cipher. 
[1]

 But unfortunately the ―folk theorem‖ is not always 

right, as there is a type of differential attack, called 

Boomerang attack that can allow an adversary to beat the 
 

 ⁄  bound in some cases. 

 

In this paper, the possibility of boomerang type attack on S-

boxes of cryptographic algorithms has been measured. To 

represent the approach, the boomerang approach has been 

implemented to generate a SAC matrix for all possible inputs 

of all S-boxes of DES and all possible input of the S-box of 

AES. The generated SAC matrix is leads towards the 

statistical analysis of vulnerability of attack. 

 

The Section I contains the introduction of the work, section 

II contains related works of the proposed technique, section 

III contains discussion on differential cryptanalysis and  

 

boomerang attack, section IV defines the design of S-boxes, 

section V is about proposed method, section VI contains 

brief experimental results, and finally, sections VII and VIII 

include the discussion and conclusion respectively.   

 

II. RELATED WORK  

 

D. Wagner, in his research 
[1]

 introduced an attack called 

Boomerang attack. This attack leads to prove that the so 

called folk theorem is not always right according to which, 

differential attack requires at least   ⁄  text to break a cipher 

where,   is the upper bound probability of any differential 

characteristics. According to his research, if the best 

characteristic for half of the rounds of the cipher has 

probability   , then the boomerang attack can be used 

successfully on        chosen text. In some cases, it may be 

possible that        , wherein boomerang attack allows 

one to beat the folk theorem bound. Sometimes, Boomerang 

attack also uses some extensive structures that are available 

in conventional differential attack. 

 

Boomerang connectivity table is a good cryptanalysis tool 
[2]

. 

In this research paper, it is revisited with the issue of 

dependency of two characteristics in a block cipher    and 

proposed a new tool called Boomerang Connectivity Tool 

(BCT), which evaluates   in a systematic and easy-to-

understand way when     is composed of a single S-box 

layer. BCT shows that the probability around the boundary 

may be even higher than   or  . 
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A variant of differential cryptanalysis against the block 

cipher, Impossible Boomerang Attack (IBA) was introduced 

by Choi et. al. 
[3]

. This research approach is the combination 

of differential cryptanalysis and boomerang attack. 

 

Amplified Boomerang attack has been introduced in a 

research 
[4]

 dedicated on SHACAL, which is a 4-round block 

cipher 
[6]

.  SHACAL was designed by using hash standard 

SHA-1in encryption mode for the first time. Kim et. al. 

proposed a 10-step differential characteristic with probability 

    in rounds 2 and 4. Using this characteristic, they 

described a 36-step boomerang distinguisher. With this 

distinguisher they devised amplified boomerang attacks on 

reduced round SHACAL with different size keys. 

 

A key recovery attack on the full round of SQUARE using a 

related key boomerang distinguisher was proposed in [5]. 

They constructed a 7-round related key boomerang 

distinguisher with probability       by finding local 

collision
[7]

, and calculated its probability using ladder switch 

and local amplification techniques. 

 

Analysis of vulnerability factor for truncated differential 

using SAC has been proposed in [8]. This research approach 

describes and analyzes the truncated differential on S-boxes 

of DES and AES. 

 

III. DIFFERENTIAL CRYPTANALYSIS AND BOOMERANG 

ATTACK 

 

A. Differential Cryptanalysis 

The method which analyzes the effect of particular 

differences in plaintext pairs on the differences of the 

ciphertext pairs is call differential cryptanalysis 
[9]

. 

Differential cryptanalysis is a chosen-plaintext attack on 

secret-key block ciphers that are based on iterating a 

cryptographically weak function   times. The success of 

attacks on   round cipher depends on the existence of (  
  -round differentials with higher probability 

[10]
. The 

―difference‖    between two plaintexts (or ciphertexts)   

and    can be defined as          , where    denotes a 

specified group of operation on the set of plaintexts. 

 

Differential cryptanalysis exploits the fact that the round 

function   in an iterated cipher is usually cryptographically 

weak 
[10]

.  In a differential cryptanalysis, all the sub-keys are 

fixed and only the plaintext can be chosen randomly. In 

differential cryptanalysis attack, differential probability helps 

us to determine which differential to use in the attack. 

 

B. Boomerang Attack 

Boomerang attack was introduced by David Wagner in [1] 

where he proved the ‗folk theorem‘ of differential 

cryptanalysis as wrong. Boomerang attack uses the technique 

of truncated differential. So, if a cipher is safe from 

boomerang attack, then it also proves good against truncated 

differentials. The boomerang attack is a differential attack 

that attempts to generate a quartet structure at an 

intermediate value halfway through the cipher. 

 

The attack considers four plaintexts           along with 

their cipher-texts          . If      is the encryption 

operation and divide the cipher into         where    is 

the first half of the cipher and    is the last half then 

differential characteristics are      for    and      

for   
  . The boomerang attack is given in fig. 1. 

 
Fig. 1. Boomerang Attack 

 

IV. DESIGN ASPECT OF S-BOX 

 

Substitution boxes (S-boxes) are the only non-linear part of a 

SP network in a cryptosystem. S-boxes are composed with 

highly non-linear Boolean functions. SP network is a private 

key cryptosystem. There are two components of SP network 

as    and    .  Each permutation    is called S-box 
[11]

. It 

replaces a set of input bits with a different set of bits as its 

output. The following criteria must be there in Boolean 

function that are responsible for a cryptographically good S-

box 
[12] [13]

:  

 Bijection requires a 1-to-1 and onto mapping from 

input vectors to output vectors in the S-box of size 

    bits. 
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 Strict Avalanche Criterion (SAC) occurs if a change 

in one input bit   causes each output bit to change 

with probability of one half. 

 Bit independence criterion or correlation-immunity. 

 Non-linearity of S-box from input to output. 

 Balance of Boolean vectors that are responsible for S-

boxes that have the same number of     and    . 

  

Table 1. Partial Truth Table of S-Box 1in DES system 

 
 

For the construction of S-box, the function             

               , with a high non-linearity, there are    

rows with   columns 

 

V. PROPOSED METHOD 
 

This research work was started with the confusion analysis of 

S-boxes. There are several previous research works in [8], 

[14], [15] where confusion of S-boxes has been analyzed with 

differential cryptanalysis. In this research, most importantly, 

confusion of S-boxes has been analyzed against the 

boomerang type attack. 

 

In [8], the truncated differential cryptanalysis approach has 

been implemented on S-boxes of DES and S-box of AES with 

a new proposal of the statistical analysis on the generated 

SAC. The proposed method has been compared with the 

conclusion of 2-bit approach [15] of confusion analysis of S-

box. 

 

In [14], all elements of DES S-boxes and AES S-box take 

inputs individually and the SAC matrix is generated from the 

original ciphertext along with ciphertexts generated from the 

every one alternative bit alteration of the original input. In the 

generated SAC matrix, the vulnerability of every bit of the 

ciphertext has been statistically computed and discussed. 

In the other approach [15], the SAC matrix was generated 

with the original ciphertext and ciphertexts obtained from 

every two alternative bit alteration of original input. The 

method has been used for all 8 S-boxes of DES and the S-box 

of AES. 

In this work, the boomerang-style attack has been 

implemented on S-boxes of DES and AES and SAC matrices 

have been generated, which are then subjected to the 

proposed statistical analysis.  

 

The proposed analysis in this paper involves the following: 

1) Analysis of frequency of every bit column-wise and 

its various avalanche effects from the generated SAC. 

2) Coefficient variance analysis of generated SAC. 

3) Analysis of frequency of various differential values 

from the generated SAC. 

Using the V-vector (Vulnerability Vector) [16,17], the 

proposed algorithm is as below: 

A. Proposed Algorithm: Confusion Analysis of S-boxes using 

Boomerang-style Attack 

Input: Elements of S-box with length   , where   is the 

number of bits. 

Step 1: Choose any random number   within the range of 

the S-box, where     
 . Find the corresponding output 

value of S-box:        

Step 2: Change the   s to find their corresponding output 

values   s. 

     may be generated as follows:  

 Generate all possible pairs of input bits by 

using: 
      

 
 

 Make the number of pairs multiple of the input 

bit size by padding     on the MSB side. 

 Change every even bit of every pair. 

 Combine the pairs to generate   . 

Step 3: Construct the SAC matrix by including               
      in the     row of a matrix of size    , where   is 

the number bits of   and   is the number of bits of  . 

Step 4: Find the count of    in each column of generated 

SAC matrix. 

 

B. S-box structure of DES 

The structure of S-box of DES is given in Fig. 2. The number 

of S-boxes in DES is 8 with the structure of      and 

values ranging from       to       . For any 6-bit input, 

within the ranging value, each S-box of DES generates 4 bits 

of output. 

 
Fig. 2: S-boxes of DES 
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C. S-box structure of AES 

The structure of S-box of AES is shown in Fig. 3. There is a 

single non-linear S-box in AES with matrix structure    
  . 

 
Fig. 3: S-boxes of AES 

                                     

                                  

                                        

                                            

                                    

VI. EXPERIMENTAL RESULTS 

A. Coefficient Variance (CV) Analysis of Generated SAC of 

S-boxes of DES using Boomerang-style Attack Method 

By following the proposed algorithm, using boomerang-style 

plaintext, a SAC matrix has been generated for every 

possible input for every S-box of DES. The     of every 

column output of S-boxes have been counted for all 64 

possible inputs and corresponding outputs of the 8 S-boxes 

and identified as V-vector (Vulnerability Vector). Some of 

the generated SAC matrices has been given in Table 1.0 and 

2.0 and are compared with tables 1.1, 2.1 and 1.2, 2.2 which 

are generated from truncated [8] and 2-bit [15] alteration 

methods. The line graph of frequencies of V-vector for all 8 

S-boxes of DES is showed in Fig. 4. 

 

Fig. 4: Line Graph of Frequencies of V-vector for S-boxes of DES 

TABLE 1.0 – SAC MATRIX OF INPUT ‗0‘ TO ‗S-BOX 0‘ USING BOOMERANG-
STYLE APPROACH 

SAC Matrix of Input - 0 

1 0 0 1 

0 0 1 0 

0 0 1 0 

1 0 1 1 

V-vector of Input - 0 

2 0 3 2 

TABLE 1.1 – SAC MATRIX OF INPUT ‗0‘ TO ‗S-BOX 0‘ USING TRUNCATED 

DIFFERENTIAL APPROACH 

SAC Matrix of Input - 0 

1 1 1 0 

0 1 0 1 

1 0 0 1 

1 1 0 1 

V-vector of Input - 0 

3 3 1 3 

TABLE 1.2 – SAC MATRIX OF INPUT ‗0‘ TO ‗S-BOX 0‘ USING 2-BIT 

ALTERATION APPROACH 

SAC Matrix of Input - 0 

1 1 1 0 

1 0 1 0 

1 0 1 0 

1 0 1 0 

1 0 1 0 

1 1 1 0 

V-vector of Input - 0 

6 2 6 0 

TABLE 2.0 – SAC MATRIX OF INPUT ‗0‘ TO ‗S-BOX 1‘ USING BOOMERANG-
STYLE APPROACH 

SAC Matrix of Input - 0 

1 0 1 1 

1 1 1 0 

1 1 1 0 

0 1 0 0 
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V-vector of Input - 0 

3 3 3 1 

TABLE 2.1 – SAC MATRIX OF INPUT ‗0‘ TO ‗S-BOX 1‘ USING TRUNCATED 

DIFFERENTIAL APPROACH 

SAC Matrix of Input – 0 

1 0 1 0 

0 1 0 0 

1 1 0 0 

1 1 1 1 

V-vector of Input – 0 

3 3 2 1 

TABLE 2.2 – SAC MATRIX OF INPUT ‗0‘ TO ‗S-BOX 1‘ USING 2-BIT 

ALTERATION APPROACH 

SAC Matrix of Input – 0 

1 1 0 0 

1 1 1 0 

1 1 1 0 

1 1 1 0 

1 1 1 0 

1 1 1 1 

V-vector of Input – 0 

6 6 5 1 

 

B. Experimental Results for DES S-Boxes 

The experimental results of proposed test are in Table 3: 

TABLE 3 – EXPERIMENTAL RESULTS OF PROPOSED TEST ON S-BOXES OF DES 

S-box 
Observed 

Mean 
Variance 

Standard 

Deviation 

Coefficient of 

Variance 

1 1.957031 0.962997 0.981324 0.501435 

2 1.957031 1.025497 1.012668 0.517451 

3 1.949219 1.10289 1.050186 0.538773 

4 1.988281 1.144394 1.069736 0.538034 

5 2.003906 1.105453 1.051405 0.524678 

6 1.996094 1.066391 1.032662 0.517341 

7 1.980469 0.941025 0.970064 0.489816 

8 2.0625 1.066406 1.032669 0.500688 

C. Coefficient Variance (CV) Analysis of Generated SAC of 

S-box of AES using Boomerang-Style Attack Method 

By following the proposed algorithm, using boomerang-style 

plaintext, a SAC matrix has been generated for S-box of 

AES.    of every column output of S-box has been counted 

and the sum of     of every column is being identified as the 

V-vector (Vulnerability Vector). The V-vectors have been 

calculated for some example inputs and corresponding 

outputs of the S-box. Some of the generated SAC matrices 

are given in Table 4.0 and 5.0 and are compared with tables 

4.1, 5.1 and 4.2, 5.2 which are generated from truncated [8] 

and 2-bit [15] alteration method. The line graph of 

frequencies of V-vector for all inputs using S-box of AES is 

showed in Fig. 5. 

TABLE 4.0 – SAC MATRIX OF INPUT 11000011TO AES S-BOX USING 

BOOMERANG-STYLE  APPROACH 

Input : 11000011 

Original Output : 00101110 

0 1 1 1 1 0 0 0 

0 1 0 1 0 0 0 1 

1 0 0 1 1 1 0 1 

0 1 0 0 0 1 0 1 

1 0 1 0 1 1 0 0 

0 0 1 0 1 1 1 0 

1 0 1 0 0 1 0 0 

V-vector of input 11000011 

3 3 4 3 4 5 1 3 

TABLE 4.1– SAC MATRIX OF INPUT 11000011TO AES S-BOX USING 

TRUNCATED DIFFERENTIAL APPROACH 

 

 
TABLE 4.2 – SAC MATRIX OF INPUT 11000011TO AES S-BOX USING 2-BIT 

ALTERATION APPROACH 

Input : 11000011 

Original Output : 00101110 

1 0 0 0 0 1 0 0 

1 1 1 1 0 1 0 1 

1 1 1 1 0 0 1 0 

0 1 0 0 0 1 1 0 

0 1 1 1 0 1 0 1 

0 1 0 1 1 0 0 1 

0 1 0 0 0 1 0 1 

V-vector of input 11000011 

3 6 3 4 1 5 2 4 

TABLE 5.0 – SAC MATRIX OF INPUT 10101010 TO AES S-BOX USING 

BOOMERANG-STYLE APPROACH 

Input : 10101010 

Original Output : 10101100 

0 0 0 1 0 1 0 1 

1 0 1 0 1 0 0 1 

0 1 1 1 1 1 0 1 

1 1 0 0 1 1 1 0 

1 0 0 1 0 1 1 0 

0 1 0 0 1 1 0 0 

1 0 1 1 0 0 0 0 

Input : 11000011 

Original Output : 00101110 

0 1 0 0 1 1 0 0 

1 1 1 0 1 0 0 0 

0 0 0 0 0 1 1 1 

0 1 0 0 1 0 1 0 

V-vector of input 11000011 

1 3 1 0 3 2 2 1 
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V-vector of input 10101010 

4 3 3 4 4 5 2 3 

TABLE 5.1 – SAC MATRIX OF INPUT 10101010 TO AES S-BOX USING 

TRUNCATED DIFFERENTIAL APPROACH 

Input : 10101010 

Original Output : 10101100 

0 1 1 0 1 1 0 0 

1 1 0 1 0 1 1 1 

0 0 1 1 1 0 1 1 

0 0 0 1 0 1 0 1 

V-vector of input 10101010 

1 2 2 3 2 3 2 3 

TABLE 5.2 – SAC MATRIX OF INPUT 10101010 TO AES S-BOX USING 2-BIT 

ALTERATION APPROACH 

Input : 10101010 

Original Output : 10101100 

1 1 1 1 1 1 0 1 

1 0 0 0 1 0 1 1 

0 1 0 0 0 1 1 1 

1 1 0 0 1 0 0 0 

1 1 0 1 1 0 1 1 

0 1 1 0 1 1 1 0 

0 0 1 0 1 1 0 0 

V-vector of input 10101010 

4 5 3 2 6 4 4 4 

 

Fig. 5: Line Graph of Frequencies of V-vector for inputs using S-box of 
AES 

D. Experimental Results for AES S-Box 

The experimental results of the proposed test on the S-box of 
AES are in Table 6: 

TABLE 6 – EXPERIMENTAL RESULTS OF PROPOSED TEST USING AES S-BOX 

Input 
Observed 

Mean 
Variance 

Std. 
Deviation 

Coefficient 
of 

Variance 

        3.25 1.1875 1.089725 0.3353 

        3.5 0.75 0.866025 0.247436 

        3 0.25 1.581139 0.527046 

        3.375 1.984375 1.408678 0.417386 

       3.375 0.484375 0.695971 0.206213 

        3.5 2.75 1.658312 0.473804 

 

VII. DISCUSSION 

 

By using the proposed algorithm, coefficient of variance has 

been calculated as a statistical measure of dispersion for the 

output corresponding to all possible inputs of every S-box of 

DES and six numbers of randomly chosen inputs to the 

single S-box of AES. 

 

From the generated SAC matrix from each S-box of DES, 

the vulnerability vector (V-vector) has been calculated by 

summation of     in every column of each SAC matrix and 

by using the data set ranging from 0 to 4 and it‘s frequency 

of appearance, the line graph has been plotted as shown in 

Fig. 5. To calculate the coefficient of variance of every S-

box, statistical mean, variance and standard deviation have 

also been calculated. It is found that the coefficient of 

variance (CV) ranges from 0.48 to 0.53, where CV < 1 and 

average coefficient of variance of S-boxes of DES is 51%. 

The V-vector for the single S-box of AES has been 

calculated in same way and using data set ranging from 0 to 

4 and it‘s frequency of appearance, the line graph has been 

plotted as shown in Fig. 6. To calculate the coefficient of 

variance of the inputs using single S-box, statistical mean, 

variance and standard deviation have also been calculated. 

The coefficient of variance (CV) is found to range from 0.20 

to 0.52 where CV < 1 and average coefficient of variance of 

S-box of AES is 36%. 

 

VIII. CONLUSION 

 

Confusion and diffusion are the two major aspects to 

measure of the strength of a block cipher and there exist 

different methods to test diffusion and confusion 

characteristics of cryptographic algorithms. In this work, a 

boomerang-style attack approach to test the confusion 

characteristic has been proposed and was used to analyze 

statistically the occurrence of      of every column of SAC 

matrices of DES and AES S-boxes. 

 

For the both cases of AES and DES, the coefficient of 

variance (CV) was found to range from 0.48-0.53 and 0.2-

0.52, respectively, which are in the lower end of the 

spectrum indicating that performances of S-boxes of DES 

and AES are pretty good with respect to the proposed test 

using boomerang-style approach. The average CV of DES 

and AES is 51% and 36%, respectively, which helps us to 
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draw the conclusion that the performance of S-box of AES is 

better than that of S-boxes of DES. 

 

The proposed boomerang-style attack approach for testing 

confusion characteristics of S-boxes will lead us to formulate 

more testing algorithm on different cryptographic algorithms. 
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