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Abstract—Cloud computing is the buzz word, the corporate world pronounces every now and then. All the software companies are 

looking for a where about to store their data at a low cost and reduce the problem of selecting and updating a suitable infrastructure. 

The mushroom growth of startups and their prosperity and share in the software trends has also mounted the need of cloud 

computing. On the other hand, several other problems have taken birth like the believability of the cloud and the security concerns of 

it [1].The cloud users are stranded in a situation either to believe cloud or to wait for some more time for transiting to cloud .This 

position paper gives a thorough analysis of the cloud security and the stand the cloud computing has taken currently. 
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I.  INTRODUCTION  

Cloud security research started to grow after several premier 

cloud service providers provided facts about the attacks and 

vulnerabilities and the ways to defend it. The security 

vulnerabilities were also found between competitors storing 

data with a same cloud service provider. Cloud security 

alliance (CSC) which promotes the use of best practices for 

providing security assurance through Cloud Computing [2] 

has listed quite a lot of attacks that are major threat to cloud 

computing security [3]. It has also listed the ways to defend 

the attacks and the architecture to follow for avoiding it. 

Accordingly, Google had non-transparent security issues 

leading to breakdown of its service almost nine times, since 

its inception, followed by amazon and Microsoft having their 

share of eight and seven times respectively. The case further 

worsens with small cloud players [4]. 

II. TREATS AND VULNERABILITIES 

Another report by Cloud security alliance (CSC) by 

reviewing 11,491 news reports articles on cloud computing-

security flaws[21-31] from different news sources from 2008 

to 2012, says  that cloud vulnerability incidents are 

increasing exponentially every year and there is a huge gap 

between the growth of security measures and attacks. The 

Fig. 1 shows the growth of cloud outrages upon time. The 

CSA top treat list is on an increasing spear and the cloud 

service providers are more concerned about deploying cloud 

services faster and cutting down costs [8] to lure more 

customers [6].Of the treats that are uncontainable, the 

Insecure Interfaces and API’s leads the race forming 

majoring treat followed by Data Loss and Leakage [5].The 

cloud providers are judged by their response time, 

availability and security for a prolonged time frame. For 

analysing the end-user experience of the paas and laas cloud 

providers from around the world, the Global Provider View 

[7] monitors continuously an application hosted and running 

in all the top cloud computing service providers of the world 

and feeds the live status about how well they perform over 

time. The status shows that the availability of the cloud 

service providers is 100% only for about 10 service providers 

out of 150 of them and response time is good for only half of 

them. Considering the non-availability factor as a breakdown 

due to unreasoned security concerns or an DOS (denial of 

service) attack, it establishes that security factor is overall in 

a weak position to store vital information like health and 

finance data. 

 

 
 

Fig. 1. Cloud vulnerabilities 
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III. RECOVERY FROM ATTACKS 

Considering the recovery time, after a breakup of service, it 

takes at least 21 days to get back to normal after a failure [9] 

and if it involves hardware failures and natural disastrous 

one, it takes an additional time. The possibility of 

reoccurring from a failure is of deprived probability and it’s 

dreadful for companies that have critical applications on the 

cloud. Compuware[9] ,a company particularly specialist in 

measuring  the Business Impact of Technology Performance 

has stated that the loss due to non-availability of cloud is 

about  $782,600 together for all global cloud service vendor 

per year [10]. 

 

There is another significant factor for examining the Quality 

of service (QOS) of the cloud provider with respect to 

availability. Cloud performance analyser, an application [11] 

analyses the key response time of an application loaded in 

amazon EC2-east and its availability over different 

geographical locations and examines the response time factor 

with distance factor. The application shows average response 

time greater than 16 minutes in most regions, considered 

only to be a substandard response time. 

 

Initially software companies’ stored data that are not crucial 

like deposits, in cloud to cut costs, currently companies are 

looking at storing primary vital information like monetary 

data and health data over the cloud. Cloud security has also 

increased the possibility of a company to co-work with its 

vendors over cloud, nullifying the difference of their 

architecture and environment. Cloud architectural change is 

done in all possible ways to sustain the security makeover 

that are needed to keep cloud safe. Even then, on the other 

side, the vulnerabilities are also on increase, making cloud 

non suitable for very secure process and storage. 

 

The cloud service provider’s view of customers to secure the 

own data has vanished ,as cloud users compare cloud service 

providers with the view of security provided and has the 

option of selecting the one with maximum security potential 

and less history of attacks. Fig. 2 explains the reason for a 

customer using a cloud service and very less of them use it 

for security reasons. The customer evaluates a cloud provider 

with the help of the standards they follow in terms of security 

.Organizations like NIST, IEEE and ENISA had come out 

with different strategies to be followed by cloud providers 

and even updates the standards regularity. The standard 

organizations has also the power to audit the cloud service 

provider, on timely basis about it compelling with the 

specification .The cloud service providers ,most of the time 

follow the standards initially at the time of deployment and 

they slowly lose grip. For example, SP 800-144 is geared 

toward system managers, executives and information officers 

making decisions about cloud computing initiatives and it is 

impossible for these people to take decision according to the 

template as it is not feasible during implementation, tending 

to reduce security eventually [12].This regulatory risks will 

lead to breach of security and privacy as well as legal issues. 

 

Taking in to account, the Service Level Agreement (SLA) as 

a prerequisite for a matured agreement of superior security to 

be provided by Cloud service providers to the cloud users is 

the basis for managing and coordinating services [15]. SLA 

is a written agreement about service levels offered by 

providers to customers [16].Example of these SLA include a 

the Go Grid SLA [5].A traditional SLA covers the elements 

of the Service like Server Uptime, Persistent Storage, 

Network Performance, on time Load Balancing, Cloud 

Storage, Server Reboot, Support Response Time, Domain 

Name Services and Physical Security. Considering all the 

factors into account, most of them deal with performance and 

availability of the cloud service over the security of the 

cloud. This thoroughly states that the SLA is not a big 

exercise for achieving secure cloud service. These issues 

hinder organizations from adopting cloud service, but still 

cloud providers are not addressing the problems [13] [14]. 

 

Lot of research is on cloud security metrics, as traditional 

security metrics can’t be applied for cloud computing. The 

exercises of metrics are classified into strategic support, 

quality assurance and tactical oversight [17] [18]. NIST 

follows three types of metrics [19-30]. While validating the 

metrics that are available as a standard for cloud service 

providers, it is sad to find that most of the attributes are 

dealing with hosting the cloud, availability and not much on 

security. The metrics framework lacks security attributes. 

When the data by the client is stored with the cloud provider 

or the processor who is the sub-contractor and is accessed by 

the client or the processor in a SaaS (software as a service) 

pattern, security breach will lead to dismay to the client more 

than to the cloud provider, as the former vital data or service 

is not available for the point in time. The cloud provider with 

the help of his guiding principle will have a safe lead, on the 

other hand ,the cloud user have to worry about the status of 

data tomorrow and the recovery process time. 

 

 
 

Fig.2. Reasons for organisation using cloud 
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The physical location of the data should also be considered 

as a factor [20], as in several cases the location will be in an 

area with lot of natural calamities and weather severity 

leading to dismay. The knowledge of physical location of a 

public cloud is almost nil to the user when compared to that 

of private cloud users .The cloud essentials of the 

environment, like as VMs, hypervisors, virtual network 

devices, might be regularly relocated for load-balancing 

strategy. In the current scenario there is no assurance for the 

client about the physical security applied across all potential 

locations. There are several approved countries like EU/EEA 

for cloud storage and permission are available for a cloud 

provider to shift inside the continent, the cloud data servers, 

but no strategy is available for the users to know the physical 

location. The client /server data communication is monitored 

using a continuous monitoring system to reduce attacks and 

treats, cloud must also have real-time service level feeds 

including service level dashboards, enabling the cloud user to 

know live status of their data. Regular service level reports 

can be provided to enhance believability. None of the current 

cloud service provider communicates incident reports and 

alerts the cloud user, forecasting the devastations. APIs can 

be installed in users system to live feed the status of their 

data. 

 

The cloud providers have to simulate and test different 

scenarios to improve adaptability .Cloud providers doesn’t 

do this as it incurs extra costs for them per deployment. 

Penetration tests, Backup/failover tests and Data portability 

tests are to be done on a timely basis. Availability has to be 

measured and drills has to be conducted for data availability 

.Scheduled unavailability has to prepared, finding out the 

time with less client activity. This will lead the cloud 

providers to raise the flag when needed. 

 

When an incident happens, the cloud providers don’t analyse 

and classify it, leading it to occur again. Things like, what is 

the relentless incident, how many such incidents have 

occurred and how swiftly did the provider respond, how 

quickly it was detected have to be questioned and analysed. 

Evaluation techniques are not available in abundant with the 

cloud providers to assess the security and categorize the 

cloud providers security .Classifying the providers to 

category will give a lot of suggestion to the user before 

choosing a service provider and the same will also increase 

the growth of newer security protocols and standards. A 

internet and mobile service provider are categorised in such a 

manner to increase fresh competition leading to advantage 

for the uses. Benchmarking their process of deployment and 

security to a standard is not available in the current state of 

affairs and should be brought up. Benchmark score should be 

displayed and listed for the respective cloud providers by a 

forum like cloud security alliance. 

 

IV. CONCLUSION 

As a conclusion of the hypothesis, whether cloud computing 

is safe or not for storage and computing. The answer may be 

it lacks in certain areas of security, being reflected in the 

failing, that are occurring as vulnerability. If the cloud 

security is not taped, measured and optimized, it might limit 

the growth of cloud in coming days. 
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