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Abstract: A color image Chaotic systems are commonly used in cryptosystems because chaotic system is very sensitive to initial
conditions and also have the property of unpredictability as well as ergodicity. We have modified the two dimensional logistic sine
map. This modified two dimensional sine logistic map enhanced the unpredictability and ergodicity. It also enhances the range of
chaotic map. With the help of this modified two dimensional sine logistic map image encryption is performed. In the proposed
technique confusion and diffusion both operations are performed, further to enhance the security level random values are added to the
original image. With the help of simulation results and analysis of security, it can be proved that modified two dimensional sine
logistic map can encrypt several types of images. The proposed algorithm also has the ability to resist from different types of attack.
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l. INTRODUCTION

Many applications used in every aspects of daily routine have
attractive features and easily understandability [1]. Unauthorized
users or attackers can easily gather significant data from image
during transmission over internet. Therefore, numerous research
groups are working in this domain because security of images is
very important. Sensitivity and randomness fulfill the need for a
better cryptographic system. Both randomness and sensitivity
concern is better improved by the chaotic based encryption
techniques. In recent chaotic theories, pseudo random numbers
were generated using one dimensional chaotic map. It was not
capable to counterattack. The iteration time was more. Several
research groups have made the significant contribution in the
recent years to tackle these issues. Researchers introduced the
complex chen system, complex Lorentz system [2], chaotic
Logistic map, diffusion, permutation, XOR, three dimensional
cat map system [3], fusion of maps [4] and some ancient
algorithm. Xu, Li and Hua developed a technique using a bit
level chaotic map [5]. Atta Ullah et.al developed a technique
using substitution boxes [6]. Different cryptographic models for
picture encryption utilizing disorderly frameworks have been
talked about in [7]. Guo et al. [8], He Y et al. [9], Kurths et al.
[10] and Ravichandran et al. [11] as of late anticipated a few
encryption plans utilized various encoding techniques using
different DNA sequence activities. Numerous other presented
different strategies for Fourier [12], discrete wavelet [13] and
various other new transformations [14,15] for image encryption.
Wang et al. [16] uses dna permutation based on the lorenz
system for color image encryption. In this model disordered
succession relies upon the information plain content picture and
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mystery encryption keys. The model can without much of a
stretch break the bit planes of the plain picture by using the
DNA stage and expansion or subtraction tasks. Zhang et al.
discussed an image encryption scheme founded on the mincml
system using dna sequences [17]. Zhang, Wang [18] performed
analysis and improvement using a bit-level permutation and
developed a chaos-based symmetric image encryption scheme.
Liang et al. proposed a chaos-based symmetric image encryption
scheme which uses a bit-level permutation. Zhang, Wang.
Worked on spatio temporal chaos in mixed linear nonlinear
coupled logistic map lattice [20].

Zhang et al. [21], presented a picture encryption conspire
utilizing spatio worldly disorder of blended straight nonlinear
coupled guide cross section. The discussed model improves the
affectability regarding the plain content by using using both
DNA and one-time confusion encryption approach and makes
the framework resistive against different attacks such as
differential attacks, plain text and brute force attacks. Lian et al.,
for image encryption cryptanalyzed the model based on chosen
and known plain text attacks [22,23]. Further, he found that
Arnold's Cat map isn't appropriate in cryptography in the event
that it is connected straightforwardly in picture encryption and
give the spontaneous creation in picture encryption demonstrate
utilizing bit-level change. In correlation with one dimensional
turbulent frameworks, as of late the reasonableness of spatio
fleeting turmoil in coupled guide grid (CML) in picture
encryption models including different types of coupling has been
examined in [24-25]. CML improves the dynamic properties of
a Lorenz system successfully [26-27].
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The rest of the paper is organized as: section 2 discussed the
proposed encryption technique. In section 3 results are
presented. Section 4 gives the conclusion.

Il. THE PROPOSED ENCRYPTION TECHNIQUE

We proposed a two dimensional modified sine logistic map. It
modifies the pixel based on sorting and mixing of different
channels red, green and blue channels. Exclusive-or operation is
performed using random number generated from complex Chen
and complex Lorentz system.

2.1 Chaotic Logistic map

Chaotic logistic map is basically an equation of second degree.
The behavior of chaotic logistic map is derived from the
dynamic equations. This equation can be written mathematically
as mentioned below:

Yn+1 = TYn(1 —yn) (1)
Here the range of is between O and 1. It basically shows
relationship between existing populace to the maximum possible
populace. On the other hand, value of r is chosen in the
intermission [0,4].

2.2 Sine Logistic map

Mathematically two dimensional sine logistic map is defined as
below.

Xiv1 = Y(sin(my;) +3)xi(1 — ;) )
Yier = Y(SIN(Xi41) +0)yi(1-Y;) ()
Here the value of y is within the range of [0, 1] and value of § is
fixed as 3. This two dimensional logistic map is formed using
Sine and Logistic maps. Logistic equation is scaled by using and
then output is given to the input of sine logistic map.

2.3 Modified Sine Logistic map

Mathematically two dimensional sine logistic map is defined as
below.

X.,, = sin(m y(yj+3)xj(1-xj)) 4)
Y,,, = sin(@ y(x. +3)yj(1-yj)) ®)
Here the value of y is within the range of [0, 1] and value of § is
Using sine and logistic maps. Logistic equation is scaled by
using y and then output is given to the input of sine logistic map.
Modified two dimensional sine logistic map has more
complicated output in comparison to the logistic map and sine
map.

2.4 Trajectory

In case of dynamical systems, trajectory depicts the way of its
yields. Fig. 1.1 shows the trajectories of two dimensional logistic
map. Fig. 1.2 depicts the trajectories of two dimensional sine
map. Fig. 1.3 depicts the trajectories of two dimensional
modified sine map. In all trajectories the native values are set as
(0.1, 0.2) and parameters are set in such a way that chaotic map
could distribute in larger area. It can be seen from figures 1.1,
1.2, 1.3 modified sine map distributed in complete range. It also
has larger area in comparison to other maps. so it can be
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concluded that two dimensional modified sine map shows better
ergodicity and more arbitrary.

Fig.1.1 Logistic map with parameter r =1.19

66 o

Fig. 1.2 Sine map parameters o = 1, =3

Fig. 1.3 Modified Sine map parameters y =0.89, & =3

2.5 Lyapunov exponent

Lyapunov exponent (LE) is used to measure the behavior of
chaotic system. Lyapunov exponent (LE) define the degree of
divergence in case of two nearby trajectories. When the value of
Lyapunov exponent (LE) is positive then difference of the
divergence of two trajectory increases in each iteration. so it can
be concluded that scheme is chaotic if Lyapunov exponent (LE)
is positive [28].

2.6 Kolmogorov entropy
This is basically an entropy which define the randomness of
data. Its mathematical definition is given as

KE = limit T L limit K,z (¢), (6)
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Where t—0, e—(0, Mm—o  m is the embedding dimension,

Km,z (€) =—p(iy, iy ..., i) log p(iy, iy, ..oy i ),

Where Km_ (¢) represents the joint probability of correctly
predicting the trajectory partition [29].

2.7 Diffusion Process

In encryption technique diffusion method is introduced due to
the following reason: firstly, it basically discretizes the chaotic
map non-invertible. Second one, it spread the effect of every
single bit of the original image over ciphered image [30]. So it
can be concluded that diffusion process is essential for a secure
encryption algorithm otherwise attacker can disrupt the
cryptographic system simply by comparing the pairs of cipher
text and plaintext to gather fruitful information. Hence xor with
mod operation is introduced in this encryption technique [31-
33].

2.8 Proposed Encryption Technique

The basic approach to encrypt the color image is to shuffle the
pixel position and hide the pixel value using different
techniques. In the proposed techniques we have used multiple
approaches. The image of size 256x256 is used to define the
encryption procedure. It is six steps process.

Step 1: First of all, a secret key of 232 bits is generated with the
help of modified two dimensional sine logistic map.

Step 2: Modified two dimensional sine logistic with the help of
secret key generate four chaotic matrices S1, S2, S3 and S4.

Step 3: Arbitrary values are added to the surroundings of
original image.

Step 4: Diffusion operation is performed as it changes the
pixels’ values.

Step 5: Confusion operation is performed as it shuffles the
pixels’ positions.

Step 6: Step 4 and 5 i.e. diffusion and confusion are repeated
four times.

I11. RESULTS AND DISCUSSION

Our experiment has been conducted under MATLAB (R2013) in
a computer with the Windows 7 Professional (32-bit) operating
system. An encryption scheme is contemplate as good if the
encryption scheme combats all types of identified attacks.

3.1 Secret key

To withstand from brute force attack, secret key should have in
the proposed encryption algorithm, we have used 232-bit secret
key that is enough to fulfill the criteria of key space. In spite of
having larger key space, secret key must be very subtle in
encryption and decryption process, image also be totally
different from the original image.

As depicted in Fig. 1.5 below, when original image is encrypted
with different keys i.e. K1, K2 and K3 respectively, then
obtained encrypted or ciphered images are completely different.
Thus it can be concluded that modified sine logistic map is
highly perusal to transmute of its secret key. For both encryption
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and decryption processes, it shows the key sensitivity perusal.
K1 is the original key, K2 and K3 are secret key with the
difference of one bit, where-

K1=Q12W13E14R56T78Y80U890610780PA4321SD6545FGH
J678KLZXCVBNMSO,
K2=Q12W13E14R56T78Y80U890610780PA4321SD6545FGH
J678KLZXCVBNMSL,
K3=Q12W13E14R56T78Y80U890610780PA4321SD6545FGH
J678KLZXCVBNM82

IC,<,l

Fig.1.5: Image encrypted and decrypted with same key, with
one-bit change key and difference of decrypted images with one-
bit difference.

3.2 Analysis to withstand chosen - plaintext and chosen cipher

text attacks

There are two different types of security attack models viz
chosen plaintext and cipher text attack in cryptographic system.
With the help of chosen plaintext attack to encrypt the image and
attacker analyze the cipher image or on the other hand with the
help of cipher text attack, attacker retrieves the original image.
Finally, attacker can easily find a relation between cipher text
and plaintext or even attacker can retrieve the secret key if it is
not secure enough. In modified sine logistic map specific
structure is defined to resist the chosen plaintext and cipher text
attack.

3.3 Statistical analysis
Shannon introduced confusion and diffusion to annoy the
powerful attacks. Hence statistical attacks can be resisted.

Histograms of encrypted images

Lena image of size 512*512 is selected with several 256 grey-
scale images having dissimilar contents. After that their
histograms are calculated. Figure 1.6 shows histogram of
ciphered image and original image. It can be seen that histogram
of cipher image is homogeneously disseminated that is contrary
from the plain image or original image.
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all courses but for the encrypted image dotted points are
dispersed over the complete plane image. Further table 1 shows
the correlation coefficient.
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Table 1: Correlation coefficient for Original image and

Ciphered image

Figure 1.6: Histograms of the plain image and ciphered image

3.4 Analysis for common attacks

When any cryptography algorithm is developed, it is needed to
examination its performance by exposing it to dissimilar kinds of
attacks. The common attacks that the cipher image may confront
are Gaussian, salt & pepper, Poisson and speckle. Gaussian
attack is effectuated with zero mean and 0.001 variance. In all
cases the image can be procure with decent SNR and SPCC
values. The decrypted image before and after the attacks on
ciphered image are depicted in Fig. 1.7.

Fig.1.7:a) Gaussian b) Poisson c) Salt & pepper d) Speckle

3.5 Correlation analysis

This is defined as a catalog to quantify the image randomness. In
case of plain images adjacent pixels are highly correlated in all
courses i.e. horizontal, vertical and diagonal direction. But
highly correlated adjacent pixels are more prone to attack. In
Order to resist attacks, correlation of adjacent coefficient in
horizontal, vertical and diagonal direction should be very less in
ciphered image. We selected 1500 pairs of two adjacent pixels
arbitrary in all direction.

Correlation coefficient for plain image is close to one on the
other hand correlation coefficient for encrypted or ciphered is
nearly to zero along all directions. It can be concluded that
ciphered image has high randomness. It can be seen in the fig.
1.8 that the dotted points are positioned along the diagonal. It
shows high correlation of adjacent pixels of plain image in the
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Orientation Original Ciphered
Image image
Horizontal 0.9577 0.0015
Vertical 0.9799 0.0015
Diagonal 0.9421 0.0027
%” K /\’ %’”“i"‘
;a. r.:'.“ § ‘ ‘
e ‘

Fig. 1.8 Correlation of red, green and blue channel in original
and in cipher image
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1V. CONCLUSION

In the proposed work an innovative two dimensional modified
sine logistic map has been developed. It is developed with the
assist of logistic map and sine map. Then phase plane is
comprehended from one dimension to two dimension.
Trajectory, Lyapunov exponent and Kolmogorov entropy were
evaluated to prove the ergodicity, extended chaotic range and
unpredictability. Using two dimensional modified sine logistic
map , an image encryption technique is developed. It basically
has three main steps i.e. addition of pixels, diffusion and
confusion. The addition of pixels to the original image results
into different ciphered image. Four times diffusion and
confusion is applied to support the diffusion and confusion.
Security analysis and simulation results proved that modified
sine logistic map can encrypt several types of images into higher
security level.
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