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Abstract— Due to the sharing of distributed resources through an insecure network in an open environment, cloud faces
security issues therefore easy access of data is possible from anywhere. Also due to many reasons security and privacy, issue
arises at the same time. Increasing demand of resources and development of new technology are the reason for the open and
shared data storage. Therefore, this condition needs the secure data storage services in cloud environment. In the public cloud
environment, the service provider is not the trusted provider. Different security issues for data in cloud environment is
proposed in this paper with some methods for security services such as confidentiality, authorization and authentication.
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. INTRODUCTION A. Cloud Computing

Clouds model are integrated with various technologies like
web services, virtualization, and for management of
applications service level agreement are used (SLA). Many
customers service providers are turned towards cloud
environment because of rapid growth in technologies. For the
network connectivity, different cloud services are used by the
military, commercial system and government to get the
availability of high services to the user. The future of IT
sector is visualized in cloud computing. Cloud computing is
the integrated form of virtualization and automation. It aims
as differentiating operating system from the hardware. It
provides pay as peruse service, which is scalable. Services

B
7 . . . E Router
can be easily accessible in cloud by anyone. It is not /
B
g ]
il
il

Cloud Computing

Servers Virtual Desktop ~ Software Platform  Applications Storage / Data

=] Lo W& ¥

completely secure because of its open nature but needs to be
secure for the security purpose. Private cloud is owned and .
used by an organizations with limited services and limited —
accessibility to system and is limited to a particular
organization. Due to its private nature, it is more secure than
public cloud. Hybrid cloud is the combination of public and
private cloud; public cloud performs non-critical activities
and in private cloud performs critical activities. Advantages
for secure applications are taken by organizations for the
deployment model on private cloud. For the cost benefit,
applications data are shared. Community cloud is like a
private cloud in which group of organizations are serve with
the services.
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Figure 1. Cloud Computing

Cloud computing is the shared pool of resources which is
open and is vulnerable. It is popular because of its wide use
and massive storage. In cloud, data can be stored and
retrieved. User can use its services and access resources.
Technology servers their customers with different services
with providing secure data. Cloud computing is also a data
center, a cloud data center. Here, sharing and storing of data
can be possible by user from anywhere at any time but with
the availability of internet. Large data emerges from many
websites and these data is to be stored somewhere at
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particular place, these websites carrying a bulk data are e-
commerce websites, social networking sites and also
arrangement of these data are very important. Over an
internet, users are serving with the on demand services.
Service like deploying, storing, configuring and sharing can
be achieved. Large data of networking sites, emails etc. are
stored in cloud.

B. Cloud security can be achieved using following terms:

1. Data Security: The identity access management can
achieve Data security, risks of multi tenancy, availability
and backup, data privacy and security.

2. Physical Security: Data location, server, storage and
network are calculated in physical security.

3. Organizational: Organization with resource planning,
change management and malicious insider, which is
important to detect.

4. Technological: Application development, portability,
lack of interoperability standards is essential in
technological security.

5. Compliance & Audit: Compliance and audit consisting
of legal challenges, business continuity and disaster
recovery.

Organization of paper follow in such a way that, Section |
consist Introduction for the topic on which work is
proceeding. Section Il contains related work on which
research has been done previously by authors. Section Il
contain the problem of the work on which the proposed work
is established, Section IV contain methodology of the work.
Section V concludes conclusion and future implementation
of research.

1. RELATED WORK

Algorithmic approach is described in this related work with
the techniques and mitigation approaches for basic
improvement.

Bih-Hwang Lee [1] proposed a possible method to encrypt
data is Advanced Encryption Standard (AES). Similar to
cloud computing, Heroku was implemented by author in the
proposed work. Some of the highlights of this work is as:

. For implementation of data security in Heroku, author
used AES algorithm.

. AES is used for data security as a cryptographic
algorithm

. Calculation of delay time in encryption shows large
data size with increased delay time.

Cloud computing [2] illustrates different attributes, which are
elaborated below:

1. Self-requisite of resources: Requirement includes
processing capabilities, storage, software and other
provision for network services.

2. Shared Resources: It includes corporate models for
which shares resources, multiple users in same network
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shares resources at different levels like application, host
and network level.

3. Scalability: Scalability is the ability to manage
thousands of systems, storage and manage large
bandwidth.

4. Resistance: Promptly escalation and
resources as per user requirement.

5. Pay-per-use: It is cost effective in term where, use have
to pay for the used resource.

reduction of

Deyan Chen et al. [1] described about security in cloud and
research about it with its drawbacks. Cloud security
applications are designed and its significance are analyzed
and discussed in multiple dimensions. This approach
suggests that the technology is not completely adopted till
now. The advantages and disadvantages of cloud security, its
complete architecture is discussed.

Vishwanath S Mahalle et al. [2] performs the security
measures with the use of three keys. Logic of this says that if
one key compromise then the other key will not permit user
maintain the security by using three keys, the logic behind
the work is that even if one key will be comprised the other
two key will not allow the user to get into the system. In this
work, the security is applied at administrator end as well in
order to have secure transaction.

Chang et al. [3] proposed about the platform for financial
software as a service (SaaS) and about security framework in
cloud. He demonstrated that the financial services on cloud
can be achieved by the following features like scalability,
flexibility, reliability, security, accuracy, speed and
probability. The author mainly concluded about the financial
service on cloud and how it can be achieved using SaaS or
framework.

I1l. PROBLEM DOMAIN

Problem faced in the proposed work is security issue. This
type of issue arises due to the open nature of cloud where
there is easy to access any data. In public cloud environment,
anyone from anywhere can access resources and use service
on demand. The data access in is the form of plain text,
which can be easily accessed.

The proposed approach used in our work is for protecting the
private data. Data protection is essential for the purpose of
authentication. If any user “A” stores his data in cloud and
another user “B” want to access that data for any malicious
activity then the data of user “A” should be secured, so that
no one can access it. In most of the research homomorphic
encryptions are used on the data mining approach to encrypt
the data but for the better security, we have used hybrid
approach in our paper.
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IV. PROPOSED METHODOLOGY

Methodology says that proposed model ensures security by
encrypting data automatically with using vigorous algorithm
that gives accurate and fast result. Methodology includes
MDS5 to achieve integrity, ECC to achieve authentication and
Blowfish to achieve confidentiality. The complete encryption
process has been shown in below figure.
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Figure 2. Encryption Process
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Encryption process helps us to implement data privacy and
keep data confidentiality safe.

The complete decryption process is shown in figure 2.
Encryption and Decryption process is performed using
different algorithms. Integrity is calculated using MD5,
Authentication using ECC and Confidentiality using
Blowfish. Similar steps will be performed for decryption.
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Figure 3. Decryption Process
V. CONCLUSION AND FUTURE SCOPE

Presented work focuses on security of data in cloud using
different encryption and decryption algorithms. In addition,
the security services like authentication, authorization,
confidentiality and integrity is required to accomplish for
proper accuracy. This mechanism of using encryption and
decryption algorithm with security service leads to genuine
flow of architecture. The article proposed solution using
ECC and Blowfish and are combined to form hybrid
approach to achieve authentication. No other user can access
data of another user of cloud with detecting suspicious
activity in cloud.
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