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Abstract—Wireless sensor network are autonomous nodes which monitor and communicate the sensor data to central unit 

through wireless network. There devices are installed in the remote areas and used for communicate sensitive information in 

different application such as smart grids, MANET. The attackers attack on these nodes to extract information or modify. In this 

paper, various attacks and its countermeasure technique such as cryptography algorithms are studied and comparative analysis 

is done for the wireless sensor network. From, the analysis found that symmetric and asymmetric ciphers are hybrid which 

provide authentication and confidentiality but increased the resources requirement. But, the wireless sensor nodes are battery 

operated and low memory available. Therefore, we recommend in the future work preferred lightweight cipher and different 

modes of authentication such as CCM, counter mode to enhance the performance on wireless sensor network. 
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I.  INTRODUCTION 

 

The wireless sensors deployment in the various applications 

such as smart grids, E-healthcare, MANET networks is 

increased exponentially in the last few decades to improve 

performance and maintain the network reliability. The 

wireless sensor network includes large number of sensors 

placed in the harsh environment [1]. The sensor nodes are 

wireless connected and no physical protection is provided. 

Hence, more prone to the various attacks. These attacks are 

briefly explained below [2]. 

 Flooding Attack 

In this attack, the attacker sends continuously sending request 

to the sensor nodes. On each request, node assign some 

resources to one request and continuously assigned resources 

complete the memory stack. 

 Black Hole Attack 

The attacker places the malicious node in the network which 

shows the shortest/ optimize path for data routing and number 

of adjacent nodes tries to communicate data through this 

node, this result message captured. 

 Node Replication Attack 

In the wireless sensor network, each node has unique ID 

through message is communicated in the optimized way. The 

attacker designed the sensor node device with same unique 

IDs which disturb the whole routing in the network.  

To overcome these attacks, various cryptography encryption  

 

and authentication algorithms are used in the wireless sensor 

network for secure routing, data integrity, and freshness of 

the data [3]. The cryptography algorithms are separated into 

symmetric and asymmetric algorithms. The symmetric 

algorithms provide encryption and used for large amount of 

data encryption. On the other side, asymmetric algorithms are 

used for data authentication and mostly deployed in securing 

the symmetric keys in the sensor network. Further, the 

symmetric and asymmetric algorithms are hybrid to provide 

encryption as well as authentication in the network [4,5].  

The cryptography algorithms are used in wireless sensor 

network are studied and reviewed in this paper. Next, the 

comparative analysis of various algorithms is done on the 

basis of block size, key size, and remarks. In last, the 

conclusion is drawn and some future direction is defined 

which helps other authors to contribute their work in the field 

of wireless sensor network security.  

The next sections of the paper are defined as follows. 

Section II defined the literature survey on wireless sensor 

network security algorithms, section III defined the 

comparative of various algorithms is drawn, Section IV 

explained conclusion and future work.  

 

II. LITERATURE SURVEY 

 

The various cryptography algorithms used in wireless 

sensor network are reviewed and analyze in this section. The 

review is sub-divided into three parts. 
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A) Symmetric Cipher for Wireless Sensor Network 

Prathamesh, et al. [6], used the 3DES algorithm with honey 

encryption to resolve malware attack in the wireless sensor 

network.  

Cristina Panait and Dan Dragomir [7], used AES algorithm 

for wireless sensor security. They have done various modes 

of implementation for AES algorithm and optimized it for 

ATmega128RFA1 microcontroller. In last, they have shown 

that their design is fast and more energy efficient as 

compared to other software implementation. 

Priyadharshini, et al. [8], for data confidentiality in the 

wireless sensor network using the Blowfish algorithm. The 

algorithm is simulated in Proteus software.  

Kumar, et al. [9], designed 128-bit NLFSR (non-linear 

feedback shift register) stream cipher for wireless sensor data 

security. The designed hardware implementation is done on 

FPGA virtex board and synthesize result show its consume 

144 slices.  

Toru Akishita and HarunagaHiwatari [10], developed 

CLEFIA for resource constraint device such as wireless 

sensor nodes. Their architecture hardware efficient and for 

encryption/decryption same architecture used.  

 

B) Asymmetric Ciphers for Wireless Sensor Network 

Abduvaliev, et al. [11], deployed the lost cost authentication 

and integrity algorithm for wireless sensor security due to 

less memory and computation required as compared to other 

ciphers. They used the Hash and Diffie Hellman algorithm 

for authentication and pre-sharing the secret key between 

transmitter and receiver.  

Sreevidya, et al. [12], deployed RSA algorithm for wireless 

sensor network to resolve false data injection attack. The 

algorithm is simulated in NS-2 simulator. 

Verma, et al. [13], have done the performance analysis of 

cryptography asymmetric algorithms such as RSA and ECC 

for wireless sensor network. Next, designed the code in the 

MATLAB.  

Eldefrawt, et al. [14], designed a protocol which authenticate 

the broadcast messages in the wireless sensor network. They 

have used the nested hash and Chinese reminder 

theorem(CRT) for this purpose. The nested hash function 

which provide seed point generation and key generation in 

the logic then further CRT employed. There are number of 

advantages of their technique such as no time synchronization 

required and non-restricted key generation.  

Liu, et al. [15], due to precise constraint area and memory of 

wireless sensor network lightweight cryptography algorithms 

are required. Hence, they deployed Elliptic Curve 

Cryptography algorithm for wireless sensor network and 

implemented on 8-bit AVR processor. Their proposed 

technique support Montgomery multiplier and various key 

sizes 160, 192, 224, and 256 bits.  

 

C) Hybrid of Symmetric and Asymmetric Ciphers 

Parrilla, et al. [4], designed an ECC-AES co-processor key 

support algorithm which provide security and privacy in the 

wireless sensor network. The algorithm is hardware 

implemented on Spartan 6 device and consume very less 

resources in terms of 2101 LUTs. 

RawyaRizk and Yasmin Alkady [16], designed 2 phase 

hybrid security algorithms. In the first phase data is encrypted 

using AES and ECC algorithm. In the second phase to 

provide authentication and integrity RSA and MD5 algorithm 

are used. The algorithm is simulated on NS-2 software and 

their proposed technique is robust to different attacks.  

Bisht, et al. [5], to provide confidentiality, integrity, and 

authentication hybrid the AES and RSA algorithm. In the 

AES algorithm the initialization key is generated using 

Arnold algorithm. The hybridization is provided double layer 

of security.   

M. Senthil Murugan and Dr. T. Sasilatha [17], to provide 

maximum key lifetime, reduced power level and improve 

security used the AES and stream cipher RC-4 algorithm for 

data encryption. The input stream is divided into two half. On 

the left half, AES algorithm and in the right half, RC-4 

algorithms are used.  

R. Sharmila and V. Vijayalakshmi [18], proposed hybrid key 

management scheme by hybrid the genetic and hyper-elliptic 

curve cryptography (HECC) algorithm. In their proposed 

work, the genetic algorithm generates the symmetric keys and 

their key seed point is generated using HECC. Their 

technique provides energy efficiency, key refreshment and 

less resources. 

Tzonelih Hwang and ProsantaGope [19], designed robust 

stream cipher mode of authentication using PFC-CTR and 

PFC-OCB. In their algorithm the key is generated using block 

cipher AES. They have resolved number of attacks such as 

chosen plaintext attack, known plaintext attacks. In last, they 

have shown that their design provide less computational head 

as compared to other encryption authentication scheme.  

  

III. COMPARATIVE ANALYSIS OF CRYPTOGRAPHY 

ALGORITHMS FOR WIRELESS SENSOR NETWORK 

 

In this section, various cryptography algorithms used in the wireless sensor network are compared as shown in Table 1-3.   

Table 1 Comparative Analysis of Symmetric Cryptography Algorithms for Wireless Sensor Network 

Reference Algorithm Structure Block Size Key Size Remark 

[6] DES Substitution-Permutation 

Network 

64 56 Small Key size so easy to break. 
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[7] AES Substitution-Permutation 

Network 

128 128,192.256 Fast Encryption, NIST 

Recommended 

Large number of S-boxes required. 

[8] Blowfish Feistel Network 64 32 to 

448bits 

Same architecture used for 

encryption/decryption 

[9] NLFSR ---  128 Simple operations  

[10] CLEFIA Feistel Network  128 128,192.256 Same architecture for 

encryption/decryption 

Less Number of Rounds 

 

Table 2 Comparative Analysis of Asymmetric Cryptography Algorithms for Wireless Sensor Network 

Reference Algorithm Key Size Remarks 

[11] Hash 32,64,128,256 Same mathematical function 

applied between transmitter and 

receiver for authentication 

purposes.  

[12] RSA 512,1024,2048 

bit  

Large size key required for data 

security. 

[13] RSA & ECC  Lightweight authentication 

algorithm and its key size 163 bit 

provide same security as 

compared to RSA 1024bits. 

[14] Hash and Chinese Reminder Theorem   

[15] ECC 160,224,256, 

384,521 

Used for authentication and key 

generation 

Table 3 Comparative Analysis of Hybrid of Symmetric-Asymmetric Cryptography Algorithms for Wireless Sensor Network 

References Algorithm Remarks  

[4] AES_ECC Hybrid of Symmetric and Asymmetric provide 

confidentiality and authentication but increased the 

computation and resource requirement. 
[16] AES_ECC_RSA_MD5 

[5] AES_RSA 

[17] AES_RC4 

[18] Genetic Algorithm_HECC 

[19] PFC-CTR and PFC-OCB, AES Provide encryption and authentication without any 

overhead on resources and computation.  

 

IV. CONCLUSION AND FUTURE RESEARCH DIRECTIONS 

 

In this paper, various symmetric and asymmetric cipher and 

their hybridization analysis is done for the wireless sensor 

network. The Table 1 analysis show that symmetric cipher 

are fast for data encryption and preferred for bulk amount of 

data encryption and provide confidentiality. Further, 

conventional symmetric ciphers such as AES, Blowfish 

provide security but required large memory. In the Table 2, 

asymmetric algorithms are used for data authentication but 

consume large amount of resource because of large key sizes. 

In the asymmetric, RSA and ECC is most preferred 

algorithm. ECC algorithm provide same level of security in 

small key size as compared to RSA. In the last Table 3, to 

provide confidentiality and authentication, symmetric and 

asymmetric ciphers are hybrid which consume maximum 

resources. We have also defined some future work on which 

further work can be done.  

 Prefer lightweight cipher for wireless sensor network 

which consume less memory.  

 

 As defined, to provide confidentiality and authentication, 

symmetric and asymmetric algorithm is preferred which 

increased memory required. Therefore, in place of 

hybridization various modes such as counter modes, CCM 

modes prefer in symmetric cipher.  
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