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Abstract- Several Symmetric Key based algorithms exist for securing data of big size. In Order to investigate the efficient one , 

performance analysis is often desirable activity over variety  of parameters including number of cores or processors. In present 

work one symmetric key algorithm has been considered for analysis for n=1( Serially) and (n =2)  for Parallel analysis, (where 

n is number of core). The relative gain of  serial implementation and  tested for efficiency indicates that encryption of data 

chunks in parallel is the for blowfish algorithm. The findings in this study provides a useful direction to users and designers of  

low power handheld devices and IOT to exploit  faster encryption  and decryption of  data with more number of cores. 
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I. INTRODUCTION 

For exponential growth of digital data various active 

systems are generating data on computing and storage, 

cloud  and IOT based computing services. Moreover, 

conventional  IOT is enabled with  set of connected 

things { Parts of computers, Networks, Monitors, 

Controllers, technologies}able to share information 

using Communication Technologies = { device to 

device, device to gateway, device to cloud, back-

end,data sharing components} is generating information 

[1].  

  Further, most recent Consumer electronics ( IoT 

enabled products) and home automation(smart home),  

use of Internet and  energy efficient  data sending and 

receiving devices [2] .The increased connectivity of 

devices, results into the growth of security and privacy 

vulnerabilities due to the poorly secured applications, 

services, and devices [3]. Less Processing power 

requirement of  critical applications of digital and 

embedded devices leads to  vulnerable system, to 

common malwares of personal computers. In other 

words restricted computing power of the devices, 

device cost, completion in the market etc [4]. Making 

exponential usage rate of everyday applications  , 

trusted computing, and applied cryptography have not 

been integrated on them. 

During analysis of algorithm for security of 

information  the consideration of analysis of the applied 

suites and parameters like  processing power,  memory 

resources, and power availability are considered. 

During this analysis  cryptographic models and security 

schemes  are  unclear, so detailed analysis is needed, in 

order to be ensured, for applicability in  the specified 

resources of IoT [5]. specialized investigation is also 

required for hand held ,portable devices[6] together with key 

management is  issue in future designs of these devices.[7]  

In order to ensure  secure end-to-end N/W data 

exchange for M2M and IoT devices with its Lightweight 

Stream Encryption Technology [10] has been demonstrated 

in Figure 1.0. The symmetric key generated by the model of 

figure 1.0 will produce secure encrypted data for IOT 

enabled system. 

Figure 1:  Application of Symmetric Key for IOT based 

Cryptosystem. 

 

II. BACKGROUND AND RELATED WORK 

In [19] a tool has been discussed for performance analysis 

the time consumed by a symmetric-key encryption or 

decryption technique to encrypt or decrypt some data with 

some key with variable file size , data size, key size, 

processor load, device configuration etc. This work 

computes the encryption or decryption time taken by DES, 

3DES, BLOWFISH , TWOFISH symmetric-key encryption 

techniques [20, 21] to encrypt or decrypt data possessing 

different size with a fixed size key and also in the case of a 

fixed size data with keys of different sizes to analyze the 

excellence of a technique in some circumstance that aids in 

the comparative study of an encryption technique and make 

us choose  the efficient one. This needs in choosing an 

encryption or decryption technique to encrypt or decrypt 

some data with some key 

 

IV. RESULTS AND DISCUSSION 

The results in the table below were obtained by evaluating 

the time taken when data strings of variable lengths (64, 128, 
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256, 512, 1024 in Kilobytes) were enciphered and 

deciphered in the following scenario: 

 

1. Serial Implementation 

2. Parallel Implementation 

 

Table 1. Comparison of encipher time (Seconds) for 

various file size( in kilobytes) 

Input size 

in 

kilobytes 

Serial 

Implementation 

Parallel 

Implementation 

64 9.10882 3.3151 

128 17.894 6.3015 

256 35.8313 12.3893 

512 71.3537 24.9056 

1024 142.7755 53.8180 

 

Table 2. Comparison  of decipher in kilobytes – time in 

seconds 

Input size in kilobytes Serial Parallel 

64 8.53390 3.3133 

128 16.9896 5.9965 

256 33.9818 11.8374 

512 67.7031 25.0277 

1024 135.1450 52.3342 

 

Table 3. Comparison of parallel implementation – 

encipher – in seconds 

Data in KB Number of Workers 

4 3 2 1 

64 3.3151 4.1413 5.2268 9.10882 

128 6.3015 7.5946 10.0691 17.894 

256 12.3893 14.8538 20.173 35.8313 

512 24.9056 29.3676 40.1785 71.3537 

1024 53.8180 61.0181 81.2044 142.7755 

 

Table 4. Comparison of parallel implementation – 

decipher – in seconds 

data 

( KB) 

Number of Workers 

4 3 2 1 

64 3.3133 3.7135 4.93184 8.53390 

128 5.9965 7.19505 9.62411 16.9896 

256 11.8374 14.2718 19.0550 33.9818 

512 25.0277 38.5027 38.3164 67.7031 

1024 52.3342 59.4039 76.1798 135.1450 

 

It can be observed from the tables that the parallel 

implementation gives higher throughput than the serial 

implementation and the efficiency of the parallel 

implementation increases with increase in the number 

of workers. 

V. CONCLUSION 

In order to achieve better results, flexible combined mode  

supports for encryption and authentication need to be 

explored[8].optimal cipher generation with  efficient 

implementations and low effort is to be seen, which 

otherwise could be easily broken, with current or near future 

computing power. To enhance IOT enabled  systems 

cryptographic purposes  and analysis is desirable and need to 

be assessed frequently [9]. 

       In this paper we present a comparison between the serial 

and parallel implementations of the Blowfish Algorithm. The 

parallel implementation was then tested over systems with 

different number of cores. The implementation integrates a 

parallel execution of the F function along with dividing the 

data into chunks of 64 bits and processing them parallelly. 

The results show that parallel implementation provides better 

performance than the serial implementation and this 

implementation gives a higher throughput when the number 

of cores are increased, thus making the implementation 

useful in scenarios where there are a large  number of cores. 
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