
 

  © 2018, IJCSE All Rights Reserved                                                                                                                                       1100 

International Journal of Computer Sciences and Engineering    Open Access 

 Review Paper                                         Vol.-6, Issue-6, June 2018                                  E-ISSN: 2347-2693 

                 

Review of Hybrid Intrusion Detection System
 

S. Soni
1*

, P. Sharma
2 

 

1
*Dept. of Computer Science and Engineering, I.K.G.PTU, Kapurthala, Punjab, INDIA 

2
 Dept. of Computer Science and Engineering, I.K.G.PTU, Kapurthala, Punjab, INDIA 

 
e-mail: sonalisoni0707@gmail.com, Sharma_pooja@live.com 

 
Available online at: www.ijcseonline.org  

Accepted: 07/Jun/2018, Published: 30/Jun/2018 

Abstract- Insurance of computer assets and put away archives is a vital issue in this day and age. Intruders have made 

numerous triumphant endeavors to topple esteemed organization systems. In spite of the fact that the present security 

arrangements, for example, firewalls and hostile to infection programming have their critical parts in securing associations 

however they don't identify a wide range of attacks of the present digital world. Intrusion detection is a system used to identify 

different attacks on a system. There are numerous Intrusion detection Systems (IDSs) accessible today. This paper gives a brief 

introduction about intrusion detection system and its components. Further, classification of intrusion detection system is 

discussed. Also various researches done in previous years are discussed. 
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I. INTRODUCTION 

 

Intrusion detection System (IDS) is a kind of security 

administration framework for computer and systems. An 

IDS reviews all outbound and inbound system activity and 

discover the dubious examples that may point to a system or 

framework intrusion or attack from somebody endeavoring 

to break into or assuagement a framework. IDS assembles 

and watched data from various zones inside a system of 

frameworks to discover plausible wellbeing breaks, which 

contain together called intrusions (attacks outside from the 

affiliation) and misuse (attacks from inside the affiliation). 

IDS utilize weakness evaluation, it is an ability which is 

plan and created to assess the security of a system. 

Information mining methods can be utilized to identify 

intrusions. Uses of information mining have introduced an 

accumulation of research endeavors on the utilization of 

information mining in PC security. With regards to security 

of the information we are searching for the data whether a 

data security break has been experienced. This information 

could be gathered in the point of view of finding attacks or 

intrusions that expect to break the protection and security of 

administrations, data in a framework or on the other hand, 

with regards to finding proof left in a PC framework as a 

feature of criminal action [1]. 

Because of the attacks happening in the framework by the 

intruders, it causes monetary misfortune, social misfortune, 

crashes the framework or loss of privacy, integrity and 

accessibility (CIA). In this way, there is a solid need of IDS 

to deal with these issues and keep these sort of misfortunes. 

Firewall shields the endeavor from the unapproved get to or 

pernicious attacks. Firewalls are utilized to keep the  

 

framework from noxious attacks however new sort of 

atacks are there which infiltrate through the firewalls, so 

IDS is utilized to distinguish a wide range of attacks 

happening on the system [2]. 

 

 
Figure 1: Intrusion Detection System [2] 

Rest of the paper is organized as follows. Section 2 

describes basic intrusion detection system and its 

components; section 3 presents types of intrusion detection 

system and section 4 presents background study. Finally 

section 5 concludes the paper. 
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II. INTRUSION DETECTION SYSTEM 

Intrusion detection is characterized as the way toward 

checking the events happening in a computer framework or 

organize and investigating them for indications of 

intrusions, characterized as endeavors to trade off the 

classification, honesty accessibility or to sidestep the 

security system of computer or system [3]. 

 

 
Figure 2: Components of Intrusion Detection System 

 

Figure 2 shows main components of intrusion detection 

system.  

Data Collector: The data collector is in charge of collecting 

& giving the review information that will be utilized by 

next part to decide. Information utilized for recognizing 

intrusion ranges from client get to example to organize 

packet level highlights. 

Analyzer detector: The analyzer or the intrusion detector is 

the center segment which dissects the review examples to 

distinguish attacks. This is a basic part and a standout 

amongst the most looked into. Different methods are 

utilized as intrusion locators. 

System Profile: The framework profile is utilized to 

describe the ordinary and unusual conduct. It is the learning 

base for attacks, setup data about the present condition of 

the framework and review data portraying the occasions 

that are occurring on the framework.  

Response Engine: The response engine controls the 

response system and decides how to react. The framework 

may raise a caution and answer to director or may obstruct 

the source of attack [3].  

 

III. TYPES OF INTRUSION DETECTION 

SYSTEM 

 
Figure 3: Classification of Intrusion Detection System 

Figure 3 shows the classification of intrusion detection 

system [3]. 

Host Based IDS: In HIDS, the essential intention is 

observing state and dynamic conduct of computer. It looks 

at all exercises like examine parcel on arrange focused at 

have. HIDS distinguish what assets are being utilized and 

which program gets to those assets. In the event that any 

alterations happen on the system, alarms are sent to 

framework executive [2]. 

Network Based IDS: The primary capacity of network 

based IDS is to screen and examine the system movement 

for any conceivable intrusions. Intrusions ordinarily happen 

as strange examples. The Network based IDS (NIDS) 

peruses all the system parcels or net streams to discover 

designs [4]. 

Misuse IDS: It utilizes different coordinating procedures to 

discover a match between framework exercises and as of 

now known attack marks put away in the database. It is 

additionally called Signature-based method [5]. 

Anomaly IDS: Anomaly based IDS distinguishes the 

practices of client and framework exercises. Initially, It 

make profiles of clients, servers and all the system 

associations utilizing the known ordinary practices and after 

that produces caution if the new information digresses from 

the information as of now put away in the database of client 

and framework profiles [5]. 

Hybrid IDS: Previous research work on intrusion 

recognition frameworks recommended that the intrusion 

identification abilities can be enhanced through a half and 

half approach comprising of both mark location and 

additionally inconsistency discovery. In such a mixture 

framework, the mark location procedure recognizes known 

attacks and the inconsistency recognition system 

distinguishes novel or obscure attacks. 

IV. BACKGROUND  

With the expanded measure of system innovation and 

throughput normal for organize the security parameters, for 

example, IDS, IPS, firewall, UTM has gained a ton of 

consideration in study and survey the best in class. Here we 

will examine about the different IDS proposed by different 

researchers. 

Aljawarneh et al. [6] built up an upgraded J48 calculation, 

which utilizes the J48 calculation for enhancing the 

discovery exactness and the execution of the novel IDS 

method. This upgraded J48 calculation supposedly helps in 

a powerful discovery of plausible attacks which could 

imperil the system classification. For this reason, the 

scientists utilized numerous datasets by incorporating 

distinctive methodologies like the J48, Naive Bayes, 

Random Tree and the NB-Tree. A NSL KDD interruption 

dataset was connected while completing all trials. This 
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dataset was isolated into 2 datasets, i.e., preparing and 

testing, which depended on the information handling. From 

that point, an element choice strategy in view of the WEKA 

application was utilized for assessing the viability of the 

considerable number of highlights. The outcomes acquired 

recommend that this calculation demonstrated a superior, 

precise and more productive execution without utilizing the 

previously mentioned highlights when contrasted with the 

component choice strategy. 

Singh et al. [7] feature the best quality choice strategy 

which enhances the precision of the calculations. The 

greatest worry of Network is security. Introduction finds the 

traps and instruments of the Attackers. Information Mining 

strategies naturally take in the example of the tuples and 

Intelligent choice are made. Managed learning strategies 

finds the attack in view of past information and obscure 

attacks are recognized by utilizing Unsupervised learning. 

Dos, Probe and Normal information are effectively 

identified by most extreme Data Mining calculations, while 

True Positive Rate of R2L and U2R are low. The Hybrid 

strategies (Kmeans + ID3 and K-implies + Support vector 

machine) are utilized to enhance True Positive Rate of R2L 

attacks. NSL_KDD Training and Testing dataset are 

utilized. 

Kaur et al. [8] proposed a hybrid K-means and Support 

Vector Machine calculation for malady expectation. hybrid 

K-means and Support Vector Machine calculation for 

sickness forecast. The proposed half and half K-implies 

calculation is useful in picking starting centroids, number of 

bunches and furthermore to enhance the productivity of K-

implies calculation. The hybrid K-implies calculation is 

utilized for dimensionality diminishment of the dataset 

which is given as a contribution to Support Vector Machine 

classifier. The recreation is performed in MATLAB and 

from the outcomes it has been broke down that the 

exactness of the order is enhanced and the preparing time to 

get the last yield is decreased. 

Chitrakar et al. [9] apply hybrid learning approach by 

joining k-Medoids based grouping system took after by 

Naïve Bayes characterization strategy. The part of Intrusion 

Detection System (IDS) has been unavoidable in the region 

of Information and Network Security – exceptionally to 

build a decent system safeguard foundation. Oddity based 

interruption location method is one of the building squares 

of such an establishment. Due to the way that k-Medoids 

bunching methods speak to this present reality situation of 

information dissemination, the proposed upgraded approach 

will assemble the entire information into relating groups 

more precisely than k-Means with the end goal that it brings 

about a superior characterization. An analysis is done so as 

to assess execution, precision, location rate and false 

positive rate of the order plot. Results and investigations 

demonstrate that the proposed approach has improved the 

identification rate with least false positive rates. 

Kumar et al. [10] analyze a type model for misuse and 

anomaly attack detection the usage of decision tree set of 

rules. Intrusion Detection System (IDS) is the maximum 

powerful machine that could cope with the intrusions of the 

laptop environments with the aid of triggering indicators to 

make the analysts take moves to prevent this intrusion. 

IDS’s are based totally at the notion that an intruder’s 

behavior might be fantastically distinct from that of a 

legitimate person. A sort of intrusion detection systems 

(IDS) were employed for protecting computer systems and 

networks from malicious attacks with the aid of using 

traditional statistical strategies to new records mining 

methods in remaining a long time. However, latest 

commercially available intrusion detection systems are 

signature primarily based that are not able to detecting 

unknown attacks. 

Ullah et al. [11] introduce a clear out-primarily based 

function choice model for anomaly-based intrusion 

detection structures. Feature selection is an important 

element in modeling anomaly-primarily based intrusion 

detection structures. An irrelevant function can bring about 

overfitting and have an effect on the modeling energy of 

class algorithms. The goal of feature selection is to get rid 

of inappropriate and redundant attributes from the dataset to 

improve the predictive strength of a classification set of 

rules. The proposed version evaluates the capabilities 

primarily based on facts gain via considering consistency, 

dependency, information, and distance of each 

characteristic. The experimental consequences show that 

our proposed version has a key effect in reducing 

computational and time complexity. The accuracy of the 

proposed version become measured as 99.70 % and 99.90% 

for the ISCX and NSL-KDD datasets respectively. 

Coppolino et al. [12] advise a hybrid, light-weight, allotted 

Intrusion Detection System (IDS) for wireless sensor 

networks. This IDS uses both misuse-based totally and 

anomaly-based totally detection techniques. It is composed 

of a Central Agent, which plays relatively accurate intrusion 

detection through the use of facts mining strategies, and a 

number of Local Agents going for walks lighter anomaly-

based totally detection strategies at the motes. Decision 

timber were adopted as class set of rules inside the detection 

system of the Central Agent and their behaviour has been 

analysed in selected attacks scenarios. The accuracy of the 

proposed IDS has been measured and validated via an in 

depth experimental campaign. This paper offers the 

outcomes of these experimental assessments. 

Gadal et al. [13] proposes a hybrid system getting to know 

technique for community intrusion detection based on 

mixture of Kmeans clustering and Sequential Minimal 
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Optimization (SMO) type. It introduces hybrid technique 

that able to reduce the rate of fake fine alarm, false terrible 

alarm price, to enhance the detection rate and locate 0-day 

attackers. The NSL-KDD dataset has been used within the 

proposed method. The class has been executed with the aid 

of the use of Sequential Minimal Optimization. After 

schooling and testing the proposed hybrid system learning 

method, the consequences have proven that the proposed 

method (K-suggest + SMO) has accomplished a effective 

detection rate of (99.48%) and reduce the false alarm price 

to (1.2%) and finished accuracy of (97.3695%). 

Mathew et al. [14] depicts a focused writing overview of 

machine learning and information digging techniques for 

digital investigation in help of interruption location. An 

interruption discovery framework is programming that 

screens a solitary or a system of PCs for noxious exercises 

that are gone for taking or controlling data or debasing 

system conventions. Most strategy utilized as a part of the 

present interruption recognition framework is not ready to 

manage the dynamic and complex nature of digital assaults 

on PC systems. Despite the fact that productive versatile 

strategies like different systems of machine learning can 

bring about higher identification rates, bring down false 

caution rates and sensible calculation and correspondence 

cost. With the utilization of information mining can bring 

about regular example mining, characterization, bunching 

and smaller than expected information stream. In light of 

the quantity of references or the significance of a 

developing technique, papers speaking to every strategy 

were recognized, perused, and condensed. Since 

information are so vital in machine learning and 

information mining approaches, some outstanding digital 

informational collections utilized as a part of machine 

learning and information digging are depicted for digital 

security is exhibited, and a few suggestions on when to 

utilize a given technique are given. 

Rutravigneshwaran et al. [15] assess the proficiency of 

machine learning techniques in interruption identification 

framework, together with arrangement tree and bolster 

vector machine, with the expect of given that reference for 

building up interruption location framework in future. IDS 

is a product result screens the mortification or conduct in 

addition to research any improper activity present itself. 

Incredible increment and custom of web brings worries up 

in connection to how to safeguard and impart the 

computerized all together in a sheltered approach. These 

days, programmers utilize distinctive sorts of assaults for 

getting the profitable data. Contrasted and further 

interrelated works in information mining based interruption 

identifiers precision, recognition rate, false alert rate. 

 

 

Table 1: Work performed in past 

S. No. Author Work Performed 

1. Aljawarneh 

et al. 

Developed enhanced 

J48 algorithm to 

improve detection 

accuracy. 

2. Singh et al. Highlights attribute 

selection technique to 

enhance accuracy. 

3. Kaur et al. Proposed hybrid K-

means & SVM 

algorithm to predict 

disease. 

4. Chitrakar et 

al. 

Apply hybrid learning 

technique based on k-

Medoids clustering 

and naïve bayes 

classification. 

5. Kumar et al. Analyse classification 

model for detection of 

misuse & anomaly 

attack. 

6. Ullah et al. Proposed filter-based 

feature selection 

technique to detect 

anomaly based 

intrusion. 

7. Coppolino et 

al. 

Proposed hybrid IDS 

for wireless sensor 

networks. 

8. Gadal et al. Proposed hybrid 

machine learning 

method to detect 

intrusion in network. 

9. Zhao et al. Deeply analyse 

intrusion and extract 

properties related to its 

characteristics.  

10. Bilalović et 

al. 

Presents analyses 

results of network 

intrusion detection. 
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V. CONCLUSION 

 

Intrusion detection system (IDS) is very popular in security 

field. Many techniques are used to check the anomalous 

behavior. This paper discusses about intrusion detection 

system, its basic structure consisting of three components. 

Classification of intrusion detection system is also discussed 

here on the basis of data source used and detection 

mechanism. Further previous researches done in the field on 

intrusion detection is also given.  
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