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Abstract— Ransomware is a malware that either encrypts files with specific extension on the system or locks the user out of
the system demanding for the ransom in exchange of decryption key. The approach used here is to assess numerous aspects of
ransomware so as to comprehend different techniques utilized by it. Ransomware has rapidly affected individuals, public and
private organizations across the globe. This occurs due to system flaws and lack of recovery mechanisms. The challenging part
is to recover vital data from the encrypted files. This has created severe security issues to companies of all sizes as several have
lost valuable data and business proprietary information. Considering the above information, this research paper aims at
examining the characteristics of a Microsoft Windows-based ransomware and potential recovery of encrypted files from the
ransomware affected system. The sample was examined in an isolated environment using static and dynamic analysis
techniques with open source tools. The results were encouraging as we were able to recover encrypted files with specific
extensions.

Keywords— Vipasana Ransomware, Ransomware Forensics, Ransomware Analysis, Offline Ransomware, Static Analysis,
Dynamic Analysis.

l. INTRODUCTION

Ransomware is one of the widest spread and damaging cyber
threats faced by the world today. Different types of malware
were designed to achieve different objectives such as
disruption, modification, data theft, deletion of files or
services and terrorist attacks. In all these cases, malware _

writers’ goal is to receive a reward in form of financial December 2015 March 2017
benefits or money in different forms like digital currency.
Ransomware is not a new type of malware, it has been
around for more than two decades, but during the last 3
years, there has been a huge increase of infections which
targeted almost every system it could reach and compromise.

Figure 1: Growth in ransomware variants since Dec '15-Mar’17
Source: https://blog.barkly.com/ransomware-statistics-2017

This research paper aims at analysing one of the known
Windows based ransomware namely Vipasana. The work
carried out during the study is aimed at providing a detailed
analysis of the functioning of the sample — a variant of a
ransomware. This research contributes to the society by
helping forensic investigators to recover important user data
encrypted by Vipasana ransomware.

According to statistics, more than 140 million new malware
samples were discovered in 2015 and a large portion was
ransomware. Many new ransomware variants emerged in
first quarter of 2017 as represented in the graph (Fig 1).

The study aims at analyzing Vipasana, the well-known
Windows based Ransomware. An attempt had been made to
ensemble integrative analysis of ransomware variants
functionality. This research work contributes to recovery of
user encrypted files using forensic methods and tools without
paying the ransom to cyber criminals.

1. RELATED WORK

This section deals with the work carried out by researchers
on different aspects of malware forensics.

The extent of the damage caused by ransomware attack is in
high range at present. It is suggested that ransomware and
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similar cyber-criminal activities affect end users for digital
extortion at a scale never seen before [1].

As reported by Ali et al. American Bankers Association
estimated $18 million loss to ransomware attacks for
individuals and businesses and Cyber Threat Alliance
reported that, 7.1 million attempted infections spread across
the globe between 2015 to June 2016. The peak of one day of
ransomware hit reached 228,496 [2].

Noted that the number of ransomware attacks were doubled
in the past twelve months compared to a year earlier and
predicted that it will double again the following year. The
author explained that ransomware is precise in selecting
targets. For example, they select florist shops before
Valentine’s Day because they know the heavy traffic these
shops experience in that period forces them to pay the
ransom [3].

Kharraz et al. conducted a study noting that ransomware
attacks increased by 500% in 2013 compared to the 2012. It
further gsuggested that this malware infected around 250,000
computers including a police department that ended paying a
ransom to decrypt their computers and return their data [4].

Literature reports related to ransomware forensics are
discussed as they worked on ransomware detection
techniques and proposed some mechanisms to detect the
presence of ransomware [5-8]. The work on the comparative
analysis of various ransomware variants has been carried out
[9-11]. As wannacry created havoc recently, substantial work
is published about it by various authors [12, 13]. On the other
hand, different authors worked on different ransomware
variants such as cryptowall, locky, 10T based ransomware
and Manamecrypt [14-17]. There is minimal research on
ransomware forensics though plenty of data is published on
different aspects of malware forensics [18-20].

Despite tremendous progress in research on other variants of
Ransomware, the work done on Vipasana ransomware has
been dealt marginally. Owing to higher rate of damage
caused by Vipasana in present scenario, it might hamper the
economy. Therefore the present work was conducted to
elucidate the recovery of user data affected by Vipasana
ransomware.

Il. METHODOLOGY

1.1 ToOoLS AND ENVIRONMENTAL SETUP

A physical standalone machine running Windows 10
Operating System was set up as a target machine.
The target machine was isolated to prevent the sample from
infecting the entire network. Static and dynamic analysis
tools were installed for the analysis of the sample.
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Few files with extensions .doc, .ppt, .jpg, .mp4, .pdf, .PNG,
Axt, xlIs, .zip were stored in the C drive of the target
machine to analyze complete execution and satisfy core
dependency of the sample.

PC » Local Disk (C:) » Test_Files » File.doc

-

MName Date modified Type Size
Assignment 11772017 10:09 AM - Microsoft Word D, 31KB
Documentation 82772017 &:07T AM  Microsoft Word D... 4316 KB
MAC Flooding 7/20/2017 220 AM - Microsoft Word D... 17KB
TAZ 33172007 113 AM - Microsoft Word D.., 11KE
Figure 2: doc files
PC > Local Disk (C:) » Test_Files » Filejpg
LU
A
A M
Kampala Uganda Uganda2
Figure 3: jpg files
PC » Local Disk (C:) » Test_Files » Filepdf
Name Date modified Type Size
- Learning Pentesting for Android Devices 8/14/201710:28 AM  Adobe Acrobat D... 14517KB
= Learning-Android-Forensics 0 Adobe Acrobat D... 13,783 KB
= Network Forensics 2012 Adobe Acrobat D... 20,281 KB
™ Packt.Mastering.Mobile.Forensics Adobe Acrobat D... 16,049 KB
b4 Practical_Malware_Analysis Adobe Acrobat D... 0426 KB
Figure 4: pdf files
PC » Local Disk (C:) » Test Files » Filetxt
Name Date modified Type Size
Game 1182017 1:22PM  Text Document ITKB
MD5 11827501 PM Text Document 1KB
pslist 11827 229PM  Text Document 45KB
Figure 5: txt files
PC » Local Disk (C:) » Test_Files » Filexls
Name Date modified Type Size
@ Data 8/29/2017 42 PM Microsoft Excel W... KB
[tems 8/20/2017 342 PM  Microsoft Excel W.., 9KB
Terms 8/20/2017 3%42PM  Microsoft Excel W.., 9KB
Figure 6: xIs files
PC » Local Disk (C) » Test Files » Fileppt
Name " Date modified Type Size
Francis 8/29/2017 613 AM  Microsoft PowerP... 35KB
LAND IN WORLD 8/29/2017 813 AM  Microsoft PowerP... 35KB
SKYPE 8/29/2017 613 AM  Microsoft PowerP... 35KB
Figure 7: ppt files
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PC » Local Disk (C:) » Test_Files » File.mp4d

=y

Analysis cinema tutorial

Figure 8: mp4 files

Local Disk (C:) » Test_Files > File.PNG

br*nap1 bnwapZ bmap3

Figure 9: png files

IRIN INFECTING THE TARGET MACHINE

e The sample was copied to the target machine using a pen
drive.

e Zip file containing sample was extracted on the desktop
of the target machine.
Static analysis of the sample was done.
Windows security features like Windows defender,
Windows firewall were disabled.

e The sample was then run by right clicking on the
executable file.

e The machine was infected by the sample; files encrypted
and desktop wallpaper changed with the infection
details.

IV. RESULTS AND DISCUSSION

This section consists of the summary and report on the
findings. It includes results of the analysis of data,
presentation of findings and summary with interpretations on
findings in relation to the sample.

IV.I. STATIC ANALYSIS
1) FileAlyzer tool

Using FileAlyzer, brief details about the sample were
obtained as shown below:

MD5 : 2AEA3B217E6A3D08EF684594192CAFCS8
Size : 379392 bytes

File Name :1l.exe

File Type : Portable Executable

Last Write : Thursday, February 18, 2016 2:44:22 AM
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Proof of concept:

|2) FileAlyzer 2.0.5.57 - [C:AUsers\WINDOWS_MALWARE\Desktop\1]
2] File Edit Window Report Help

Blg nDl=mwB D
Disassembler Compatibiity
General Hex Anomalies OpenSBl Map Bitmap Streams Security Hashes
1

Location: C:\Users\WINDOWS_MALWARE\Desktop\
Size: 379392 000000000005CAD0
Version:
CRC-32: A3FS8B0B
MD5: 2AEA3B217EGA 3D0BEF684594192CAFC
SHA-1: 3A0B855DD052B2CDC6453F6CBDBA5S8C 7B5576280

Read only Directory

Hidden ~| Archive

System file Symbolic link
Creation: Sunday, November 19, 2017 3:45:24PM 2017-11-19 15:45:24
Last gocess: Sunday, November 19, 2017 3:45:24 PM 2017-11-19 15:45:24
Last write: Thursday, February 18, 2016 1:14:22 AM 2016-02-18 01:14:22
Creation (UTC): Sunday, November 19, 2017 10:15:24 AM 2017-11-19 10:15:24
Last access (UTC): Sunday, Movember 19, 2017 10:15:24 AM 2017-11-19 10:15:24
Last write (UTC): Wednesday, February 17, 2016 7:44:22 PM 2016-02-17 19:44:22

Figure 10: FileAlyzer
2) Dependency walker tool

List of DLLs imported: Details of Dynamic Link Libraries
from where the sample imported functions were discovered.

Proof of concept:
B, Dependency Walker - [1]

B Fle Edit View Options Profile Window Help

IR R =

=-0 Pl | Ordinal * | Hint Function Entry Point
- s [T = [V 0[0000)| Bitrocess Not Bound
iﬁUSERSLDLL B |na 0(0000) | WiiteFile Not Bound
215 ADVAPIRZDLL 3 [NA 0(0x0000) | UnhandledExceptionFilter Not Bound
_ % OLEAUTIZDLL B3 [NA 0(00000) | SetFilePointer Mot Bound
i B | WA 0(10000) | SetEndOfFle Mot Bound
5 ADvepR20LL B3 |NA 0(0x0000) | RlUnwind Mot Bound
: i B3 |NA 0(0x0000) | ReadFile Mot Bound
- 88 KERNEL2DIL B | 0[10000) | Raisebception Nt Bound
{5 GDB2DLL B (v 0(00000) | GetStdHandle Not Bound
5 USERI20LL o |[NA D(140000) | GetFileSize Not Bound
8% KERNEL32DLL B |NA 0(10000) | GetFleType Nt Bound
5 OLEAUTADLL v 0(020000) | CreateFileh Nt Bound
| 86 L0 ¢
-4 8% WININETDLL E | Ordinal | Hint Function Entry Point
BT 100001))  0(0000) | AcquireSRWLockExclusive NTDLLREA
ER| 200002)| 1(0001)| AcquireSRWLockShared NTDLLREA
El| 300003)| 2(0002)| ActivatehctChn 00018

Figure 11: Dependency Walker - Imported DLLs

Some of the important function calls related to the sample
being ransomware were observed as shown below:

a. GetLocalTime function

Contains ability to query machine time, this seems to be used
by the sample to start the timer for the duration by which
victim needs to pay the money or ransom.
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Proof of concept:

% Dependency Walker-[1]

® Fic Edt View Options Profic Window Help

GH AR d = HAF 30 BE0N

- O 1B
- B KERNEL3ZDLL
§ UsERa2DLL
- [B5 ADVAPB2DLL
- % oLeaUTR2 UL
- S KERNELZDIL
5 ADVAPE2DLL
S (ERNEL 3D
- 5 GDB2DLL
— 5 UseRzzoLL
- S KERNEL32DLL
. S OLEAUT32DUL
- [ SHELLS2DLL
- B WINNETDLL

[Pl | Orginal® | bint Function Entry Point
B A 0(0000) | GetStringTypebxh Not Bound
B |na 0({D0000) | GetStdHandle Not Beund
B |na 0({00000) | GetProcAddress Not Beund
B |na 0({D0000) | GetModuleHandleA Not Beund
B |Na 0(00000) | GetModuleFileNameA Not Bound
B |NA 0(®0000) | GetLocalelnfol Not Bound
[=RITA 0(D0000) Not Bound
B |NA 0(®0000) | GetLastError Not Bound
B |NA 0(®0000) | GetFullPathMameA Not Bound
B [NA 0(®0000) | GetFileAttributesA Not Bound
<

[E_[orgia® [Hint | Funcion  Enty Pirt
[=: 1([h0001) 0{D0000) | AcquireSRWLockExchssive NTDLLRHA
[=: 2 (md0002) 1(00007) | AcquireSRWLockShared NTDLLRHA
B 3(m0003) 2(00002) | ActvateActChe OD001EB]
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d. WININET.DLL

Contains ability to read and download files from the Internet.
The sample possibly once connected to internet
communicates with command and control server for key
exchange.

Proof of concept:

B¢ Dependency Walker - 1]
B} File Edit View Options Profile Window Help

B8R E WS JQEE BEDIN

Figure 12: Dependency Walker-GetLocalTime

b. GetVersionExA function

The sample contains ability to query the machine version
which is a basic requirement for any malware. Sample
retrieves information about which version of Windows is
currently running on victim machine; this can be used as part
of a victim’s machine survey.

Proof of concept:
B2 Dependency Walker - [1]
B File Edit View Options Profile Window Help

IR NEEEEEEEE =R

- 0 1BE Hint Function Entry Point
- (0§ KERNEL32DLL =] 0(00000) | GlobalLock Not Bound
5 USER32DLL (3] 0(00000) | GlobalFree Not Bound
- 5 ADVAPIZ2DLL 3] 0(00000) | GlobalAlloc Not Bound
- (6 OLEAUTR2OLL (3] 0(00000) | GetWindowsDirectorvA Not Bound
B KERNEL32DLL = °(°"°°°°) Not Bound

B AvPEZLL = 0(00000) | GetTickCount Not Bound

e 5] 0(00000) | GetThreadLocale Not Bound

il KERNEL2OLL = 0(00000) | GetTempPatha Not Bound

B4 cos2ouL = 0(00000) | GetSysteminfo Nt Bound

5 USER32DLL [a] 0 (0xD000) | GetStringTypefxA Mot Bound
81§ KERNEL320LL 3

8§ oLeAUT32 DL £ [Ordinal s [ Hint Function Entry Point

fs- (36 sHELL2DLL BT 1(00001)]  0(00000) | AcquireSRWLockxclusive NTOLLRYA

{35 WININET.DLL ET5| 2(00002)| 1(®0001)| AcquireSRWLockShared NTDLL RilA

ED | 3(0003) 2(00002)| ActivateAetCix 00001EE

Figure 13: Dependency Walker-GetVersionExA

c. GetDiskFreeSpaceA function

The sample contains ability to query volume size of the
victim’s machine.

Proof of concept:
B Dependency Walker-[1]
B, File Edit View Options Profle Window Help

IR EREE =

g0 e Pl [ Ordinal* | Hint Function Enry Point
- % KERNEL32DLL B |na 00000 | GetLocalTme Nt Bound
o 36 UseRa2LL B (WA 0(00000) | GetlastEmor Not Bound
- 6 ADvaPR2DLL B (WA 0(00000) | GetFullPathameA Nt Bound
_ 35 OLEAUT3ZDLL ED |NA 0(0x0000) | GetFileAttributesh Not Bound
L 0L B A 0(00000) Not Bound
Pl 3 |NA 0(00000) | GetDateFormatA Not Bound
) : , ‘ 3 |NA 0(0x0000) | GetCurrentThread!d Not Bound
' " B |NA 000000} | GetCurrentThread Not Bound
- (B os20uL B | 0(00000) | GetCurrentPracessid Not Bound
- 56 USERZ2.DLL o |Na 0(00000) | GetCurrentProcess Not Bound
.. B3R KERNEL320LL ¢
- R OLeAUTa2OLL 3 | Ordinal * Hint Function Entry Point
- B seon B 100001)] 000000 AcquiesRWLockExclusive NTOLLRS
- (B8 WININET.OLL ER| 2(00002)| 1(0001) | AcquireSRWLockShared NTDLLRHA
ED| 300003)] 2(00002)] ActivatehctChr 00001EB

Figure 14: Dependency Walker-GetDiskFreeSpaceA

© 2018, IJCSE All Rights Reserved

B- O 16 Pl | Ordinal# | Hint Function Entry Point
- (6 KERNEL32.DLL 3 [NA 0(0:0000) fintemetReadFile Not Bound
8 USER32.DLL B3 |nA 0(0<0000) JinternetOpenUrla Mot Bound
.. 35 ADVAPIZ2.DLL B3 |na 0(10000) JinternetOpenA Not Bound
__ {8 OLEAUT32DLL 3 |NnA 0 (10000 YinternetCloseHandle Not Bound
(8 KERNELZDLL
. [56 ADVAPIZ2DLL
8 KERNEL32DLL
. [ GDI320LL
. [ USER22DLL

85 KERNEL32.DLL
' ig ?:E‘:‘é?;ﬁu E- Ordinal Hint Function Entry Point
- G ! oH | 101 (0:0065) | /A N/A 000112250
Ry Jviner o wozzomaai A WA 0001762E0
103 (0x0067) | /A N/A 0001763C0
104 (0:0068) | N/A NiA 000135640

Figure 15: Dependency Walker-WININET

3) Virus Total tool

The sample was then uploaded to Virus Total and was
identified as malicious by a large number of antivirus
engines. The antivirus engines identified the sample as
Vipasana.

Proof of concept:
50 engines detected this file

2644c4bB94aTedaTe4c00fd234890c 4706 480f098326074b6al

KB

/M: ZL 7-10-2501:48:11 UTC

Detaction Details Relations Behavior Community o
Ad-Aware A Generic Ransam Cryak CD721E02 AegisLab
AhnLab-V3 A Trojan/Win32 AgentC1172414 AlYac
Antiy-AVL A Trojan/Win32.Scar Arcabit
Avast A VG
Avira A Avware
Baidu A Win32.Trojan.Wisdom ] BitDefender
Bhav A W32 aklB.Trojzn CAT-QuickHeal
Comodo A Toiwarewinz2 Crowdstrike Falcon
Cylance A Unsafe Cyren

Figure 16: Virus Total

4) Resource Hacker tool

Resource hacker clearly displayed desktop wallpaper image
with a ransom note suspected to appear after target machine
gets infected.
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Proof of concept:
M Resource Hacker - 1 - O

File Edit View Action Help

Do/ HBAR 0P 0RE> 0D

v |} RT_RCDATA

| Ly DESK:0

) String Table
RCData

RT_RCDATA : DESK

At’tenmon Il
id8chnical support

Fiure 17: Resource Hacker

IV.Il.  Dynamic Analysis

Static analysis of the sample discovered many important
details and evidences of the sample being a ransomware, but
the dynamic analysis is required to get more concrete
information on the same. On the other hand as the paper aims
at recovery using forensic techniques, the sample needs to be
executed. In this part of the experiment, the sample was
executed in an isolated machine as mentioned earlier and
observations were made.

1. Process Monitor
The sample, upon execution copied itself in the Program
Files directory of the target machine.

Proof of concept:

£¥ Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter Tools Options Help

GHIAPE(74@ &H 5 |HLM

Time ... Process Name PID  Operation Path Resutt
12:08.. Tlexe 2512 BCrealaF\\e C:\Windows \syswowE4\imm32 dll SUCCESS
s 2512 aﬁnealaﬁ\a C:\Windows \syswowE4\imm32 dll SUCCESS
2512 @Cnealeﬁ\a C:\Windows \syswow64\imm32 dll SUCCESS
2512 gCreateF\\e C:\Windows \syswowE4\imm32.dll SUCCESS
2512 aCreaIEF\\E C\Windows \syswow64'ole 32 dI SUCCESS
2512 @Crealaﬂ\e C:\Windows \syswow4\ole 32 di SUCCESS
2512 BhCreateFie C:\Users\WINDOWS_MALWARE\AppData'\Local\Temp'\1 ENU NAME NOT
2512 BhCreateFie C:\WUsers\WINDOWS_MALWARE\AppData'\Local\Temp'1 ENU.DLL NAME NOT
2512 PhCreateFile C:\WUsers\WINDOWS_MALWARE\AppData'Local\ Temp\1 EN NAME NOT
2512 BACreateFile C:\sers\WINDOWS_MALWARE\AppData\Local\Temp\1 EN.OLL  NAMENOT

512 aCIEBIEF‘E C: \ngram Files {(cB6) SUCCESS
B : SUCCESS
C:\Program Files 6(36]\1 e SUCCESS
2512 BGealaF\e C:\Program Files 86)\1.exe SUCCESS
2512 @Cnealeﬂa C:\Program Files 86)\1.exe SUCCESS
2512 @Createﬁ\e C:\Program Files {<86) SUCCESS
2512 %&eaﬁﬂ\e C:\Program Files (86 \1 exe SUCCESS
ehile SUCCESS
2512 @Crealaﬂ\e C: \ngram Files {xBG] SUCCESS
2512 BhCreateFie C:\Program Files (:86)\ROTKXJYLPR RYQ SUCCESS
2512 A CreateFile C:\Program Files (<86)\ROTKXJYLPR RYQ SUCCESS
2512 PhCreateFile C:\Wsers\WINDOWS_MALWARE\AppData'\Local\ Temp\iertutil dl ~ NAME NOT
2512 a.CIEBIEF\‘E C:A\Windows \syswow B4 iertutil.dll SUCCESS
2512 @Crealeﬂ\e C\Windows \syswow B4 iertutil dll SUCCESS

Figure 18: Process Monitor
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2. Reshot tool

The first shot was taken before running the sample on the
target machine and the second shot was taken after the
sample was executed. The result showed that a malicious
Run key to the registry was added by the sample.

Proof of concept:
) ~resbatt - Notepad
File Edt Format View Melp

L Y 8 :
HKLM\SOF THARE \Microsoft\Windows m\(urmthrslon\Sysn-Rtston\Vohtlle\snrtmmng
HKLM\SYSTEM\ControlSet@01\Services\NcbService\NCB\KapiNlaCache\5\Nushetworks: 0x000000¢

HKLM\SYSTEM\ControlSet@d1\Services\NcbService\NCB\KapiNlaCache\5\Networks: 6 21 76 CF
HKLM\SYSTEM\ControlSet@d1\Services\NcbService\NCB\KapiNlmCache\S\Timestamp: 7C 78 84 ¢
HKLM\SYSTEM\ControlSet@d1\Services\NecbService\NCB\KapiNlmCache\5\KeySize: 0x00000000

HKLM\SYSTEM\ControlSet0d1\Services \NcbService\NCB\KapiNlnCache\5\ValueSize: 0x00000008
HKLM\SYSTEM\ControlSet001\Services\NcbService\NCB\KapiNlnCache\5\Value: ©1 00 00 00 EC
HKLM\SYSTEM\ControlSet001\Services\VSS\Diag\ASR Writer\IDENTIFY (Enter): 48 00 00 00 ¢
HKLM\SYSTEM\ControlSet001\Services\VSS\Diag\ASR Writer\IOENTIFY (Leave): 48 00 00 00 ¢
HKLM\SYSTEM\ControlSet001\Services\VSS\Diag\COM+ REGDB Writer\IOENTIFY (Enter): 48 00

Figure 19: RegShot

3. ApateDNS tool

The sample made no relevant DNS request. Implying that it
is an offline Ransomware; sample does not require internet
in order to carry out its malicious activities on the victim’s
machine.

I® ApateDNS — x
Capture Windaw | DNS Hex View
Time Domain Requested DNS Retumed
120739 5.8d.1d.d£60.0.0.0000.0.0.0.0000.0.0555f2600pEama FOUND
12:07:-41 0.0.000000001.1.425000.00f79f1.00000f7ip6arpa FOUND
120741 0.000000.0.00114250000057.951.0.0.000f7ip6ama FOUND
12:08:02  1.160.168.192in-addrama FOUND
120802 1.160.168.192in-addrama FOUND
120823 b.9d.1.d.df60.0.0.000.0.0.0.0.0000.0.05554600pEama FOUND
12:08:35 shopping-na-divane ru FOUND
120835  shoppingna-divane FOUND
120836 shoptorgvignu FOUND
120836 shoptorgvign FOUND
| 12:08:53 o sdobe com FOUND v
[+] using 192.168.1.1 as return ons IP!
[+] ons set to 127.e.e.1 on Remote MDIS based Internet sharing pDevice.
[+] sending valid DNS response of first request.
[+] server started at 12:@s:56 successfully.|
DNS Reply IP (Defaut: Curent Gatway/DNS): [192.168.1.1 o
# of NXDOMAIN's
Selected Interface: | Remote NDIS based Intemet Sharing Device ~| Stop Server

Figure 20: ApateDNS

4. WireShark tool

No relevant hosts were contacted; no relevant HTTP requests
were made. No communication between the sample and any
external server like command & control were requested. This
further confirms that the sample is an offline Ransomware
and does not get the keys from any Command and Control
server.
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Proof of concept:

A Capturing from Ethernet 2 - 0 X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
L) REQe=2ZFISEQAAH

W [Apply a dplay fiter . <Cirl/>

‘ ‘PP D!

md '\ Expression..

No. Time Source Destination
19 32
192.168.1.132 DNS

Protocal  Length Info
54 243 + 49317 [RST.

N 1 Ack=1 Win=@ Len=@
104 Standard query response @x607a AMAA dns.msftncsi.c

345 268.187711

TP

.data. microsof

76 Standard query @xedad AMA dns.msftnesi.com
66 49818 » 443 [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS
282 Standard query response €x29%e A settings-win.data
uery response @xedad ARAA dns.msftncsi.c

350 269. 192.168.1.132 192.168.1.
351 269.218819  192.168.1.132 192.168.1.1
392 269.219800  192.168.1.132 192.168.1.1
353 269.219785  192.168.1.1 192,168.1.132
19 1.13.

91 Standard query @x63cé A settings-win.data.microsof
76 Standard query @x6eSc AAAA dns.msftnesi.com

360 270.247554
361 270.247998

192.168.1.132
192.168.1.132

192.168.1.1 DS
192.168.1.1 DS

Figure 21: WireShark
Status of Desktop after infection of the machine

Figure 22: Desktop status before infection
Status of Desktop after infection of the machine

After the sample was executed on the target machine, the
desktop wallpaper was changed with a ransom message on it.

Proof of concept:

Attention !!!
' gchnical support

L« | . m - .
Figure 23: Desktop status after infection
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As mentioned earlier, the test data used in this research was
encrypted by the sample as shown in screenshots below.

Proof of concept:
PC » Local Disk (C:) » Test Files » Filedoc vl Search

Name

|| email-lohnmen.24@aol.com.ver-CL 1.2.0.0id-FGGHIUKKKLLMNNOPPPPORRSTTTTUVWWXXYY-11@19@20...
: email-Johnmen. 24@aol.com.ver-CL 1.2.0.0.id-FGGHIUKKKLLMNNOPPPPQRRSTTTTUWWXXYY-11@19@20...
] emil-Johnmen 24@aol.com.ver-CL 12.00id-FGGHIUKKKLLMNNOPPPPQRRSTTTTUVVWIKHYY-11@19@2..
email-Johnmen 24@aol.com.ver-CL 12.0.0.d-FGGHIUKKKLLMNNOPPPPQRRSTTTTUWWXXYY-11@19@20...

Figure 24: Encrypted doc files

PC » LocalDisk (C) » Test Files » Filejpg vl Serchf

Name Date modified Type

:emai[-Jehnmenll@aol&om.w-(l.l.Z.0,0.|d<FGGH|UKXX].lMNNOPPPPO,RRSTﬂT UVWWXXYY-11@19@2017...  11/19/20176:25P
|| email-Johnmen 24@aol.com.ver-CL 12.0.0id-FGGHIUKKKLLMNNOPPPPORRSTTTTUWWAXXYY-11@19@2017 ..
email-Johnmen 24@aol.com.ver-CL 1.2.0.0.d-FGGHIUKKKLLMNNOPPPPQRRSTTTTUVWWXXYY-11@19@2017 ..

Figure 25: Encrypted jpg files

CBF Fil

PC » Local Disk (C:) » Test Files » Filepdf vl SerchFie
Name Date modified Type

: email-Johnmen.24@aol.com.ver-CL 1.2.0.id-FGGHIUKKKLLMNNOPPPPQRRSTTTTUWWXXYY-11@19@20176...
| email-Johnmen 24@aol.com.ver-CL 120.0id-FGGHIUKKKLLMNNOPPPPQRRSTTTTUVWXXYY-11@19@20176...
: email-Johnmen.24@aol.com.ver-CL 1.2.0.0.d-FGGHIUKKKLLMNNOPPPPQRRSTTTTUWWXXYY- 11@19@20176...
: email-Johnmen.24@aol.com.ver-CL 1.2.0.01d-FGGHIUKKKLLMNNOPPPPQRRSTTTTUVVWXXYY-11819@20176..

] emailohnmen24@aolcomver-CL120.0ic-FGGHIUKKKLLMNNOPPPPORRSTTTTUVWWAXYY-11@19820176.
Figure 26: Encrypted pdf files

PC » Local Disk (C:) » Test Files » Filebt

Name

: email-Johnmen.24@zol com.ver-CL 12.0.0id- FGGHIUKKKLLMNNOPPPPQRRSTTTTUVVWXXYY- 11@19@2017...  11/19/2

[ emaikJohnmen.24@aolcomver-CL 1200id-FGGHIUKKKLLMNNOPPRPORRSTTTTUWWIXY- 111982017 ..

email-Johnmen 24@aol.com.ver-CL 1.2.0.0id-FGGHIUKKKLLMNNOPPPPQRRSTTTTUVVWXXYY-11@19@2017 ..  11/1
Figure 27: Encrypted txt files

PC » Local Disk (C)) » Test Files » Filexts vl
Name Date modified Type

: email-Johnmen.24@aol.com.ver-CL 1.2.0.0.id-FGGHIUKKKLLMNNOPPPPQRRSTTTTUVWWIXYY-11@19@2017 ...  11/1

7 email-Johnmen.24@aol.com.ver-CL 1.2.0.0.d-FGGHIKKKLLMNNOPPPPQRRSTTTTUVVWXXYY-11@19@2017 ..  11/1

" email-Johnmen24@zol.comver-CL 1.20.0id-FGGHIUKKKLLMNNOPPPPORRSTTTTUVWWAXYY-11@19@2017 .. 11/1
Figure 28: Encrypted xIs files

iPC » Local Disk (C) » Test Files » Filezip v
Name Date modified Type

: email-Johnmen.24@aol.com.ver-CL 1.2.0,0.id-FGGHIUKKKLLMNNOPPPPQRRSTTTTUWWXXYY-11@19@20176...

email-Johnmen.24@aol.com.ver-CL 1.2.0.0.id-FGGHIUKKKLLMNNOPPPPQRRSTTTTUVWXXYY-11@19@20176..

| email-Johnmen.24@aol.com.ver-CL 1.2.0.0id-FGGHIUKKKLLMNNOPPPPQRRSTTTTUVVWXXYY-11@19@20176...
Figure 29: Encrypted zip files

IV. FORENSIC RECOVERY
The hard disk image of the infected machine was acquired

using Forensic Falcon. Then Sleuthkit Autopsy was used to
analyze the image. Following are a couple of important
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reasons behind selecting autopsy for analysis compared to
other tools:

1. EnCase does not allow loading evidences having
malicious files.

2. Autopsy is Open Source and the latest version of it is
equally powerful and user-friendly.

Proof of concept:
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Figure 30: Autopsy-pdf files recovered
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Figure 32: Autopsy-doc filés recovered
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Figure 33: Autopsy-txt files recovered
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Figure 34: Autopsy-xIs files recovered

In brief, during the analysis it was observed that the files
encrypted by sample with extension .doc, .ppt, .jpg, .pdf,
.xt, .xlIs were successfully recovered by autopsy. This was a
big achievement as victims can rely on this uncommon
technique to recover important documents without paying
ransom to cyber criminals.

V. ConNcLusioN AND FUTURE SCOPE

In conclusion, recovering files encrypted by the Ransomware
is a great challenge to the Malware Analyst especially when
the decryption key is not possible or difficult to identify. So,
the present study demonstrated that digital forensic tools
such as Autopsy can be used to recover user important files
without paying a ransom.

On this basis, further studies can be implemented as: Reverse
engineering the samples in order to obtain the decryption
key, Analysis of the sample images using more Digital
Forensics tools, Cuckoo Sandbox analysis technique,
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Comprehensive  RAM forensics analysis, Analysis and
comparison of samples in bulk.
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