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Abstract— Mobile Cloud Computing is a technological platform through which we can share resources like platform, software
application, infrastructure, business processes and so on using mobile phones. It is a platform which combines the advantages
of Mobile Computing and Cloud Computing and also it suffers from the common drawbacks of Mobile Computing (such as
battery utilization) and Cloud Computing (such as privacy and security). In this technology, a user needs not to worry about the
high configuration of the mobile phone because all the computations are done at the cloud not on the mobile device. In this

paper, we present a survey on the research which has been done on MCC including challenges and open research issues.
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l. INTRODUCTION

Now a day’s mobile devices like smart phones, PDAs, tablets
have become an important and integral part of our daily life.
With the advancement of Information and Communication
Technology (ICT), these devices play an important role in
the field of e-commerce, business, medical, education, etc.
But still some drawbacks like limited storage, limited battery
life and computation power of mobile devices have become
the challenges of mobile computing. For this, cloud
computing is used where large scale of storage space and
strong computing power are available. Cloud Computing is a
combination of virtualization of large amount of resources
and with distributed computing paradigm which incorporates
the feature of SAAS, PAAS and IAAS. Cloud computing
uses the concepts of Computation Offloading which means
all the computations are done at the cloud side.

The paper is divided into seven sections. Section |
contains the introduction to problems faced by mobile users
where storage space, battery life and computing power is the
main focus areas. Section Il discusses the different cloud
computing environments like SAAS, PAAS, IAAS and
XAAS. Section Ill discusses the advantages of Mobile
Clouding Computing environment.Section IV discusses the
applications of Mobile Cloud Computing for the mobile
users. Section V discusses the challenges in Mobile Cloud
Computing like Accessing Schemes, Elasticity and
Scalability, Security, User Data Privacy, Virtualisation
Techniques, Security Attacks.
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Section VI gives a conclusion that Mobile Cloud Computing
provides rich facilities and advantage to the mobile users
with some future challenges.

1. BACKGROUND

The basic idea of cloud computing was first introduced by
John McCarthy in 1961[1]. Then it has become so popular
and broadly applied in different application and business
environments. Cloud computing shares resources, software
& information and infrastructure as a utility through internet.
Using cloud computing, a user can complete their demands at
a very low cost. The service model used by Cloud computing
are software as a service (SAAS), Platform as a Service
(PAAS), infrastructure as a service (IAAS) and anything as a
service (XAAS) [2]. Software as a Service provides end
users the access to applications such as Yahoo, Facebook,
Gmail, blog, etc. Infrastructure as a service provides end
users the resources such as servers, computation facilities
and storage. Platform as a Service provides the services to
those customers who want to develop, run and test their
applications such Amazon web service. Cloud computing
uses the deploy model such as public cloud, private cloud,
hybrid cloud, community cloud and virtual cloud. Mobile
cloud computing provides the flexibility to the mobile users
that they can access the resources like huge amount of
storage capacity, CPU speed, memory capacity, etc via
internet regardless of heterogeneous environment on pay-per-
use principal [3].
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I11.  ADVANTAGES OF MOBILE CLOUD COMPUTING

There are several advantages of MCC over mobile

computing such as [5].

1. Since all the calculations of processing and data storage
happen outside the device in cloud so it automatically
enhances the battery life of the mobile device. It has been
observed that offloading task into cloud like large-scale
matrix computation can reduce the battery power by 45%,
and in the case of chess game using cloud, a 45% energy
saving is possible [4]. So it can be said that offloading
and task migration would be the better solution to extend
the battery life of the mobile devices.

2. As we know that storage was the big issue in mobile
devices as they have limited storage capacity. But MCC
provides large data storage capacity, where a client can
store their data safely and access them.

3. Another big problem of mobile devices is processing
power which can be increased in MCC by computation
offloading.

4. Reliability in MCC is very high because data is stored in
multiple computers and there is no loss of data. Disaster
management has become faster because of multisite
availability of user data. Many of the time cloud provides
the copyright to the digital content so preventing
unauthorized access of the data.

5. MCC is completely an on demand service which means
user needs not to install the application software to their
mobile devices but can use these recourses on demand
basis whenever they need.

IV. APPLICATIONS OF MOBILE CLOUD COMPUTING

In these days so many cloud computing based applications
are used by mobile users like mobile commerce, mobile
learning, mobile gaming, mobile health monitoring, cloud
mobile media, mobile social networks and cloud assisted
Internet of Things etc. These applications are developed in
such a way that they are able to fulfil the users demand in a
secure and effective way [6, 7, 8, 9, 10, 11, 12].

V. CHALLENGES IN MOBILE CLOUD COMPUTING

1. Mobile devices: As we know that mobile devices has
limited capability and resources when it is compared to the
personal computer. Its limited resource is the big challenge
because if we want to run an application that require high
volume of energy on mobile device then it is an effective
work. This limitation is reduced up to some extent using
computation offloading technique but it need more work
on it [13,14]. Several works have been done to address the
problems in mobile devices [15,16].

2. Accessing Schemes: The second challenge is the accessing
schemes used in MCC to access the resources in mobile
cloud as compared to Cloud Computing since in MCC
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there are heterogeneous wireless mediums where the most
communication takes place. Due to this, managing the
quality of wireless communication, response time and
service delivery are directly affected. Access management
can be enhanced by using location information in mobile
devices. Cho et al. [17] combined location-based services
with social networking based on social relationship and
human mobility to improve the access method in mobile
devices. WhereStore [18] is a store location algorithm
based on the location history of a Smartphone.

. Elasticity and Scalability: Elasticity means all kind of

resources must be available and purchased without any
limitation and interrupt where as scalability refers to
allocate proper computing resources to each and every
virtual machine across multiple data centers. Several
works have been done to develop elastic and scalable
applications [19,20]. [21] Proposed a secure elastic mobile
application which includes authentication, secure
communication and migration within mobile and cloud
application components in Cloud Computing. Still some
more work is required to develop an elastic applications
data security.

. Security: In MCC security of user data is major challenge

since the user data is stored and processed in the clouds
which are located at service provider’s end. To ensure
security in MCC, V. Odelu, et. al suggested an encryption
method cipher-text policy attribute-based encryption (CP-
ABE) which restricts unauthorized access [22]. The
methods defined in [22] are referred as secure and
lightweight CP-ABE and constant size and secrete keys
(CP-ABE-CSCTSK). Mobile users can securely access the
resources and outsource computational processing from
their devices to the cloud. M.Qiu, et al presents another
novel approach, dynamic secure data scheme (P2DS) to
provide protection against unauthorized access in cloud
[23] for the financial industry. This scheme uses three
algorithm  Static  Decryption Attribute  Algorithm,
Corresponded  Decryption  Attribute algorithm and
Proactive Determinative Encryption Algorithm. P2DS
method is extended in [24] where authors used divide and
conquer table method (DCT) that can efficiently dynamic
data operations. This approach can be applied on large data
scale data storage with minimal computation cost. Several
other approaches are also defined to provide data security
in cloud which is defined in [25, 26, 27, 28].

. User’s data Privacy: As we know that mobile user’s data

and applications are stored on heterogeneous distributed
cloud servers. The cloud servers are located in different
location and they are managed by service providers not by
mobile users and the service providers are not responsible
for any data loss. In this case, the user lost the control over
data privacy and protection. Pasupuleti SK, et al proposed
a solution to preserve the mobile device’s outsourced data
in the cloud using a probabilistic public key encryption
technique and ranked keyword searching algorithm [29].
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In this approach, an index is created for all file collection
and then both index and file collection are stored in the
cloud in an encrypted form. Later for retrieving the data
files, a trapdoor of keywords is created by the authorized
user and sends it the server. After receiving the trapdoor by
the cloud server, it starts searching of the corresponding
file over the encrypted data via trapdoor of keywords. If
corresponding matched file is returned to the user in
ranked sequence, then the original data file can be
decrypted using decryption operation. This scheme also
verifies the integrity of data. A lot of work has been done
to protect the privacy of mobile user’s data files
[30,31,32].

. Trust in offloading: As we know that all the computational
task and processing are done at the cloud server rather than
mobile device. This offloading process needs wireless
network to access the offloading controls, but the point is
that these offloading processes are not under the control of
mobile user and so it increases the risk of unauthorized
access to the offloading content. Also there is a possibility
for the violation of the content integrity and
confidentiality. Dhanya N.M. proposed an adaptive and
secure application partitioning algorithm for offloading
application in mobile cloud computing to reduce the above
risk by providing secure offloading processes [33].
According to this algorithm the applications are divided
into two categories as sensitive and insensitive
applications. Sensitive part of the application is executed
locally on mobile device whereas insensitive parts are
executed remotely on the cloud server. Although both
applications are interconnected. A lot of work has been
done and techniques are defined to established and build
the trust in the cloud in [34,35,36,37]. But still more
works are required in the field of encryption, decryption,
authentication and authorization techniques to protect the
user data to resolve the trust issue in MCC.

. Security on Virtualization techniques: With the help of
virtualization techniques cloud services are accessed in
Mobile Cloud Computing. The tasks of mobile devices are
offloaded to the virtual machines for processing and these
virtual machines (image) of mobile devices are installed at
the cloud servers. Due to this several threats of security are
created such as unauthorized access, security threats within
virtual machines, security challenge within hypervisor,
security threats to the confidentiality of user data, etc.
[38,39]. Jiagi Tan et al proposed a security data and
execution model ‘STOVE’ for untrusted applications
which is a framework for cloud infrastructure [35]. This
model uses two parts, first, it limits and isolates the
untrusted application from the system it runs on so that
prevents the code from directly accessing any data.
Second, all data accesses are performed on behalf of the
untrusted applications so that all data access is observable.
Another security framework is defined by Nicolae Paladi
et al for data and operation security in laaS [40]. This
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framework uses a trusted launch of VMs and domain based
storage protection protocol. According to this framework a
trusted virtual machine is launched before launching guest
virtual machine. In this way a trust is established by
remotely attesting host platform and ensures the data
confidentiality in cloud storage using cryptographic
techniques which are created and maintained outside of the
laaS domain.

Since cloud services are
distributed over multithreaded network infrastructure,
therefore malware, email phishing, spam and other security
breaches are the most common security threats to mobile
cloud computing and user’s privacy [41]. A lot of work has
been done to prevent such attacks on mobile devices [42,
43].

VI. CoNcLUSION

Mobile cloud computing provides a rich facilities and advantage to
the mobile users. But still there are some challenges that need to be
explored in deep. In this paper we have given some overview of
MCC along with its advantages and applications. We have also
explored some challenges and their possible solutions. However this
field is a burning research area where some issues need to explored
in deep like mobile devices, application partitioning and offloading
techniques, data integrity, security and privacy, transformations of
cloud services, QoS and pricing.
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