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Abstract— Network security has become one of the major talking points in today’s technological world. Although several
research activities were carried out pertaining to security in order to ensure confidentiality, authenticity, integrity, non-
repudiation etc., there remained some loopholes which need to be taken care of. There are chances that cyber attackers or
hackers may tamper or alter the texts and cause a severe leakage of confidential information of IT organizations, business
firms, etc. Hence, it is of utmost importance to protect vital information from such attackers or hackers by using some standard
techniques. In our paper, we have discussed the cryptographic techniques with proper encryption and decryption. We have
suggested the use of Rail Fencing Cypher along with ASCII codes and mapping tables for end to end encryption of plain text

comprising of several characters and then decrypting the encrypted text into plain text.
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l. INTRODUCTION

The practice and study of techniques for secure
communication in the presence of third parties for hackers is
termed as cryptography. In other words, it is the process of
conversion of plain text into encrypted text, popularly known
as cipher text and then decrypt in the cipher text into plain
text is termed as cryptography. Cryptography is mainly done
in order to achieve data confidentiality, data integrity,
authentication and non-repudiation. There are two types of
cryptography which are Asymmetric key cryptography and
symmetric key cryptography.

Symmetric key cryptography uses the same cryptographic
key for both encryption of plain text and decryption of cipher
text. Asymmetric key cryptography uses pairs of keys which
are public key and private key. This type of cryptography
uses two different keys for encryption of plain text and
decryption of cipher text.

The Rail Fence cypher is a kind of transposition cypher
where the plain text can be represented in a zig zag manner
and then rearranged. Hence, the total pattern can be changed
by this technique. In this technique successive rails on an
imaginary fence is used to write the plaintext downwards and
then moving up when we reached the bottom. Then we can
read the message in rows.

Mapping tables are constructed for both encryption and
decryption. In encryption it consists of no from 0 to 37 and
their corresponding symbols and in decryption different
symbols are represented in the form of no’s starting from 0 to
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37. In our case the mapping table is required to represent the
octal value as two-bit words and vice versa.

In this paper, we have discussed the cryptographic
techniques with proper encryption and decryption. We have
suggested the use of Rail Fencing Cypher along with ASCII
codes and mapping tables for end to end encryption of plain
text comprising of several characters and then decrypting the
encrypted text into plain text.

The rest of the paper discusses about the following aspects of
an effective encryption technique using the rail fence cipher.
Section 2 of this paper discusses about the research works
which carried out related to secure data transfer using various
kinds of encryption techniques. Section 3 talks about the
complete algorithm to achieve the same along with a well-
defined example and flow chart. The results obtained from
the algorithm and their comparison with traditional
approaches along with well-defined graphical representation
for both proposed approach and traditional approach are all
discussed in section 4 in this paper. The conclusion of this
paper along with further scope of research on this field are all
discussed in section 5 in this paper.

I. RELATED WORK

In paper [1] a new and more sophisticated way of combining
steganography with cryptography was introduced so that the
whole system became more compact and safer for any kind
of vital message transfer. The concept of Archimedean
spirals was used in the cryptography part, where the initial

910



International Journal of Computer Sciences and Engineering

private key determined the width of the spiral, and it was
according to the length of the message to be sent. The initial
private key was sent by the sender to the receiver using some
modes of transmission After it, the encrypted text was
embedded into some kind of graphics image and then the
stego object was sent to the receiver. The receiving end could
decrypt the message just by knowing the actual pixel values
and the initial key. This technique was considered to be more
safer and sound as there was a usage of two steps of
protection.

Sudipta Sahana et al. [2] proposed a data hiding system
which was grounded on audio steganography and
cryptography for authenticated data transfer. The audio
medium used here was the steganographic medium. The
encryption and decryption methods of cryptography used in
developing this system make the surety of the proposed
system more efficient in securing the data from unauthorized
access. Therefore, there was a recommendation of this
system to be used by the internet users for finding a more
safe and secure system. An audio medium was also used as
the steganographic and an advanced algorithm was applied
for encoding the private data into the audio file. The main
objective was to combine both cryptography and
steganography for the purpose of developing a better and
credible communication in this insecure open network.

In paper [3] a data is encrypted using matrix and Elliptic
Curves and the concept of steganography was used by hiding
the generated points of the encrypted data in an image. A
hybrid model was proposed with the help of public key based
Elliptical Curve Cryptography (ECC) and image
Steganography which provided more security than a Single
ECC or Steganography methods alone. The objective of the
proposed work was to archive better encryption for all types
of data and the robustness of this work was well evident of
the output stego images. The main objective was to help
users from different community to transfer crucial
information securely who were using public network for
communication.

In paper [4] there was an introduction of one of the most
powerful cryptographic techniques namely AES. Here
confidentiality, authenticity, integrity, non-repudiation and
other issues of security of communication in the present
world, were discussed.

Prof. Mukund R. Joshi et al. [5] studied cryptography along
with its principles. There was description of cryptographic
systems with ciphers. The cryptographic models and
algorithms are outlined.

In paper [6] a cryptographic algorithm was proposed based

on techniques like Rail fencing cipher and substitution,
which accomplished the goal of security. The proposed
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algorithm made use of proper encryption and decryption
methods and security was achieved at its best possible way.

The objective of paper [7] was to allow the intended
recipients of a message to receive the message properly
while interrupt eaves-droppers from understanding the
Message. A survey was also provided to data security
problem through cryptography technique. A set of techniques
were included in cryptography for the strive or pretence data
so that there was availability of these techniques to someone
who could recover the data to its original form.

In paper [8] the plain text was change to cipher text by
making use of cryptographic method, where individuals
could be able to use their desirable key for encrypting the
text and there was use of some Boolean algebraic operation
and then there was suppression of this cipher text inside a
cover media of 2n X 2n dimension grey scale image. there
was a suggestion of a secure pictorial block steganography
grounded encryption algorithm for transporting message and
exposing the steganalysis and cryptanalysis technique for
retrieving data at receiver side. The investigational result
specified that for using altered length of message text,
distortion of picture was too much less which was negligible
in open eyes.

I1l. METHODOLOGY

In this section we have proposed our encryption &
decryption algorithm [Fig 1].

A. Encryption algorithm:

Step 1: Take a string as input from the sender

Step 2: Perform the Rail fence cipher

Step 3: Swap the positions of MSB and LSB in the string
Step 4: Convert each character of the string to its
corresponding ASCII value and its octal value

Step 5: Take first 2 bits of the octal number together and the
last bit alone

Step 6: From the mapping table, we replace the first 2 bits
and the last bit with their corresponding symbols.

Step 7: Taking the symbols of all octal numbers from left to
right

B. Decryption algorithm:

Stepl: Take the encrypted value as an input

Step 2: Divide the cypher text into pairs and consider each
pair as a group.

Step3: Match the letters from the mapping table for
decryption

Step 4: Convert the octal numbers to their corresponding
ASCII values and characters

Step 5: Swap the positions of MSB and LSB in the string
Step 6: perform backtracking of rail fence cipher.
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Step 7: Hence the encrypted string can be decrypted into the
plain text.

MAPPING TABLE FOR ENCRYPTION:

0|1(2|3|4 |5 |6 [7 (8 |9 (10|11 |12

&|o|p |q |r |s [t |u |V |w| X |y |z

14 |15 |16 |17 |18 |19 |20 |21 |22 |23 |24 |25 |26

27 |28 |29 |30 |31 |32 |33 |34 (35|36 |37

MAPPING TABLE FOR DECRYPTION:

&l|lo|(p|qgq|r |s|tjufv | iw|x |y [z |n

0 (12|34 (5|6|7 |89 |10 11|12 |13

14115 |16 |17 |18 |19 (20|21 |22 |23 |24 (25 |26

L * / = > < 2 % # $

27 |28 (29 |30 |31 |32 (33 |34 |3 |36 |37

FLOWCHART FOR ENCRYPTION:

|

Perform rail Grouping 1% Map the no to
fence cipher and 72 hit of random cipher
* octal no text letter

Change M5B
with LSB
+ Octal
conversion of
%SCH each ASCII
conversion value

L f

Fig 1: flow chart of our algorithm

Example:
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Encryption
Step 1: Consider a string to be “DEBOLINA2a@”

Step 2: Perform the Rail Fence Cipher

D B L N (7l
AN f\/vi/'
E O A a
So, the string becomes DBLN2@EOIAa
Step 3: Swap the positions of MSB and LSB in the string

DBLN2@EOIAa

aBLN2@EOIA

So, the new stringis aBLN2@EOIAD

Step 4: Convert each character of the string to its
corresponding ASCII value and its octal value

Character | ASCII Octal
a 97 141
B 64 102
L 78 114
N 78 116
2 50 062
@ 64 100
E 69 105
8] 79 117
I 73 111
A 65 101
D 68 104

Step 5: Take first 2 bits of the octal number together and the
last bit alone

Example when we take the octal value 141 we take 14 and 1

141
L

Then we design a mapping table for all the numbers starting
from 0 to 37

Step 6: From the mapping table, we replace the first 2 bits
and the last bit with their corresponding symbols.

For example, for octal value 141, 14 should be replaced by m
and the last bit, i.e. 1 should be replaced by o. Hence, 141 is
replaced by mo.
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1411102 {114 116|062 |100|{105|117|111|101|104

mo |Xp |yr |yt [tp [X& [XS |yu [yO |XO [Xr

Step 7: Taking the symbols of all octal numbers from left to
right, the final cypher text or encrypted text for the string
DEBOLINA2a@ becomes moxpyryttpx&xsyuyoxoxr
Decryption:

Stepl: Take the cypher text or encrypted value as an input
MOXPYryttpX&Xsyuyoxoxr

Step 2: Divide the cypher text into pairs and consider each
pair as a group.

Mo Xp yr yttp X& Xs yu yo Xo Xr

Step3: Match the letters from the mapping table for
decryption

mo 141
Xp 102
VI 114
vt 116
ip 0a2
x& 100
X5 105
Vi 117
yo 111
X0 101
Xr 104

Step 4: Convert the octal numbers to their corresponding
ASCII values and characters

Octal ASCIH Character
141 o7 a
102 64 B
114 78 L
116 78 N
0a2 50 2
100 64 (@
105 69 E
117 75 8]
111 73 1
101 65 A
104 68 D

The string now becomes aBLN2@EOIAD
Step 5: Swap the positions of MSB and LSB in the string
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Step 6: arrange the resultant string in the pattern as shown
below

D B L N 2 @
E ) [

A
D B L N @
\E/‘ \Df\};\fﬁfx{i

So, the plain text is DEBOLINA2a@

IV. RESULTS AND DISCUSSION

In this paper we have made use of some techniques such as
Rail Fencing Cipher, mapping table along with ASCII values
and Octal values. Besides achieving an efficient and effective
an end to end encryption of plain text into cipher text and
then decrypting the cipher text into plain text, our proposed
approach gives a significant improvement in performance in
terms of efficiency, throughput and response time as
compare to traditional approach. Below is the diagram (Fig
2:) which shows that the efficiency of our proposed approach
will increase with the increasing number of characters.

Proposed Approach

>t

Traditional Approac}

Efficiency

/

No of characters

Fig 2: Comparing the proposed approach with the
traditional approach showing the efficiency will increase
with increasing number of characters

Below is the diagram (Fig 3:) which shows that the
throughput of our proposed approach will increase with the
increasing number of characters

v Proposed Approach
Traditional Approach

Throughput

No of characters

Fig 3: Comparing the proposed approach with the
traditional approach showing the efficiency will increase
with increasing number of characters.

The response time of our proposed approach will vary with
the increasing number of characters as shown below (Fig 4:).
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Proposed Approach
——Traditional Approach

Response time

No of characters

Fig 4: Comparing the proposed approach with the
traditional approach showing the response time will get
reduced with increasing number of characters.

V. CONCLUSION AND FUTURE SCOPE

Although the different techniques applied in ensuring the
security of confidential data of IT organizations, business
firms provide confidentiality, integrity, authenticity, non-
repudiation, they differ in terms of providing better
efficiency, throughput etc. An effective cryptographic
technique meets these two parameters, which are throughput
and efficiency. In our paper, we have used the logic of Rail
Fencing Cypher, mapping table etc. along with ASCII values
and mapping table. We sincerely believe that the techniques
we have used, besides providing an effective security, will
help us in achieving high degree of performance in terms of
providing better throughput and better efficiency.
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